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Add Service Access Object ®

Name *

deny-X-locations |

Add Rule

Sequence Action Geolocation

Default Action | @ Allow All Countries v

[] Allow Overrides
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|ﬂ Deny ~ |

Available Countries *
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Available Geolocation Selected Geolocation

| Q search Ge | 254 available v
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Add Service Access Object ®

Name *
[ deny-X-location ]
Add Rule
Sequence Action Geolocation
1 DENY o ¢ O
+1 more
Default Action [ﬂ Allow All Countries w ]

(] allow Overrides
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D " | Edit Interface Profile

~ RAVPN'OO'fth'OZ You have unsaved changes m m
Home Enter Description
- MName Interface Trustpoint DTLS SSL IPsec-IKEv2
Overview Outside e & 0
1
Analyeis Access Settings
7] Allow Users to select connection profile while logging in
Policies Enable HTTP-only VPN Cookies
= SSL Settings
Devices
Web Access Port Number:* 443 |
e
: DTLS Port Number:* 443 |
Objects
SSL Global Identity Certificate: “ | !
tearation ote: Ensure the port used in onffiguration is not use other se
IPsec-IKEv2 Settings
IKEv2 Identity Certificate: w
Service Access Control
Remote clients’ access to VPN can be controlled in Threat Defense devices from Version 7.7 and later using a service access object. This object
provides geolocation-based access control to clients before VPN authentication.
Service Access Object: | deny-X-location ~ | ' &
Sequence Action Geolocation
1 DENY .
+1 more
Default Action @
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Service Access Control

Remote clients’ access to VPN can be controlled in Threat Defense devices from Version 7.7 and later using a service access cbject. This object provides geolocation-
based access control to clients before VPN authentication.

Service Access Object: deny-X-location v 1 o
Sequence Action Geolocation
1 DENY 1
+1 more

Default Action @

show running-config service-access &S A3 5t0{ FTD CLIGIM MHH|A HMA FEISE AL
T A= K| ElgfLct.

ok

<#root>
firepower#

show runni ng-confi g servi ce-access

service-access deny ra-ssl-client geolocation FMC_GEOLOCATION_146028889448_536980902
service-access permit ra-ssl-client geolocation any

firepower# show running-config object-group idFMC_GEOLOCATION_146028889448_536980902
object-group geolocation FMC_GEOLOCATION_146028889448_536980902

Tocation "Country X"
Tocation "Country Y"
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Redrosh every | 5 minuts | hefresh |

Active Sessions | meser |
L

Dwvice Identity Certificates Active Sessions mn

1 ldéntity Certificate

UserName  Assigned. Public IP LoginTime  Gateway Country Client Ap. Client 05 Connecti Group Po. Actions

ntegeation test 024-08-14 - USA Cisco AnyC vin-64 RAWPHI It GpPolicy

1. Service Access 7HA|0ll #Z|0| Z2HIEH F A [0 AU=X| & IELIC.
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» show service-access interface

o MH|A HMA LIX| EA|

» show service-access service

« show geodb ipv4 location <= 7}> detail
geodb FH2E{ E A

show geodb ipv4 [lookup <IP address>]
geodb ipv6 EA|
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