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Hub LAN
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Create VPN Topology

Topakogy Mame *
Sl WAN- Tepalogy-ISP- 1

VPN Type

# SD-WaN Toociogy ()

2EHA. 7|18 3 =0l DVTI(Dynamic Virtual Tunnel Interface)& A48 LICH
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Edit Virtual Tunned Interface

Tusnad Ty
M
WAN_dynammic_vi_1

5 Enaibied
Description:

Security Zone:
WaN

Virtuad Tunned inberface Detalls

Lovpback (Lospback)




Add IPvd Pool @

Mame*
Spoke-Pool-Hub-1-15P-1

Description

IPvd Address Range®

16925411, 1071-169.254 . 11.150
Formal: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150
hask®

255.255.255.0

Allow Oreerrices

) Configure device overmides in the address pool object to avoid IP addngss
conflicts in case of object is sharad across multiple devices
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Add Bulk Spokes

1) Add Devices
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A: Branch-1

General CLI Details Packet Tracer
|
i Refresh % Maximize view
Summary
Node A (172.16.2.101/500) “ - Node B (192.168.100.1/500) ﬂ
Transmitted: EB.46 KB [8664 B) Transmitted: 5.98 KB (6123 B|
Received: 27 73 KB (2B400 B) Received: 768 KE (7868 B)
IPsec Security Associations (2)
ﬂ 0.0.0.0/0.0.0.0/000 0.0, 0.0/ 0.0.0.0/000
Settings: LZ2L Tunnel |[KEwZ,... Settings: L2L Tunnel |[KEw2 WTI
Encaps/Encrypt: 140 §f 140 pkts Encaps/Encrypt: 92 [ 982 pkts
Doaps/Decrypt: 232§ 232 pkts Dcoaps/Decrypt: 96 [/ 96 pkts
Remaining Lifetimne for SPI ID: 0x5824983A%9
Outbound: 3.69 GB (3962871000 B) Inbownd: 3.65 GE (3916794000 B)

12:47:26 (26246 sec) 12:50:26 (26426 sec)
Remaining Lifetime for SPI ID: Ox0F4EASC
Inbound: 3.99 GB (4285416000 B) Outbound: 3.69 GB (3962874000 B)
12:47:26 (26246 sec) 12:50:26 (26426 sec)
ﬂ 0.0.0.0/0.0.0.0/0/0
Settings: L2L Tunnel IKEvZ,...

Encaps/Encrypt: 96 / 96 pkts
Dcaps/Decrypt: 92 / 92 pkts

Info is not available for Extranet device

Remaining Lifetime for SPIID:; Ox1DEFCB21

Outbound: 4.03 GB (43315714000 B) Inbownd: Mo data
12:50:25 26425 =ac)

Remaining Lifetime for SPI ID: 0x53B1AEAT

Inbownd: 3.65 GB 13916794000 B) Outbound: No data
12:50:25 26425 sac)

Branch-1 (VPN Interface IP: 172.16.2.101)

show crypto ipsec sa peer 192.168.100.1
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CLI Troubleshoot
Device: | Branch-1

@ Execute | @& Refresh [ Copy

=_ Command:| show route

= show route

AX VPN EZf=of CHaH AFSE ol B4 QIE{H O|AE CHE T Z2 Unified Events0i| A Qo)
&Lct.

O|Z ISP 0|Z& 3} &9l

ISP-27} 2t5 S X|Z|H BE{d AEHE ISP-12 E8F E{'d0o| &AM AEfUS LIEFHLICY.

AN gy TH T

712 &= cist Q271 MELIC}. Branch 12| show route &2 VPN E2HZ!0] ISP-19|

MErLICH.
SVTIE &3l 7|2 §{EZ 2t*EE S LIEt-ILICE



CLI Troubleshoot

= Execute

>_ Command:| show route

= show route

£ Refresh

Device: | Branch-1

|| Copy

WAN-

1 stat

AKX VPN E2HEof CHal AtEEl o|284A QIE{H0|AE= CHE1t Z2 Unified Eventsoil A AU
&LCt.

12 i o|& 3 =2l

7|8 327 o2 E E2 B 4Els EX {20l chet E{do| #4 HEfS LiEFLICH

oc{o O

BX 2o Ccigt 227}

[

L MstL|C Branch 12| show route 232

7|12 587t O ENe s
VPN EZHZI0| ISP 18] T SVTI2H ISP 22| & SVTI Ztoll B X 5{E2 2= W AES Lietun



CLI Troubleshoot

>_ Command: show route = Execute = @ Refresh [ Copy Device: Branch-1 A

= show route

AN VPN EcHZlof CH3H AFEEl o|28A ClE{H|0|A = CHE1F 22 Unified EventsOlM 2 &= QU
&L|cH
= .
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