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» FTD(Secure Firewall Thread Defense) 7.4.x, 7.6.x FDM(Secure Firewall Device Manager) £



£ FMC(Secure Firewall Management Center)0i|A{ 22| & LIC}.

HiE E&
HE 7.4x EE 7.6X2 AZERI0IE YIBOISF 22| QIE{HOIA IP FAt BT ¥ A
A 0
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FDM & 2| FTD} ##AE/L|C}.
CIlO|E] QIE{H|O| AT} ZE|IRF HMAN AFR L= B 22| EBE BZE & show network
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CHS ol "2 E|xt HM[A QIE{HO|AE ZE|0AM HIO[EZ HE" MME HESHMAIR.



Cisco Secure Firewall Management Center Device Configuration Guide, 7.62| Device
Settings & C}Z & 9| "Configure the Management Interface" &: Cisco Secure Firewall
Device Manager Z1I| 22{|0|M 7}0|E, BT 7.6 2] QIE{H|O|A.

1.IP FAE £522 THE|X| oYX 203.0.113.xLICE. firepower 4100/93002 A|Q|8H &
E Z3E oM A8E|= FTDO| &3 of| lLCt.
<#root>

>

show nanei f

Interface Name Security

Managernent 1/ 1 managenent 0

>

show interface ip brief

Interface IP-Address OK? Method Status Protocol

Managernent 1/ 1 203. 0. 113. 130 YES unset up up

>

show i nterface Management

Interface Managenent1/1 "nmanagement”, is up, line protocol is up

Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0053.500.2222, MTU 1500

| P address 203.0.113. 130, subnet nmmsk 255.255. 255. 248

>

show runni ng-config interface Managerment 1/1

interface Managenent1/1



management-only
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

firepower 4100/93000| M A& E[= FTDS| 2| QIE{H O|A:

<ffroot>

>

show nanei f

Interface Name Security
Et hernet1/1 managenent 0
>

show interface ip brief

Interface IP-Address 0K? Method Status
Et hernet1/1 203. 0. 113. 130 YES unset up
>

show i nterface managenent

Interface Ethernetl1l/1 "managenment", is up, line protocol is up
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

MAC address 0053.500.1111, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Ethernet 1/1

interface Ethernetl/1

Protocol

up



management-only

nanei f managenent

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

Zt 1: Firepower 4100/93000{ A & Ethernetx/yE OHEZ 2|7 0|40 AL A} X|H E2| Q!
E{HO|AR Mde = ooz E2[H QIE [ 0|A O|F2 Managementx/y7t OtL|2}
Ethernetx/y ILIC}

2. O] IP &4 &= show network & £230i ZA|IE! IP A2} CHELICE

<#froot>



>

show net wor k

[ System Informat1on ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed : sfpDetect

Operation Speed : 1gbps

Link Toup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
--------------------- [ IPV4 Jommmmmmmmmmmmommem o
Configuration : Manual

Addr ess : 192.0.2.100

Netmask : 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPV6 J------—--=——mmm -
Configuration : Disabled

IP A 203.0.113.xE {7 7.4.00] =& S8 22| QlE{mo|A 7|o(CMI) o =Z gtz QE T
o|A0 HHEILICH E5], AZEQ0{E HAM 74x 0|42 HOp0|=Est & AZEQo{E= B
| & ZICH OlE{m|o|A HE S xﬂ&i.

=<

Sl ZICH OIE{m|O|A 233 MIMoj| EAIE CHE &2 L|C}. &5&tof|
MB35t 22| QIE{H O|A nameif7F 2 2[7F £l LHE IP &4 203.0.113. x7+ s =2 geELICE

St gol QEHolA TEo| Bal EfiT HE

IP &2 203.0.113.x= CH=2 1t 20| AHAl management0 QIE{HO|AE &3l Lina ATt 2|5 e
HE2=0i CHE 2 9_475"; MSste= ol AFEELICH o] 2322 syslog, DNS(Domain Name
Resolution) £ 21 AAA(Authentication, Authorization, Accounting Server) A& S Z2 Lina A
HIAE FEE M EeHUL(o.

O| Cto[o{2 2 Lina AZTI0IM 2|F 2E| HELIZZo| 22| EBfE 20 CHE 7HE MRl 7HR
Ho{E LI

fjn


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e

CMI management traffic path

> i ; >
Managementx/y or Ethx/y  (BlicloRRIE" Default gateway |—| NuXx management0 Default gateway
203.0.113.129 KXX.8 @ XX%D

9 Dynamic PAT to management(
Management
network

Lina management intf

1. /29 H0tA3 E AE5te= IP F4 203.0.113. xE nameif managementE Al&3st= E{H|0|A
olghol LI 4Lt o] 4|2 dy0| M show run interface W& £240i| EA|ZIX| &b &
LICH

<#root>
>

show i nterface Management

Interface Managementl/1l "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address bce7.1234.ab82, MTU 1500

| P address 203.0.113. 130, subnet mmsk 255.255. 255. 248

>

show runni ng-config interface Managenment 1/1

I
interface Managementl/1
management-only
nameif management
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

7|& HO|E90]203.0.113.129 HIER{3 = &2 2t HO|ZHM 2 HELICE O] 7|2 dEE=
show route management-only B& £230] QI g10| EA|E|X| &t &LICH =24 0.0.0.08 X|H35}0d

B2E #Hg =+ UL

<#froot>



>

show rout e managenent -only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

>

show route managenent-only 0.0.0.0

Routing Table: mgmt-only

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 128, metric 0, candidate default path
Routing Descriptor Blocks:

*

203. 0. 113. 129, vi a managenent

Route metric 1is 0, traffic share count is 1

>

show asp tabl e routing nanagenent-only

route table timestamp: 51
in 203.0.113.128 255.255.255.248 management

in 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent

out 255.255.255.255 255.255.255.255 management
out 203.0.113.130  255.255.255.255 management
out 203.0.113.128  255.255.255.248 management

out 224.0.0.0 240.0.0.0 management
out 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent
out 0.0.0.0 0.0.0.0 via 0.0.0.0, 1identity

2. IP £24203.0.113.129= Linux H0{|M T HEIH ME27F ZEAM EAIE[H LIE QUE{H O] A (04
tap_MO)oi| &= ELICt.

<#root>



admin@KSEC-FPR3100-2:~$%

ip route show 203.0.113. 129/29

203.0.113.128/29 dev tap_M proto kernel scope link src 203.0.113.129

3. Linuxol M= MA| 2] IP &A7F management0 QIE{H O|A 0] & EILICH CFHS 2 show

network H23o| E240f| EA|IEl= IP TAQLICE

<ffroot>

>

show net wor k

[ System Information ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed . sfpDetect

Operation Speed : 1lgbps

Link T oup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
————————————————————— [ IPv4 J-——————-— -
Configuration : Manual

Addr ess : 192.0.2.100

Netmask 1 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPV6 J------=--——mm -
Configuration : Disabled

>

expert

admin@KSEC-FPR3100-2:~$%

i p addr show nanagenent 0



15: managementO: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group defaul
Tink/ether 00:53:00:00:00:01 brd ff:ff:ff:ff:ff:ff
inet

192.0.2.100

/
24

brd 192.0.2.255 scope global managementO
valid_1ft forever preferred_1ft forever

admin@KSEC-FPR3100-2:~$%

ip route show default

default via 192.0.2.1 dev managenent 0

4. oA P FAE management0 QIE{H| O|A IP FAE BHEH5t= 52 PAT(Port Address
Translation) 7t management0 2IE{H|O|A 0] {&LICH. S PAT= management0 21E{H| O A 0f A
MASQUERADE %% & At&5t0d iptables #=l& T4d5t04 724 LICL.

<#root>
admin@KSEC-FPR3100-2:~$%

sudo iptables -t nat -L -v -n

Password:

Chain POSTROUTING (poTlicy ACCEPT 49947 packets, 2347K bytes)

pkts bytes target prot opt in out source destination
6219 407K MASQUERADE all -- * managenent 0+ 0.0.0.0/0 0.0.0.0/0
SFO|

i R

O| o0l M= CMIZt &5t E|0d E2E3HE MY 22| QIE{m0|AE &8 DNS & 2lo| +ElL|Ct.
<#froot>
>

show managenent -i nterface convergence

nanagenent -i nterface convergence



>

show runni ng-confi g dns

dns donai n-1 ookup managenent

DNS server-group DefaultDNS
DNS server-group ciscodns

name-server 198.51.100. 100 nanagenent

dns-group ciscodns

%! Z4X= Lina management, Linux tap_M0 & management0 QIE{H| O|A0f T AE L|C}.

<#froot>

>

show capture

capture dns type rawdata interface managenent [Capturing - O bytes]

mat ch udp any any eq donmain

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i nanagerment O udp and port 53



Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

M Z FQDN(HTatE =l o|&)of ChEt ICMP 01| L2 Lina AZTIAM DNS S ’é'i*cd
Ct. Lina 2%l 2 Linux tap_MO0 @IE{H|0|A 0| THZ! A= THAIRF IP 4 203.0.113.1302 £
M, Ol= &2 QIE{H o|A CMI IP FALCEH

<tfroot>
>

ping interface managenment ww. exanpl e. org

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to 198.51.100.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/122/130 ms

>

show capture dns

2 packets captured
1: 23:14:22.562303

203. 0. 113. 130

.45158 > 198.51.100.100.53: udp 29
2: 23:14:22.595351 198.51.100.100.53 >

203. 0. 113. 130

.45158: udp 45
2 packets shown

admin@firewall

:~$ sudo tcpdunp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570892 IP

203. 0. 113. 130

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603902 IP 198.51.100.100.53 >

203. 0. 113. 130



.45158: 38323 1/0/0 A 198.51.100.254(45)

management0 2/E{H| 0| A0 A A El= IHZ! 2 management0 QIE{HO[A S| IP FAE THAIRL IP
FAZ2 EAIELICE O]& "Management Traffic Path in Converged Management Interface
Deployments" AMof| A5 &l 5% PAT [IHZ L|Ct.

<#root>
admin@firewall:~$

sudo tcpdunmp -n -i nanagenment O udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570927 IP
192.0. 2. 100

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603877 IP 198.51.100.100.53 >

192.0. 2. 100

.45158: 38323 1/0/0 A 198.51.100.254 (45)

Zd=
= -

CMI7I & d3tEl B2 IP 4 203.0.113.x7t RIS L2 % ST AZEQ0{0M LHIEXOZ AR
|04 Lina &Izt 9|'=' el HEXT 7to| A4S MBS ELICH ol IP FAE FAIE = U&LICH
show network B&I0| E240]| EAIE IP FAE HAZ|X| AOHFTD #E| IP FAELT XS0k 5t
= 2c9olst @55t |P I’</\OI|__||:|:

ESE

o ztZ| 4l RICH OIE{I|o|A Hist
» Cisco Secure Firewall Management Center Device Configuration Guide, 7.6
« Cisco Secure Firewall Device Manager Z1I|120|M 710|E, HE 7.6



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
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