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Cisco CSF(Secure Firewall)

Cisco FMC(Secure Firewall Management Center)
Cisco ISE(ldentity Services Engine)
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«+ Cisco Secure Client H715.1.6
« Cisco Secure Firewall HH71 7.2.8
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b.

S ._| Skip Check for CA flag in basic constraints of the CA Certificate

Firewall Management Center

Overview Analysis Policies Devices Objects Integration
——
Name Domain Enroliment Type Status
“ o= FTD1
sisco.com Global PKCS12 file ,CA| [{,1D Server Certificate
InteralCAServer Global Manual (CA Only) ,CA (& ID Internal CA certificate

St

ok
.

mju
qu
1o
C
ful



Add Cert Enroliment (7]

Name*

| InternalCAServer |

Description

CA Information Certificate Parameters Key Revocation
 ——

Enrollment Type: | Manual v

CA Only
Check this option if you do not require an idenfity certificate to be creafed
from this CA

CA Certificate: | - BEGIN CERTIFICATE-----
MiB/
zCCAWigAwIBAgIBATANBgkghki
G9wWOBAQsFADATMREwWDwWYDV
QQDEwhDQVNI
cnZlcjAeFwilyNDEWMTcxMDUS
MDBaFwOyNTExMjAxMDUSMDB
aMBMxETAPBgNVBAMT
CENBU2VydmVyMIGIMAOGCSq
GSIb3DQEBAQUAA4GNADCRIQ

Validation Usage: IPsec Client SSL Client | | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

e. Of2lcert Enroliment@] EECHRtrustpoint A W2 e E MEISID & AddE 2 EFLIC




Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

\ FTD1 v |

Cert Enrollment®:

‘ InternalCAServer

Cert Enrollment Details:

Name: InternalCAServer
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A

2EtA|: ISE/Radius M 218§ 2 42 Z=2mtel ¢

0x

a. 2 0|5 35l09 objects> AAA Server > RADIUS Server Group = = 218 LICHadd RADIUS Server Group. S M S

Enable authorize only tl E—']' lg=l|- |—| |-_-|'.
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Edit RADIUS Server Group

MName:*

‘ ISE_ Authorization

Description:

Group Accounting Mode:

‘. Single v
Retry Interval:* (1-10) Seconds
10

Realms:

| v

Enable authorize only

| | Enable interim account update

Enable dynamic authorization

= 34AE Q|

b. OlO|2 & Add (+) E=|&F CFS IP F A Radius server/I SE server

Ct.



Edit RADIUS Server

IP Address/Hostname:*

| ISELocal

Configure DNS at Threat Defense Flatform Settings to resolve hostname

Authentication Port:* (1-65535)
| 1812 |

Key:*

Confirm Key:*

Accounting Port: (1-65535)
| 1813 |

Timeout: (1-300) Seconds
|10 |

Connect using:
(® Routing () Specific Interfface @

Default: Management/Diagnostic |

Redirect ACL:

C. 2 Devices> Remote Access configuration O|S & L|C}. E new connection profile &35t 11 21

L|Chclient Certificate Only. Authorization Server(T 8t £0{ M) Z<L o|H E*7=||01|A'|
ENst|C}
= | .




o 1o

ﬁ% Allow connection only if user existsin authorization database AI_-lE_l.llgldI-L‘ltl-- O| gg% AP%&”& q-l__|gl_|. _Elio:ijl'
EEl Z0EF RAVPNO] CHEt @dZ0| 2= ELCt

Edit Connection Profile 9

Connection Profile:* | FTD_CertAuth |

Group Policy:* | DfltGrpPolicy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: Client Certificate Only

nable multiple certincate authentication

v Map username from client certificate
O Map specific field

Prirmary Field: Secondary Field:
| CN (Common Name) v | | OU (Organisational Unit) v

~ Use entire DN (Distinguished Name) as username

Authorization

Authorization Server: | ISE_Authorization (RADIUS)

Allow connection only if user exists in authorization database

Accounting

(o)

Map Username from the client certificate(22+0|HE QIS ALl AFE Xl 0|8 THE)= AFEAIE Al
3t7] flall CIB MM V2 HEE LPEP"”LI Ct. O] dflof M= 7| AL|ITo|M2 FXIGHK|TH ALS
AHE AlMste O AFREIE Mol mhal MAE 4 Qe

d. 2 Advanced > Group PoliciesO| S & LICF. @ & add (+ 2| OFO|2 & Z&2|&LCt




Deploy Q P £ @ adminv

Fi I'C'.'.la” Manalgcmcn[ Ccn'cr Overview Analysis Pohests Darvicas Objeets It grataan
) —

FTD_PolicyVPN
Policy Assignments (1}

Enter Deseription
Local feeadm: None Eynamic Access Policy, Mone

Acvanced

Connection Profile Access Inieriaces
—

Group Policies
Group policy can be assigned 10 VPN user through connection profile or by RADIUS server during suthenticaton

i
Foliowing 1 the group poscias that see sssociated with this Rmats Acciss VPN confguration. Atd o group pasey If & is requined 1o be sssignid by RADILS senver during suthonticasion
Hame Protocol NS Servers VPH Fiter
DMMGrpiolicy S5LIKEV2
Mk teg_Groug SELIKEV2 4 u
IT_Group SSLIKEV2 s

E gouppoicesMHELICH 24 08 M2 2 ag Y 2t a8
HF
—

toz A= |}

e.
7|

Group Policy

Available Group Policy C Selected Group Policy i

Q, Search DfitGrpPolicy

)

FTD1_GPCertAuth
FTD1_GPISE

FTD1_GPLocalFull

£ O EMlM 2t 250 SHE M| olMe $HELICH 91Zof

L HIAIXIE F7He = AU&LICh



Add Group Policy (7]

Name:*

| IT_Group |

Description:
General AnyConnect Advanced

— —
VPN Protocols Banner:
Maximum total size: 3999, Maximum characters in a line : 497.

IP Address Pools In case of a line spanning more than 497 characters, split the line into multiple lines.
Banner ** Only plain text is supported (symbols '<' and ">' are not allowed)
DNS/WINS IT Group

Split Tunneling

Cancel Save

gfLICH o= Zx| 2ol Mol A

ofn

g. Bl1Zgroup policiesOl| A & MEISI D E 2 2|510JAddRLEZ S E 0|
o{H & HHMO| AAZBE|l=X|E RI™E LY.




Group Policy (7]

Available Group Policy C -+ Selected Group Policy
Q, Search DfitGrpPolicy (]
FTD1_GPCertAuth G Marketing_Group i
FTD1_GPISE IT_Group .
FTD1_GPLocalFull

e

HE AEE FSFELICH

@
T

3CHA|: ISE F+4
3ACHA: AF2AL, I8 U QIBSA Q5 T2 0t A4

a. ISE Aol 21215t 2 Administration > Network Resour ces > Network DevicesO| S € L|C}.



Cisco ISE

Dashboard Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managomant Threat Centric NAC

Identity Management

b. &3l¥addS AAA 2CI0|HEZ T M5te{H S 21&hL|Ct.
Network Devices

L, Import Ty Export i Delete

[_] Name IP/Mask Profile Name Location Type Description

O FTD #% Cisco (1) All Locations All Device Types

c. HE®3 C[HIO|A O|F L IP &4 EEE 2238t CI3 rRADIUS Authentication Settings =2 Q1EHS
St shared Secret. O 2F2 FMCO{|A RADIUS MBq 7HXIE BHE [ AFE 8 2kt Zrofof & LCH.

Network Devices List > FTD

Network Devices

Name FTD

Description

IP Address \, 1P : / 32 {?




~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret eseee Show

[j Use Second Shared Secret (1)

d. = Administration > Identity Management > GroupsO | & & L|C}.

X Cisco ISE

Dashboard ' : olicy Administration

Recent Pages
Systam pxGrid Sarvices

Fasd Service

Device Portal Management Throat Centric NAC

Identity Management

e. £ 8 2!8tuser Identity GroupsEHS & add2 2l EFLICH

25t 1 E 2 =8 LIChsubmit.

M
I
el
il
ffo

ldentity Groups

Impart T, Export

Endpoint Identity Groups

I User Identity Groups ] Name Deseription

Group x

O 4UIT Group

| &R Marketing Group



MNew User ldentity Group

Identity Group

ok

o Zestirg 085S ddsici™ ErsELIch

d. 2 Administration > Identity Management > IdentitiesO| S & L|C}.



#| Cisco ISE

Dashboard Operations Administration
Recent Pages
System Metwork Resources pxGrid Services

Feed Service

Device Portal Management

Threat Centric NAG
Identity Managamant

Identities

e. MtH 2Z Cl|o|E{H[0|£0f M| AAEXIE BHEE{H 2 S = LICtAd.

E—JUsernameg Login Passmord%!a—:!n%:l"——“:". j-laj EP% O| JT:||O|X|9_| 2o = O|%5|'0:|

£ MEHEfL|Chuser
Group.

Network Access Users

+* Change Status

|, Import 1+, Export Delete

Status Username Description First Name Last Name Email Address User Identity Grou... Admin
3 B Enabled g userl IT Group
:] Enabled & user2

Marketing Group



Network Access Users List » userl

~ Network Access User

* Username  userl|

Status B Enabled ~

Email

~ Passwords

Password Type: Internal Users

Password

* Login Password ©®essssss

Re-Enter Password

[

Generate Password ]

Enable Password

User Groups

s

= IT Group

|

Generate Password

|

®
®
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f. 2 Administration > I dentity Management > External |dentify Sourceso|%né=l' |——| |-_-|'.



X Cisco ISE

Dashboard Administration

Racant Paﬁﬁ!
System Network Resources pxGrid Services

Feed Service

Device Portal Managament Threat Centric NAC

Idantity Managamaont

Add%a—!a'():i £ Certificate Authentication Profile® 438 L|C}.

g.

Certificate Authentication Profile(2/5 A 215
Alternative Name, Common Name &

External ldentity Sources Certificate Authentication Profile

[ Certificate Authentication Profile l

Active Directory

O Name Description
LDAP

ODBC lj Certificate Authorization Profile
RADIUS Token
=1 RSA SecurlD

SAML Id Providers

Social Login



Certificate Authenticatio

Certificate_Profile

Certificate Authentication Profile

* Name

Description

Identity Store

Use Identity From

March Client Certificate Against

Cenificate In Identity Store

X Cisco ISE

Dashboard

Recant Pages

Certificate _Profile

Certificate Authorization Profile,

[not applicable]

© Cenificate Attribute

Subject - Common Name e

~

(_) Any Subject or Alternative Name Attributes in the Certi

© Never

&

.

O Alway:

Policy Sets
Posture

Policy Elamants

Z2|5tod 7|2 et

zate (for Active Directory Only) (

l\_\,l Only to resolve identity ambiguity

perform hinary comparison

ZzotdoM AEERISE ¢1&sts Ol AFSELICH

Profiling

Client Provisioning




Policy Sets

Reset Policyse

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

Default Network Access <2 23 o >

b. ol U= ESCI2 O
+ 2E5to{ M 7= F7IE

- Authentication Palicy (2)

Dsums Rule Nama Conditions Usa Hits  Actions

F 04 Authentication Policy2f & & L|CF. 224 CHS OFO|2 2 add

3
o o
>
=2}
i
i
Jqu
ol

T+=|o| 0|2 245t Conditions(Z71) Qi Madd (+)OFOI2 S MEHES

0|I
T
n

« Authentication Policy (2)

Status  Rule Name Conditions Use Hits  Actions

Internal Users

E’ *  QOptions {ﬁ}
c. M HEJ| HAE 4XE 2251 0tO|2 EnasipAaddesE 2B LICH YEHHO| 1P FAE ™
ghlct.
>
Conditions Studio
Library Editor

S REERSRCRE

Select attribute for condition

Catalyst_Switch_Local_Web_Aut n = | 0 ) [=] B = & | | | ] | 1 (] ke =
hentication s s s s

Dictionary Attribute 1D Info
EAP-MSCHAPv2

All Dictionaries nas| = 10

=l EAP-TLS
Q@ Radius NAS-IP-Address 4
i [E] MAC_in_SAN

=

d.
2

£ 228t New CFS CHE £ E F7HE LI Chrunne-Group-name. FMC 01| connection Profile Tt 43!l Ol 2 &
st
—H



Conditions Studio

Library Editor
O]
Search by Name ®
Radius-NAS-IP-Address
(¢o[z[o]s|e|z|m|p|=|a|8]c|s|0]k] °
Equals HH
- Catalyst_Switch_Local_Web_Aut ®
* % hentication -
Click to add an attribute
A. T
i+ [ EAP-MSCHAPv2 0
Select attribute for condition %
i[5 EAP-TLS (
- BPEIEIREE §|a|5|@|1|9m3
i [E MAC_in_SAN D
Dictionary Attribute 1D Info
e Switch_Local_Web_Authenticatio All Dictionaries ™ tunnel-group-name x
- " n
= Cisco-VPN3000 CVPN3000/ASA/PIXTx-Tunnel- Group-Name 146 @
i [F Switch_Web_Authentication
X
Library Editor
@
Search by Name ®
Radius-NAS-IP-Address
o|zlo|s|e|z|m|p|=]a|2|c|s|0]:] B
Equals ~ HH
Catalyst_Switch_Local_Web_Aut ®
hentication -
Cisco=-VPN3000-CVPN3000/ASAIPIX7x=-Tunnel-Group=Na ..
[E] EAP-MSCHAPv2 @ A v b
Equals ~ FTD|_CertAuth HH
it [E EAP-TLS @
= NEW AND OR
=| MAC_in_SAN
. — Switch_Local_Web_Authenticatio Set to ‘Is not' Duplicate
. = n E———

e. Use(AF8) LoilA M8t £ certificate Authentication Profile A1EHEFLICH Ol | 5t AL XIE A5}
= Ol Ar8kle T2 2ol Holal W27t RIEELIch

“ Authentigation Policy (2)

() Status  Rule Name Conditions Use Hits Actions
Q
Certificate_Profile <= |
@  RAVEN CenUsers E  vorityContun 7 @
+ Options



a. ol Q= EECHR Nl St EE 2 2]5+04Authorization PolicyZ & B LICH 28 CFS OFO|2 & add ()
F2ystof M a2 b

I «w Authorization Policy (13) I

Dsrulus Ruls Nam o Condithons Prafiles Socurity Groups Hits  Actions
729 O|§ 2 ™5t Conditions(Z71) Q04| Af add (+) OFOIZ S MEHEFLICE

- Autherizatian Peliey (13)

Results

Status  Rule Nama Conditions Profiles Security Groups Hits  Actions

D Select from list {@'}

AN 1L = = o . S = o .
b. &8 HEV|HAE MXIE 22|51 0FO|Z Ridentity groupE 2T LICH A& 1dentity group - Name 41
=HefLICtH
X
Conditions Studio
Library Editor
=)
®u
B IT_Group
o[=[o|a]e|o|z[r|=z]2|c]se]t]= ®
InternalUser-ldentityGroup
.
=] BYOD_is_Registered
Select attribute for condition X
u = Catalyst_Switch_Local_Web_Aut 1 — — — —
) o BEIE NEIEEEIEERERRDRER
AL
=] Compliance_Unknown_Devices Dictionary Attribute ID Info
All Dictionaries ™ Attribute [5]
= Compliant_Devices
a CWA CWA_ExternalGroups
EAP-MSCHAPY2
A IdentityGroup Description
| EAP-TLS o IdentityGroup Name
= Guest_Flow a InternalUser IdentityGroup
k) PassivelD PassivelD_Groups
=l IT_Group
; o o —_ = 1T = = —_ = o TT =
QAL RtEquasE MEHSH CHE EECHR 7 A EE 22510 AI8 758 SME EAISHD user

Identity Groups:
MEdstLCt




Conditions Studio

Library Editor
®
Search by Name ®
E 1T_Group
(o[=[o]a]e[=[=]r|=]e]2]c]1]0]t]*] ®
: InternalUser-ldentityGroup
© [F| BYOD_is_Registered ) L
Equals ~ IChoose from list or type HH
: AL
i [ Catalyst_Switch_Local_Web_Aut User Identity Groups:GuestType_SocialLogin (default)
. " hentication
User ldentity Groups:GuestType_Weekly (default)
it [F] Compliance_Unknown_Devices
I User Identity Groups:IT Group I
% [ Compliant_Devices 0 User Identity Groups:Marketing Group
Set to 'Is not’
User ldentity Groups: OWN_ACCOUNTS (default)
5] EAP-MSCHAPv2
. Tox =o = [=3 _— : 5
c. Profiles(Z 2 E!) QoA Ol0|22 2 =25} Tadd (+)2 CreateaNew Authorization Profiletd B & L|C}.
~ Authesization Poliey (13}
Results
(%) Status  Rule Name Gonditions Profiles Security Groups Hits  Actions
Q.
IT_Group
(-] T_Group_Polic AND .
SRty ° A iemaluser-identityGroun EQUALS User Identity Groups:IT Group Setect from st @
Create a New Authosization Profile
=] Wireless_Access
e Wireless Black List Default AND Bia Bn T Select from list T o @

[E

S idustityGeoup-Nsme EQUALS Endpaint Idamity Groups:Blacikiist

ZEHE UHELIChname.

Authorization Profile

*N
ame IT_Group_Profile|

Description

* Access Type
ACCESS_ACCEPT ~

Newwork Device Profile &% Cisco  ~ &2

Service Template O
Track Movement mNO)]
Agentless Posture o®

Passive Identity Tracking [ (i)

A



2 0|=335+04 common Tasks & @I LICtasa ven. 17 CFHE & group policy name& 23 EFLICEH. O|= FMCO|
M A=l 747 = Qlsfiof L),

~ Common Tasks

ASA VPN IT_Group v

[J AVC Profile Name

[J UDN Lookup

chgol & 442 2 180 FYEUSLIC

~ Attributes Details
Access Type = ACCESS_ACCEFT

Class = IT_Group
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M|

18 Al S show vpn-sessiondb anyconnect Al & X} 71 2 HE

042
oo

1.

Ct.

<#froot>

firepower#

show vpn-sessi ondb anyconnect

: AnyConnect

Session Type

userl

User nane

. 64

Index



Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

User nanme

Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

firepower#

2. 0E ™

: 192.168.55.2

: AnyConnect-Parent
: AnyConnect Premium
: AnyConnect-Parent: (1)none
: AnyConnect-Parent: (1)none
: 15084

Roj A AHS I} A

=
Zt HiLHE

Public IP

Bytes Rx

I T_Goup Tunnel

1 22:21:43 UTC Tue Oct 22 2024

: 3h:03m:50s
: Oh:41m:44s
: N/A VLAN
: 96130a0f0004000067182577
I none Tunnel Zone
User 2
Index : 70
: 192.168.55.3 PubTlic IP

Bytes Rx

Mar ket i ng_Group Tunnel

: 01:23:08 UTC Wed Oct 23 2024

: Oh:02m:25s

: 0h:00m:00s

: N/A VLAN

: 96130a0f0004600067184ffc

: none Tunnel Zone

G oup :

G oup :

: 99611

FTD_Cert Aut h

. hone

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium
: AnyConnect-Parent: (1)none SSL-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel:
: 15112

: 19738

FTD_Cert Aut h

. hone

: 0

Moz HAZAE | EAIZ|E HiL HIAIRIE 74
Ar&35tod HEto| Rl 282 Al

= A& LI

(1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256

(1)SHA384 DTLS-Tunnel: (1)SHA384

g 4+ ALt



Please respond to banner.

FTD1_CertAuth

stlillie
1500

Cisco AnyConnect

Marketing Group

Connect

3.2t0|E 230{ | @dZ 0| 2Adst HEF 2o HAME ALE5t =X =R LICH EpetilsE =
st @15 EME EAISHLC.



= Cisco ISk Operations « RADIUS

Live Legs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Respanding Repeat Counter
0 0 0 0 0
Neved “r Latast 100 frac - Last 30 mifu_ w
Tirme Status Details Repea... Identity Endpoint ID Endpoint... Authenti.. Authoriz... Authoriz... IP Address Network De... Device Port Identity G
L] -]
s (]
Last Updated: Fri Oct 26 2024 14:42:41 GMT-0600 (GMT-06:00) Records Shown: 2

s | —_

=X &

O| MMoME HE =Xl A2 2 AISE = U= HEE NSt
1.CIHZ S QIS M Q1B E I8t CSFL| TIE CLIOIAM AlglE £~ &L},
debug crypto ca 14

debug webvpn anyconnect 255
debug crypto ike-common 255

2 AAACIHIIE ALS st 27 WEE 917 54 #Tre Folghn

debug aaa common 255
debug aaa shim 255

debug aaa authentication
debug aaa authorization
debug radius all

ISELQ| B

1. 2 Operations > RADIUS > Live LogsO | S &f LC}.



X Cisco |

Dashboard isibility Operations

Recent Pages
RADIUS Threat-Centric NAC

Troubleshoot

TACACS

Reports
Adaptive Netwark Control

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Clent Stopped Responding Repeat Counter

0 0 0 3 0

w

w Latest 20 reco_.

Time Status Details Repea...  Identity Endpoint ID Endpoint.. Authenti.. Authoriz... Authoriz... IP Address HNetwork De...  Device Port Identity G
e Erdpaint P w  Nitwaik D
B & ¥
L] o !
o o Danyhce FT I
o a User
-] o 1 t F
Oct 22, 2024 10:24:18.9. B & ¥ FT

Last Updated: Wed Oct 23 2024 12:33:54 GMT-0600 (GMT-06:00) Records Shown: 6
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