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3140
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Platform Maximum Instance Count Maximum Logical CPU
Cores Supported
FP4215 10 62
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FP4245 34 254
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Platform 4215 4225 4245

Total CPU cores 32 64 128
Available CPU cores for

ETD 30 62 126
Total RAM (GiB) 22 445 875
FXOS RAM (GiB) 6 6 6
DMA RAM (GiB) 11 39 78
Available RAM for FTD

(GiB) g 7 /
Available Disk space for

FTD (GiB) 660 864 1794
Max Instances 10 15 34
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22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20
42 20 20 20 20 20 20
44 20 22 20 22 20 22
46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26
56 26 28 26 28 26 28




58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38
78 36 40 36 40
80 38 40 38 40
82 38 42 38 42
84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46
92 44 46 44 46




94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56
114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60
122 58 62 58 62
124 60 62 60 62
128 60 64
130 60 66




132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
152 72 76
154 72 78
156 74 78
158 74 80
254 120 130
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Delete
Packet Tracer
Packet Capture
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roubleshoot Files

Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.

A Al the configuration on the selected devices will be erased
in the process of Multi-instance mode conversion.
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Step 2: Hover over the icon next to
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device is ready for conversion.
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Available physical ports on the device. Greyed

out indicates they are non-
- actionable/configurable.

Each color indicates the number of cores
utilized by individual FTD instances against
total available cores.

Hovering over on each color will provide a
tool-tip that details more on the FTD
instance.
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Edit Physical Interface

Interface D

Ethernet1/1 Enabled

Port Type
Data W

Admin Duplex

Full o

Admin Speed

Detect SFP "

Admin FEC

Auto -
Auto Negotiatios

Cancel

52| CIE{m|o|A 2|
M QIEIT 0| A E 7152484 Add(F7H) HHEOIA 5t9) QIE{H 0] 24
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- VLAN ID

Search Interfaces ‘ Sync Device H Add 1

Auto Negotiation Admin FEC I Sub Interface I

EtherChannel Interface

Yes Auto rd

Add Sub Interface Q

Parent Interface

Port Type

Data v
Sublnterface ID

(1-4294967295)

VLAN ID
(1-4094)

Cancel l

EtherChannel & 2|

M EtherChannel QIE{H|0|A S MAdstEd™H Add(F 7} HHE of2H Q| "EtherChannel QIE{H|O|A"S
ArZEct.

Am
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EtherChannel ID
ZE RY(COIE/HIOE &%)

7 o
- ®b QIE{m0|A
- BEISE

. BEl 05

« LACP R E

- LACP &

- NS EY

Search Interfaces
Auto Negotiation

Yes

Add EtherChannel Interface

Interfaces Configuration

————
EtherChannel ID: (1-48)
Enabled

Port Type
Data
Select Member Interface(s

Available Interfaces (7) Selected Interfaces (0)

Ethernet1/1
Ethernet1/2
Ethernet1/3 Add
Ethernet1/4

Ethernet1/5

Ethernet1/6

Cancel

ClHtol& Am|aeold S7(3t

FMC Zix| 2 8f|o]4dnt ClHto|A |2 8f|of4

A2 A7} netmodE M|7H5H7HLE &St AL lL|Ct. olg{t

Sync Device

Add

Sub Interface

Admin FEC
lEtherChannel Interfacel
Auto rd
Add EtherChannel Interface (7]
Interfaces Configuration
Admin Duplex
Full LY
Admin Spead
1Gbps w
LACP Mode
Active w
LACP Rate
Default ~
Auto Negotiation
= S Ol = o Ol
Ol S7I|&tElX| et= B 7t U&LICH.



Click “Sync Device”.

Netmod 3t A2H/E2 20|30l K|
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Tlotel EMoIAM AASE " A 2 COHE LIF EMoIME 2212 42 & A7 E= OIROI2t
LICtH

E Q|3 B E9| Enable/DisableO|L} QIE{H| O|A Q| Break EE = Join Al HA| £ &0| 7ts&LICt. C}
o A BCE 7|2 B E9| 4200 Series®t S stL|Ct.

FXOS
Deploy

Success response ‘.
Request to get the config .
. Response .
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FMC
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4200 Native= EPM Hot Swap %! BreakoutE x| &L|C}.

EPM OIR 2! Breakout2 S&!3 7|2 2 E Secure Firewall 4200 Series S2£/330{ A 00| X|&EIL|
Ct.

4200 Series EPM OIR 2! Breakout FMC A& M:

» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-
install/m-overview.html



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html
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Confirm Switching Network Module On

A Metwork module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Are yOU SUrE YOU Want 10 turm on the network module?

Turning the module on will add the associated interfaces to chassis.

- EPME &d3te B2 M 2lE{mH 0|A T} Cluto|Aof AZAEL|CH
- FMCE A€ QlE{m|o|Aoi CHEt 2 BIS +MELICH
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System Configuration
I A Interface eonfguration has changed on deviee. Click to know meore.
Nulwnﬂa Mnduln 1 Network Module 2 @
" " WS M 1w B n m T
T
1" 11g Tak] 7z "3 !
ae instances VLAN ID Admin Speed Adimin Dupbex Addmin State Auto N

1Ghps Full Enabled Yas

EPM QIE{H| 04 7 22
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Interface Changes

changes.
Interface Name Type
Ethernei2/1/1 Physicalinterface

Etharmat2/1/2 Physicalinterface
Physicalinterface

Physicalinterface

Change Description

Interface |s associated

Interface is associated

Interface is associated

Interface is associated

Thie following interface changes have been detécted. Check if there is any impact on current configuration and accept

G o

MA| mHo|x|e| 2/ &M

Sysiem Confguration
Network Module 1
T
= [ o) e e
R e g g g W
" e un e uy Wi un (i
[ [ETL P VLAN I Admin Speed Aderin Duple s
Datect SFP Ful
Datect SFP Ful
Datect SFP Full
Detect SFP Full
Detect SFP Full
Detect SFP Full
Detect SFP Full
Detect SFP Fus
Detect SFP Full

Hatwork Module 2 &

@ owa W W

el |

Adrin State

Disabled

Sy Devicn

Search interfaces
Austis Mg patiatioss Addvins FEC
Yas Aty
Yes At
Yos Hano
Yas Aty
Yes Barto
Yos Aano
L Aty
Yes Auio

Interface break confirmation wizard open up on break &M0| E2|7{EL|C}.

&




Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

CIE{H|O|A AO0|E L ZI2 QIE{Ho|A Ed|0|3 7} &QIEl & AA| I O|X|0f| EA|ELIC}H

Systemn Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 MNetwork Module 2 @
LA T T S T S TV R V- S T T A T3 W Wz w3 wa

== e (o ol
. L L UL L L)

W oe e Wz I3 e s e

pe Instances VLAN ID Admin Speed Admin Duplex Admin State Auto M

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes

Break/Join O|& Q| QIE{m|0|A #44



Accept Changes('Hd 2 & 226t OIS QUEH0|A 7 FMCOIAM AHE 7HsSHEILICH

Interface Changes

The following interface changes have been detected. Check if thera is any impact on current configuration and accept
changes,

Interface Name Type Ghange Description

Ethermnaet/1 Physicalinterface Interface is doleted

Ethernet2/1/1 Physicalimerface imerface is associated

Etharmet2/1/2 Physicallnerface Interface is associated

Ethernet2/1/3 Physicalinerface Interface is associnted

QE{mo|& HEO| AAEAO O|X|= B

Change Behavior

Change a dedicated interface to No validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with MNo validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
notifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = Validation error will be thrown to initiate such
instance operation
« User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation
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View By: Group

A1)  ®Emor(0)  ®Waming (0) Offiine (0) @ Normal (1) Depboymant Pending (0) @ Upgrade (0)

Q, Search Device m
Collapas Al Downioag Device List Repon
Naams Model Version Chassis Licensas Access Control Policy Auto RolBack
~ Ungrouped (1)
Firewall 4215 Threat
p 4215 Chasse Defense Multi-lnstance  7.6.0 Mansge NIA NIA NIA 7
Supenisor
E: AH AH
T1A A
a = = = =
Add Instance(RIAEHA FIHE Z2I5t0 OFHALE AIRFELICE.
Chassis Manager: 4215_WA_Chassis @ comectes
Cisco Secure Firewall 4215 Multi-Instance Supervis:
Summary Interfaces Instances Systern Configuration
There are no instances created yet. 'Y
Add an instance to get staned

I

1EFA|. Aok



Add Instance

. Agreement

2 Instance

3 Ietertace
Asslgrimant

4 Deview 5 Summany

[End Liser License Agreement
[Effective: May 10, 2022

Secure Firewall Terms and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

.

hbmi

2EHA.

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

« QIARA LT 0ol 7|2 AHE:

Allows configuring core allocation
for this FTD instance. You can pick a
pre-defined resource profile
(Default-Small, Default-Medium, or
Default-Large) or make a new one.
Use the '+' icon to define a custom
resource profile object.

Add Instance l o
1) Agreement © mstance 3 mntertace 4 Device 5 Summary
Configuration Assignment Management
Display N ' ‘ | Permit Expert mode for CLI
WA_instance_1
Devics Version* Rasource Profie *
[7.6.0.1208 ~] Dafaut-Smalt “
§ }

e | e

WPvd
Management I *

192.168.1.81
Natwork Mask "

T55.755.255.0
Metwork Gateway *

192.168.1,254
Search Domain DNS Servers
FOON Dwvice S5H Password*
Firewall Mode * Contirm Passwond *

Routed - [ _____ 4 ]

Show Password
Chncer
° |_I —_— |_-I —_— | o I P .




Add Instance [+]
1) Agewsmant © instance 3 Interiace 4 Davice 5 Summary
Confguration Assignment Managemedt
Display Neme™ Parmit Expen mode far GUI
WA _instance_1
Davice Version * Resource Profile *
7.6.0.1208 [Pifait-Smat " - D
IPvE
m |£ Hath Manasgement P+
Pyd 2001:300::192:168:1235
Management I * Praict
192168181
112
Metwork Mask * n
255.255.255.0 Network Gateway™
-+ 2001:800::192:168:1240
MNetwork Gateway *
162.168.1.284
Search Dormain DNS Servers et T P m
1Pwd 1PvE
FQOMN Dewvice SSH Password * Managamant 1P Managamant 1P *
e 192.168.1.81 2007:200::192:168:1235
Firswall Mada * Confirm Pastword * Hotwork Masgi* Praf *
Routed - | p— { 255,255,255.0 n2
Aol Natwork Gatewoy * Natwork Gateway
I P m 192.168,1,254 2007:900: 1921681240
3CHA|. QIE{H| o|A X|H:
Add Instance r X
~ Step 3 allows you to assign interfaces to
1| Agreement 2 | Instance ° Interface 4 | Device 5 Summary FTD IHStance'
Configuration Assignment Management )
. Lists all available physical, sub-interfaces
Ll il S and port-channel interfaces.
Etherneti/1 Ethemet] /2
Ethernet1/3 & Ethemet1/4 N ] __
Ethemet1/5 « P | ists all interfaces selected for this instance.
Ethernet1/5.11 <
e Bulk add all and remove all interfaces. Moves
Ethemet1/10 all available interfaces as selected interfaces
SoemeE wl | * 1 and vice-versa.
Ethernet1/12
Ethernet1/13 & . )
Ehamet1/14 | Delete icon allows you to remove interface
Ethameci /1% from the Selected to Available lists.
Ethernet1/16
Port-channa < t Add icon '+' allows you to add an available
interface as selected interface.
cocel woc ([EEER

4EHAH. Exl el




(1) Agreement (2) Instance )
Confguration Assignment Management
Device Group
Select... v }4
Aceess Comrol Policy *
| Poticy? v |+
Platform Settings
Select... ~ | }
Smart Licensing
& Carrier
Malware Defense
) w»s -
] URL
Select smart license(s) applicable for
FTD instance.
Cancel Back
oF.
5HHA. Q9F:
Add Instance
\;/ Agreament (':»:l Instance \_ Intertace (4) Device
Conhguration Assignment Management
Instance Configuration # | Device _
ey Wa_instance_1
Varsion 7.6.0.1208 Access Polcy.
Raosource Profis: Dafauie- Small Dervice Group:
»: 192.168.1.81 Plattarrn Policy
Mk 288.285.288.0 Licenses
ity 192.188.1,254
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Password: @00 eeeee B
FOON
DNS Servers
Soarch Dormnar
Expert Mode: disabled
Interface A -2 L] ke
Hame - Pori Type
Esharnatlfi LATA
Esharnet1/2 DATA

Zdx| 7ol E 2t = 5tE{™ Save and Deploy.



O 1 dovice is avalable for deployment B o

Firewall Management Center Overview ¥ = #0epioy O @ & @ sdmnv Wi SECURE
Chassis Manager: 4215_WA_Chassis & tonected You have unsaved changes [N
Cisco Secure Firewall 4215 Threat Defense Multi-Instance Supervisos

Summary Interfaces Instances System Configuration
—
Name Vershon Resource Prdfile Management IP Management Gateway Licenses
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_if] Firewall Management Center Overview Analysis Policies Devices Objects Integration m o @ o @ adminv b cEeURE
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Dismiss all notifications

Ciscd Secure Theeat Defense
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Chassis Manager: 4215_WA_chassis © temected

Cisco Secure Firewall 8215 Threat Defense Multi-instance: Supervisor

Summary Inerfaces Instances System Conbguration

¥ & WA_instance_1 1609017 Drefaui-Semall 192.168.1.81

157 FTD QIAEA HE
Edit Instance
. Instance Configuration 2 interface Assignment 3

Display Name *

2N ( conce |

), Search an instance Add Instance
L Management Gateway Licenses A Policy Platform Settings
102.168.1.254 Carrier, ... Pel N AU
-]
Summary

E  Admin Stste  Permit Expert mode for CLI

WA_instance_1

Devicd Version® Resaurce Profile*

78037 - Diefadt-Small e

m IPvE Both

Pl
Management IP*

192.168.1.81
Nistwork Mask*
255.255.255.0
Nestwork Gateway*
192.168.1.254

Search Domain DNS Servers

FODN Device S5H Password *

Firgswall Made * Confirm Pagsward *
Routed L —
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Edit Instance

1) Instmnce Conbguration © imertace Assignment 3 Summary
Available Interfacas (7) Salscted Interfacos (2)
Ethernet1/3 Ethernet! /1
Etharnet1/4 Ethernet!/2
Ethernet1/5
Ethernet1/&
Ethernet1/8
Ethermet1/8.10
Port-channel2
b
LL4
Gancal
C O|AE{ A I{K| ©OF.
CHA|. QIARIA FAE ok
L e e
1) Wnstance Configuration 2 Inerface Assignment © summary
WA _instance_1
re0an7
Dafault-Smal
192.168.1.81
255285 265.0
1921881264
reuited
kv
Interface ASSIQNMENT = 7 cescated and 0 1ared melaces smsches |ioe
Hame = Part Type
Emomant /1 DATA
Ethoman (2 DATA
Cancel

>
rm
>
1z
A

Back

Back




Chassis Manager: 4215_WA_chassis © coanected BN | o
Cisen 4215 Suparvisor

System Configuration
—
Search an instance Add Instance
Namao Version Resource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl A g |

SNMP Z4I|18io|M

SNMP 742 I8t AlAE 74 SO 2 o|SELiCt,

1] Firewall Management Center [ e— Analysis Polics. Dovices Objects Inbegration

Chassis Manager: 4215_WA_chassis © Comectea
Towall 4715 Threat eperyne

Summary  inferfaces  Insiances  System Conbguraiion

Borraw SNMP settings from:

SCUBL ETD ingtacce from the kst

MA| 7t 7|/LHE LH 7|

AmaefolM LHE LI

Manage Chassis(MA| # 2l) > System Configuration(A|A & Z1I|1840]4d) > Import/Export(7} X2
ZIILHELHZ])2 o|S&LIct.



Chassis Manager: 4215_WA_chassis o cemecns

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser 0 b *
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
—— S s R

Eporting: aice conbguatons

Import Export B . o Configuration Export
This will replace the cument chassls confguration with new condguration This will create a Device Export confguration Mg Export hle created successfully
Downlcad Export Package

Download

Thsis will cowmiiad! ther confly Sle xporied

+ Download

Amaeold 7t 27|

Manage Chassis(MA| 2]) > System Configuration(A|A & Z1IL|28|0|M) > Import/Export(7+ X 2
ZIILHE 7)) 2 o|sELICt,

Dismiss ol notifications

Chassis Manager: 4215_WA_chassis | ® connected

Cisco Secune Firswall 4215 Theeat Defense Multi-nstance Supendsor ® Global W
- Dévice Configuration Export
Surmmary IntErfaces InStances Systern Conbguration Device Confsguration Export

Exporiing device condguations

Device Configuration Export
Export file created successfully
Downioad Export Package

Download
This il thwrland the covily fle Bepenmad A
& Downlgad
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1. MA| E31E 4 Yoz o|SELICH

a Firgwall Managam.sn? Center B i . " ob)

ooy O @ O @ seme e EEcecune

Migrate | Dephoyment History

Q, Search Device: =B

rces | M
—
- Device Managaenent veu Trostssaoat
RERRE > = Tompiase Management Site To Ste Fiby Dawerikuadd
AI(4) ®Eor(l) ®Weming(ll - Ofine(1) @ MNormal(l) ®DeplymentPen OV i Thesat Dedens CLI
—_— QoS Cymamic Aooess Policy Packet Tracer
Colanss A3 Plasform Setting Packat Capture
Flaslionsg Snon 3 Prosling
My odes Certibcates Troubleshooting Logs
v Ungrouped (3} vearade
Theoat Datonse Upprmce
o 182168180 Fireveall 4215 They Chassia Upgrace A
1932.168.1.80 [T me—-

2 MA| ZEHE MR MM

Platioem Settings Device Type Status

There are no policies created. Add a new Firepower Settings Policy (or) Threat Defense Settings Palicy (o) Chassis Platform Settings Policy

Obsject Management

= et
Threat Defense Settings
Chassis Platform Sattings




New Policy

Name*

. platformSettingsTP

Description

Targeted Devices

Available Chassis

Select the devices to which you want to apply this policy.

192.168.1.30

Chassis IP
Address
"

3. MA BRE M A

PlatformSettingsTP ~
[Enter Description

Selected Chassis

Click on 'Add" button to move a selected chassis
from available list to selected list.

' Click on 'Save' button to stage new policy in FMC

for subsequent deployment.

DNS Resolution Settings
Specify DNS servers groups.

H|O|X|:

{ I Enable DNS name resolution by device

MM of2fol A DNS M 1 &2 gd&tstn F7HEfLich

You have unsaved changes | Cancel “
Policy Assignments (1)

1l

-l



platformSettingsTP »

Enter Dercription

platformSettingsTP »

Enver Description

- SSH ZZI0|ME

You have unsaved changes

N5 Resclution Settings

becify DNS servers groves.

Select an existing DNS server group. User

Add DNS Server Group_

Select DNS Server Group®

can choose an existing server group available

in objects page

| dns_serverTP

hd | -+ New Group

Make as default

curve2§818-shallé
Curve8519-sha286_libssh_org

- Mag
hmac-sha-1
Hast Kin® no24
Wolurres Rekiry Limit =
Time Fikey Limi none
g 43t

@) Enable DNS name resolution by device
DNS Sarver Groups: Add Click "Add" to
launch Add DNS
dna_server TR clofsu) i Server Group
dialog
Lists of all DNS server groups

$H Server
-
Adgorishms I i }
- Click pencil icon
 Encrypion 1o kaunch 'Add
Ides-che Algorithms'
aes2S6-che )
pes2S6-cir UIaIOg
ey Exchange

ki

Minutes

A% S0 SSH MMoiAf SSH ME{E

Add Algorithms x
Available Algorithms (14) Selectad Algorithms (6)
~ Encryption * Encryption
ae5128-cbe Ides-cbe
8651 28-ctr aes256-che
2051 28-gem_openssh_com aas256-ctr
aes192-che + Key Exchange
Bes192-ctr eurve25519-shal2s6

8e8256-gem_openssh_com
«chacha20-poly1305_openssh_com

 Key Exchange

diffie=heliman=-group14-shal
diffie-heliman-group14-5ha2 56

ecdh-shal-nistp256

ecdh-shal-nistp384

ecdh-sha2-nistp521
~ Mat

hmac-sha2-256

hmac-sha2-512

eurve25519-gha256_libssh_org
~ Mac
hmac=sha=1

[ooee )




platformSettingsTP »

[Erar Doscription

Mugorithms #

Encryption
Iohins-cbe
a99256-cte
Be3256-C1r

Ky Exchange
sy 351 0-sha2 56
Ccunve25519-3ha256_kibash_org

M
hmac-sha-1
ot Kay™ 1024
Violume Reley Limit KB
Time Reiory Lima Miruses

MA|

Wewt harew uresaved changes

Policy Assignments (0)
S5H Clisnt
Strict Host Keycheck onabie
Aigorihma ’

+ Eneryption
nes192-chr
Koy Exchange
curve5519-3ha256
CUNBTS519-3ha 56 _ash_oig
Vilume Rekey Limit K

Tirme Rekery Limit Minutes

SSH Client

pisable
disable

Striet Host Keycheck

Algorithms anatila
~ Encryption prompt
aes192-ctr

O &2 MA| E34F HE 2| SSH M Mol A SSHE & 45tEr Foil2k ZAIELICH
« SSH HA& 55 4.

Chassis_Platform_Settings ~

Enter Description

S5H Accoss List

S5H Accest will be alliwed 1o the configured

MNeetweork List
Click pencil icon to
add, modify, ar
delete network or
network objects
for chassis

access

lD By defau, S$5H access bs denled uniess you add a meboir-ehnl

Add Network Objects

Avallabibs Nabaork Objects (13) Salsctad Network Objscts (2)

Remove Al
any aey-igvl

wny-pud 192.168.1.238

Pyd=Benchmark-Tosts ]

Pyd-Link-Local

vd-Multicast

Pl -Private- 10.0.0.0-8
BPud=Private-172.16.0.0-12
Wyd-Private192.168.0,.0-16
Pyd-Private-All-RFC101E
Bvi-Ped-Napped

W~ Link-Local
yf=Private-Unicue - Local- Addresses
Pyfi«to-IPvd - Rlay - Anycant

0 Only Netvwork Dtjects of e “Host” and “Netwark” are supponed. Range’ and “PODN objects aco not supponed

« SSH HM|& S50 chet HELZ 7HA| F7t:



Add Network Objects

Avallable Network Objects (13)

%, Search Network Objects

any any-ipue

any-ipyd 192.168.1,.238

WPud-Benchmark-Tests G—__,__/_-
IPya-Link-Local

WPd-Multicast

Pvd-Private-10.0.0.0-8
Pyd-Private-172.16.0.0-12
Pvd-Private-192.168.0.0-18
Pvd-Private-All-RFC1918
1PV-IPvd-Mapped
IPvG-Link=Local

IPvE-Private-Unique-Local -Addresses
IPVE-to-IPwd-Relay-Anycast

Enter IP Host or Network Add

i Only Network Objects of type ‘Host” and *Network” are supported. Range’ and ‘'FODN" objects are nat supponed

e | D

« M UIE3F 7HA F=7t:

Add Metwork Object

. HELZ 74X 27



Add Network Objects

Available Network Objects (14) -+ ‘Sadected Network Objects (1]

Stech Network Otjec ismave Al

any any-ipvh
soy-ipwd

Pk - Banchmank-Tests.

1Prd-Link-Local

Pyl -Mutcast

Pl -Privade- 10.0.0.0-8

1Pvd=Private=172.16.0.0-12

Pyd-Privase- 192, 168.0.0- 16
1Pd-Private-AB-RFCTH18
Pl Pl - Mapped
Pryli-Link-Local
P10~ vt - oy - Ay ast
Test_Obtject

B Only Metwork 21 of Bype Host and Network' are supponed. Tisnge’ and FODN' objects sre not supponed

corce |

- HESZT FHA| M=

Add Network Objects

Avallable Network Objects (14)

Search Network Objects

any
any-ipvd
Biry-ign
Pt~ Banchmark-Tosts
Wy LinkrLocal
Pl -Multicast
Pyid-Private-10.0.0.0-8
Pyd-Private-172.16.00-12
WPyd-Private-152.168.0.0-18
Bvd-Private-AN-RFC1918
- IPvE-Mapped
Pyl Link-Local
WPyfieniee Pl Rislary - Anvycast

Enter 1P Host of Network Add

D Ondy Metwork Objects of typs "Host' and "Network” are supported. "Range’ and 'FODN' objects are not supported

- ol olOlx|oll ZAIE CHZ LIERT HME HGE = A&LICH



Add Network Objects

Available Network Objects (14)

Search Netwark Objects

any
any-ipvd
any-ipvB
IPv4-Benchmark-Tests

IPvé-Link-Local
IPvd-Mulsicast
iPvd-Private-10.0.0.0-8
IPyd-Private-172,16.0.0-12
IPva-Private-192,168.0,0-16
IPvi-Private-All-RFG 1918
1PyE=IPvid=Mapped
IPvE-=Link-Local
1Pv=Private-Unique-Local-Addresses.
IPVE-=to-1Pud - Rotay-Anytast

O Only Network Objects of type "Host' and "Network” are supported. ‘Range’ and “FOON' objects are not supported

« F7HE HERT A BT

Add Network Objects

Availabile Netwerk Objects (13)

1, Search Network Objects

Seleeted Network Objects (3)

any-iged
Test_Object
192.1668.1.1

any
any-ipvG
IPvd-Benchmark-Tests

IPvd-Link-Local
IPvd-Multicast
IPvid-Private=10.0.0.0-8
IPvd-Private-172.16.0.0-12
1Pvd-Private-192,168.0.0-16
IPvi-Private-All-RFC1918
1Pv6-IPu4-Mapped
|- Link-Local
1Pvéi-Private-Unique-Local-Addresses
IPvE-to-IPvé-Relay-Anycast

Entar IP Host or Network

0 Only Network Objects of type “Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODN" objects are not supparted

[cvee | NN

N7t S7I5Hs CHg % 7Hx| wHo 2 S38 4 QgL

1. Management Centerol Al NTPE S5l
2. AbERt X1 NTP A{H{01| A

ZE| ME{ 2] NTPO{ A



1] Firewall Management Center Ol Andlyiis Pobais Daviced Objécts I ration Deplay Q f 1 @ adminv ol o
platformSettingsTP # Gance

e e Policy Assignments (0}

) Wia NTP from Management Center

Use Custom NTP Sorver

MEXF X NTP Mol A

platformSettingsTP » You have unsaved changes | canco | ([ IR

Emtar Description
- Palicy Assgnments (0]
Via NTP from Management Center
* Use Custorn NTP Senver

NTP Servers Al

rest i

Add NTP Server X

Select NTP Server®

test ~ I -+ New Server

=
>
I3
>
I
o
0
b
i
>
~
sl



platformSetlingsTP # You hive unasiuc enanges [ Corce

Enter Description

Policy Assignments (0]

i Zouny

(UTIC-12:00) Btc/GMT=12

O ¥ ro Tene Zong i seectid, Time Zong wil be UTC Time Zor (UTC «

Time Zone:
{(UTC-12:00) Etc/GMT+12 v
(UTC-11:00) Etc/GMT+11 ‘

{UTC-11:00) Pacific/Midway

(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10

MA| Z281& M7: Syslog
« Syslog Local Destinations &:

platformSettingsTP #

near "
Enter Description Policy Assignments (0}

Remote Destinations Loesl Sources

Critical
- Fmerge ncies v
&) Enable Admin Ste
Level | Critical EmergenCIes
N messages
4154304 Bytes Alerts

Critical

« Syslog Remote Destinations &:



platrormsetingsiy #
Entes Darscription

Local Destinaticers

Servert
W) Erable Adein Siste

Critieal

Cibtn. StagNg CHED oM

Local?

« Syslog Local Sources &:

platformSettingsTP »

Enter Description

Local Destinations Remate Destinations

Local

4

Local Sources

Sources

b

| Locall

}'Eme rgencies v

Emergencies

Alerts
Critical
Errors
Warnings
Notifications
Information

Debugging

Local7 v

Local2
Local3
Locald
Local5

Localé

You have unsaved changes | Cancal m

Folicy Assignmants (0)




777 Firewall Management Center Overdew  Aculysis Policies Devices Objects Intgration Depiy O, © O @ sdminv R crouns

Chassis_Policy # Imnmmﬂ:mm et | I

Enter Descrigtion Policy Assignments (1)

S5H Access List

F5H Access will be aligwid 1o the confgured natworks
Nutwori List #

aoy-ipnd

Tost_Object

10296811

0 Dy datasalt, S5H accans is dened unbess you add @ natwork to the it

Croprvigw Analyiis Policies Davices Gt Tnbpgeation m‘leﬂﬁ admin v e g

Qroup o stabis

162068.1.80 | Ready for Deplayment

@ 1 devica is available for dephnmant>

MAl 52 %4

FMCOIlA] AHAl]
delete(2 A2 0|5

E2
=
=

%| 4 3t24{™ Devices(C|HFO|A) > Device Management(C|HFO|A E2) >
Fuict
=



View By Group -

All{1)  ®Emor{0)  ® Waming (0) Offline (0) @ Normal (1) Deployment Pending (0) @ Upgrade (0) @, Search Device Add w
[ 4 Dy I
Name Madel Version Chassis Licenses Access Control Policy Auto RollBack
+ Ungreuped (1)

Firewall 4215 Threat
TZ'HI: 1.80 o Defense Multi-nstance 760 Manage NIA NiA NiA ]
Supervisor

Health Monitor
Troubleshoot Files

CIE CIAEIAONM 7|2 RERZ Bi&t

34K FMC= NativeO| M Multi-Instance 22| B4&tot x|&I8tL|C}t. [2A C|HIO|AE 7|2 BEZ .}
Al B48H5tE{H AL XF7}F CLIE AF8 36l ok &L Ct.

1EHH: FMCOIlM MAle| S5 FAELICH

2EtH: o] CLI HHEE ALE3104 4200 Series C|HIO|AE 7|2 REE #HEte = &LICH

firepower-4215# scope system
firepower-4215 /system # set deploymode native

FMC Rest API

FMC 3& REST API= FMCO|M X|HEl= 2E 2Hof| AFEE = U&LICH



Chassis e

SN /epi/tmc_contig/v in/ inUUID}/chassis/f is/{objectId}

IEZG0) /apisfac_config/vl/domain/{domainUUID}/chassis/ facnanagedchassis/{objectId)

L0 /api/tme_contig/vl/domain/{domainUUID}/chassi gedchassis

m Jfapi/fmc_config/vl/ i inUUID}/ i is

m Japi/fmc_config/vl/domain/{ inUUID}/chassis/ fmc is/{c inerUUID}/networkmodules/ {objectId}
Japi/fmc_config/vl/ i inUUID}/ is/f is, dnerUUID}/networkmodules/{objectId}
Japi/fmc_config/vl/ i inUUID}/ i is ineruuID}/operational
Jsyncnetworkmodule

m Japi/fme_config/vl, in/. inUUID}/ is/f is/{ dnerUUID}/interfaces/{interfacelUID}

Japi/tmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacellUID}

m Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmc is/{c inerUUID} /operational

Jbreakoutinterfaces

m Jfapi/fmc_config/vl/domain/{domainUUID}/chassis/ fmc is/{c inerUUID}/operational/joininterfaces

n Japi/fmc_config/vl/domain/{ inUUID}/chassis/ fme is/{c inerUUID}/chassisinterfaces
/{interfacelUID}/evaluatecperation

n Jfapi/fmc_config/vl/domain/{domainUUID}/chassis/fmc is/{c inerUUID}/ logicaldevices/ {objectId}
Japi/fmec_config/vl/domain/{domainUUID}/chassis/ s/{ i UUID} logicaldevices/{objectId}

m fapi/fmc_config/vl/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}

[LEN /api/fme_contig/vl/domain/{domainUUID} /chassis, fmc hassis/{c inerUUID}/Llogicaldevices

m Japi/fmc_config/vl/ i inUUID} S i is, inerUUID}/Logicaldevices

7|2-Ct& QUAEA H22 2|8t REST API

7|2 C|Hio|A T} CHE QIAE POST API:

>
rE

e 88 FH|7} SR Zolg)

rir

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmodereadinessc

MZ POST 2% JSON:

{

"devices": [
{
"id": "DeviceUUID",
"type": "Device"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

HY HO|E|E-HE[-QIAHA HEHES EE|7st= POST API:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

AMZ POST 2% JSON:

"items": [



||_idll: n

"dispTayName": "Sample_Chassis_Namel"
}

1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

}

POST APIE &3l HE| QIAEIA BEtof CHE CHE WIOIEIE 7|58 EE|HE LI
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

AZ POST 2% JSON:

{
"items": [
{
||_idll: n
"displayName": "Sample_Chassis_Namel"
3,
{
||_idll: n
"displayName": "Sample_Chassis_Name2"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"
}

MA| Z2[E 22t REST API
POST zt2[ dIE{oi| MA[ F7}:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis

ZE MA| 7IX71:



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/

uuid2 EX MA| 7K 7]
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}
uuid2 AHA| AMK]:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}

ME POST 23 JSON:

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
"regkey": " ok !t

Netmod(HER{3 2 =) #2|E 98t REST API

uid HER3 2& 7tXM7I:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
DEUHEYNT ZE 7HXM7I:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT - 7|E UE®3 2&E2 uwid2 s=-& LI
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/
PUT - FXOSHM HE?3 2 & CI|O|EE ZH A5t Management Centerg& Ci|O|E&FL|Ct
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/syncr
o

CH
=

M|k

GET

0[0

{

"metadata": {
"timestamp": 1688670821060,
"domain": {

"name": "Global",
“-i d" . "e276abec_e0f2_11e3_8169_:':7'::':'.':7':7':7'::'::'::‘:'.':7‘:" s
"type": "Domain"
}
1,
"Tinks": {

"self": "https://u32c01lpl0-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169



1,

"id": "0050568A-3F3F-0ed3-0000Q- %%k kdiiik
"moduleState": "ENABLED",

"type": "NetworkModule",

"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",

"operationState": "ok",

"numOfPorts": 16,

"slotId": "1",

"vendor": "Cisco Systems, Inc.",

"name": "Network Module 1"

—

=

RUIAEA ZHE|E REST API

r

POST 2r2| ME{oll MA| F7}:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
2E MAI7tM27:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
uuidZ §4 QIAEA 71X27:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
PUT - uuid2 QIAEA TE:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol
uuid2 MA| AFA:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{ol

AH
(=]

PUT %:

[k

"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"licenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",
"id": "



"type": "AccessPolicy"

1,

"deviceGroup": {
"name": "DeviceGroup name",
Il_idll: n

"type": "DeviceGroup"
}
1,
"managementBootstrap": {
"ipv4": {
"gateway": "192.168.xx.68",
"ip": "192.168.xx.78",
"mask": "255.255.255.0"
1,
"adminState": "enable",
"firepowerManagerIP": "192.168.xx.32",
"permitExpertMode": "yes",
"searchDomain": "string",
"firewallMode": "Routed",
"dnsServers": "192.168.xx.123",
"natId": "natId",
"registrationKey": "regKey",
"adminPassword": "adminPwd",
"fqdn": "fqdn"
1,
"externalPortLink": [
{
"name": "Ethernetl/1",
"id" "

"type": "ChassisInterface"

"name": "Ethernet2/2.1",
Il_idll: n

"type": "ChassisInterface"
}
1,
"type": "LogicalDevice"

}

SNMP 2|8 REST API

uuid2 SNMP MAE 71 SLct.



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob
2 E SNMP MH 7tx27|:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/
PUT - 7|& HESRI3 2&2 uuid2 s=HEELICH

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings/{ob

AH Ct.

M|kl
0lo

GET

= =
{
"snmpAdminInstance": {
"id": "TogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"
3,
"id": "snmpsettingsUUID2",
"type": "SnmpSetting"
}

2 E 7HX 2 REST API

Ol E=0l= 242 7tX{27| I8t REST APIofl CHEt XtAlEt HE 7t Zghz|o] U&Lch.

. QlEfmolA
R <L

M Aol CHEF A 29f A7I:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/faultsummary

AH

C}.
=

| —

M|kl
0[0

"Tinks": {
"Se-I-F": "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faultsummary?offset:
1,
"items": [
{
"faultlList": [
{



"id": 27429,
"isAcknowledged": "no",
"cause": "device-registration-pending",
"gateway": "3::1",
"ip": "3::2",
"prefixLength": "33"
}
1,
"managementPort": "Managementl",
"operationalState": "online",
"adminState": "enabled",
"deployType": "container"
}
1,
"modifiedTime": "2022-07-05T06:39:25Z2",
"type": "InstanceSummary"
1,
"paging": {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1

MAJO]| CHEF QIARIA 2 9F 7EX{R7|:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/instancesummary

ME 3H:
{
"Tinks": {
"self": "
/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/instancesummary?off
1,
"items": [
{
"instancelList": [
{
"name": "ftdmi2",
"startupVersion": "7.3.0.1402",
"coresUsed": 6,
"ipv4": {
"gateway": "192.168.xx.68",
"ip": "192.168.xx.78",
"mask": "255.255.255.0"
3,
"ipve": {
"gateway": "3::1",
"ip": "3::2",

"prefixLength": "33"



}’

"managementPort": "Managementl",
"operationalState": "online",
"adminState": "enabled",
"depToyType": "container"
}
1,
"modifiedTime": "2022-07-05T06:39:25Z",
"type": "InstanceSummary"
}
1,
"paging”: {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1
}

MA|O]| CHE QIHIE 2| Q 9F 7}X{27|:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/inventorysummar

ME 8H:
{
"Tinks": {
llse1_Fll: mn
/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inventorysummary?of
1,
"items": [
{
"fanList": [
{
"operationalState": "operable",
"operability": "operable",
llpOWerll: llonll’

"thermalStatus": "ok",
"module": 1,

"tray": 1,
"id": 1,
"model": "N/A",
"vendor": "N/A"
1,
{
"operationalState": "operable",
"operability": "operable",
"power": "on",

"thermalStatus": "ok",
"module": 1,

"tray": 1,

"id": 2,



"modeT1": "N/A",
"vendor": "N/A"

}
1,
"powerSupplyList": [
{
"id": 2,
"operationalState": "operable",
"operability": "operable",
"serialNumber': &t
"thermalStatus": "ok",
"model": "FPR2K-PWR-AC-400",
"vendor": "Cisco Systems, Inc"
}
1,
"processorList": [
{
"id": 1,
"operationalState": "operable",
"operability": "operable",
"vendor": "AuthenticAMD",
"model": "49 AMD EPYC 7282 16-Core
"type": "CPU",
"thermalStatus": "ok"
}
1,
"securityModulelList": [
{
"id": 1,
"operationalState": "ok",
"operability": "operable",
"serialNumber': '@t
"vendor": "Cisco Systems, Inc",
"model": "FPR-3120",
"availableCores": 24,
"totalCores": 32
}
1,
"memoryList": [
{
"capacity": 65536,
"id": 1,
"array": 1,
"bank": 0,
"model": "HMAA8GR7AJR4N-XN",
"operationalState": "operable",
"operability": "operable",
"performance": "ok",
"power": "not-supported",
"serialNumber': '"##sssmmstt
"thermalStatus": "ok",
"vendor": "Hynix"
}
1,

"model": "FPR-3120",
"availableCores": 24,
"totalCores": 32
}
] ’
"paging": {
"offset": O,
"Timit": 25,

Processor",



"count": 1,
"pages": 1

MA|0]| CHEt QIE{H|O|A Q9F 7R 7]:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfacesummar

AH
(=]

C}.
= .

M|kl
0[0

"Tinks": {
llse1_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/interfacesummary?of
1,
"items": [
{
"interfacelList": [
{
"name": "Ethernetl/8",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "10mbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",
"type": "PhysicalInterface"

"name": "Ethernetl/7",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/6",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",



"mediaType": "rj45",
"type": "PhysicalInterface"

"name": "Ethernetl/3",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/2",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/1",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Port-channel48",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",
"type": "EtherChannelInterface"
}
1,
"modifiedTime": "2022-07-05T06:39:25Z7",
"type": "InterfaceSummary"
}
1,
"paging”: {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1



M Aol CHEF 4 HE 7HM271:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}
/inventorysummary

AH
(=]

CF.
= .

M|kl
0lo

"Tinks": {
“Se-I-F": "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appinfo?offset=0&11
1,
"items": [
{
"appVersion": "7.4.0.1024",
"type": "AppInfo"
1,
{
"appVersion": "7.4.0.1075",
"type": "AppInfo"
3
1,
"paging": {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1
}
}

ClIE{mH|O|A EE2|E 2|8 REST API
O] AlMof M QIE{H|O|A Z4T|T3|0|M 22|E 98 REST APIO|| CH3H KHAlIS| AdmdEtLct.

« OIE{H|O|A ZiI|1di0|M =7H0i| AFHEE URL
« QIE{Ho|lAC| E2|/=2loj AF2E URL
. S713F x| 70| AHEE URL

™ 2lEHo|A YH|I0|E

= 2™ elEmo|A o HO|0|EE X|#4st7] fIs 0l218F URLO| = =R &LICH



E =2l™ EmolA 7HMH7|:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface:
RIE{H|O|A uuid2 §H S 2|% QUE{H0|AE 7HX{ZLICH.

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

QIEH 0|4 uuid2 2IE{H 0|4 |0l E:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

Zcld QIEmolA -2 Chan Z&Lch

{

"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-F*FHkkdkkxl
"type": "Domain"

}
1,
"type": "Physicallnterface",
"name": "Ethernet2/2",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"
1,
"LLDP": {
"transmit": false,
"receive": false

}!

"-i d" s Mk dededededefededede e de kS de ek de kNN v defh vk hn"

&t¢| QlE{molA 74
ot ¢ QIEmo|A& #HE|& X[#dst7] flsf 0l218F URLO| = =R &LICH

ZE 52 QIE{H0|A JHK{7I:



lapi/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ 5t ¢ 1E]
HolAa

RIEHO|A wuidE 7|E2 2 &H st¢l 2/Emo|AE 7Hx{SLICH
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
M t%| eIE{H0|AE HAIRfLICH

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/5} % 2/E
HOo|A

QIEH 0|A uuidE 2/E{H 0|4 |0l E:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int
CIEHHO|A uuidE 7|EL 2 5t¢| QB 0|AE AFA|ELICEH
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{int

ot¢l elEimo|&~ 22 o1 Z &Lt

{
"metadata": {
"isBreakoutCapable": false,
"isSpTlitInterface": false,
"timestamp": 1692536476265,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-** k!
"type": "Domain"
}
1,
"type": "SubInterface",
"name": "Ethernetl/3.3",
"portType": "DATA",
"subIntfId": 3,
"parentInterface": {
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000Q-*#*#*# &k
"name": "Ethernetl/3"
1,
"vlanId": 3,
Mgt M S e e e e e e e e e e e e

EtherChannel QIE{H|O|A 44

etherchannel EtherChannel QI1E{H|0|A O] Z2|E X|&5l7| fI5H 0|28 URLO| = UE|RR{&LICEH

£ etherchannel Q/E{H|O|AE 7IA{SLIC}.



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
CIE{H| 0| A uuid2 £ etherchannel QIE{H O|AE 7t XS LIC}.
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
M etherchannel IE{H|O| A& POSTE LILCt.

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannel 2!
E{IH| 0| A

QIEH 0|A uuidE 2/E{H 0|4 |0l E:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
QIE{H|O|A uuidZ etherchannel QIE{mH|O|AE AMA|EFLICEH
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter

EtherChannel QIE{H|0|A ZE 2 C}SaF Z&L|Ct.

"metadata": {
"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ¥k kkdkdiul!
"type": "Domain"
}
}’
"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- it
"name": "Ethernetl/4"

}!

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- it
"name": "Ethernetl/5"

}

] ’

"lacpMode™: "ON",

"lacpRate": "FAST",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

}’



"LLDP": {
"transmit": true,
"receive": true
1,
"id": "00505686-9A51-0ed3-000Q- ***#kkkkxn
}

REST API Break/Join QIE{m|0|A

4

4200 SeriesH| M QIE{H| 0| A 9| ERj|0|30tR/ZE Q12 X[et7| I5H CHF URLE M8 E =+ &L
CH.

CIRELC:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassinterfaces/{
QIE{Ho|A 0l CHEF BEHZE QIO 7hs S HIHELICH.

POST:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break
QIE{H|0|A 27|

POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/joinin
#Z0{Zl QlE{H|o|A FErE ZIgfLct

ClEHo|A EHBj|o|30f CHEF REST & &

1. fmcmanagedchassis QIEXZQIEE At&3t0{ FMC # 2| MA| & X[(4200)E & &LICH.
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis 7t X2 7|

Zt C|Hto|A Q| ID, O|&, 22 So| MEAIE T 74 FMC Z 2| AHA| C|HO|A S 28 HE| QIAE
A C|HIO|AQF &7A| ghatstL|C. "MULTIINSTANCE" C|HIO|AE MEHSHL|C}.

AH Ct.

M|kl
0lo

= H -
{
"id": "fcaa9ca4-85e5-4bb0-b049- ik kit
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}

}



2. QIE{H 0|A 7} lE{m[0|&/2 2 QIE{H 0|A& EHE A& sto{ EEf|0[30HR 0| 7tSEHR| & lE
L|CH.

"isBreakoutCapable"O| true 0| mediaTypeO| QSFPQ! Z<0iBt 28 ¥edo| 7S & LICt.

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces
7tr427|

A I 2CF.
0= S H-
{

"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",

"isBreakoutCapable": true, S>>>>>>>>
"breakoutFactor": "4", S>S>>>>>>

"isSpTlitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFHkkkkkk!
"type": "Domain"

3

3,

"type": "PhysicalInterface",

"name": "Ethernet2/4",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,
"LLDP": {
"transmit": false,
"receijve": false
1,
"id": "00505686-9A51-0ed3-0000- k%"
3
3. QIE{H|O|A A H7L 2] B2 AL&3t0d BH ol 7tsdES It



Blinks™: |
"aelf®: "httpa:f ul2cllplo-
veouter.clsco.com: 22542/api/fme confiqgfvl/domain/e27tabec-e0f2-11e3-8169-
cd9edd4 9b625f fchassis/ fmemanagedchassis /1 9d96Teb=-afBl=4f2e=b311
B5ffecefbdif/chasgisinterfaces,/00505686-662F-0ad3-0000-
DO4294969274 fevaluateoperation/ 00505608 6=062F=-0ad3=0000=0042949659274"
ir

"type": "ChassisInterface™,

=id": "Q05US6Ee=002F=-U0edi=0000=004294969 /4"
|
SHol QF7 s B2 ASKHE BE BYUS £8Y £ gL

-~

"operationType": "BREAKOUT",
"interfaceUsages": [
{
"conflictType": "Interface usage on instance(s)",
"severity": "ERROR", >>>>>>>>>
"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1]
3
1,
"readinessState": "NOT_READY", SS>>>>>>>
"Tinks": {

and try a

"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169

},
"type": "ChassisInterface",
"id": "00505686-662F-0ed3-000Q- ¥k ki

POST

|E{H| 0| A7} EEi[0|30tR 2 K|35t &H| &Ei7t "READY"O|™ Ei0|=2 02 QIE{HO|A &

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break

(@]
i

ot

-~

"targetInterfaces": [
{
Mgt MRkl v 2d3-0000-004294969276"
"metadata": {
"type": "PhysicalInterface"
}
}
1,
"type": "BreakoutInterface"



—

0l
I

~

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Dep]oyment status for Fiddddiddddiddddddiddddiddddiiiddis, SUCCEEDED",
"status": "Interface notification received"

5.3 SHOo| U= ElAT IDE AF235H0{ EfA T R E FXMELICI Task StatusE "Interface
Notification received"=2 A4%3&rL|C}.

/api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld} 7} X{ 27|

"metadata": {
"task": {
"id": "4294969699",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
b
3
3,
"targetInterfaces": [
{
"id": "00505686-662F-0ed3-0000- ¥kt
"type": "PhysicalInterface"
3
1,

"type": "BreakoutInterface"

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
3,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Deployment status for ¥k
"status": "Interface notification received"

ek dkddkkknkhddk . QUCCEEDED" ,

6. chassinterfaceevents 282 AF235t04 QIE{H|O|A HE LIS 7S LICE.



/api/fmc_config/v1/domain/{domainUUID}/chassis/
fmcmanagedchassis/{containerUUID}/chassinterfaceevents 7} X2 7|

ME 3H:
[
{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3"
1,
{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/2"
1,
{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/3"
1,
{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/4"
}
]

ClE{H|O|A &0 = AIE|X| 8t © ™ chassinterfaceevents 284S Al

7. o Tl
BH& & HE Li80| Jex] gL

S7I
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kl

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassinterfaceevents

FO
0

~

"action": "SYNC_WITH_DEVICE"

(S]

0l0
i

-~

"action": "SYNC_WITH_DEVICE",
"hasPendingChanges": true



8. & 2|2 "t o™ chassinterfaceevents 22 Al235t0{ H443 LIS #2t§L|Ct.

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassinterfaceevents

2H:

-~

"action":"ACCEPT_CHANGES"

9. ZE MA| QIEH0|AE 721 QIEH0|& EHE AFEstod 2ET (T QIEHO|AE & &
LICt.

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces
7tx427|

5tLES| 40G QUE{H O] A (0d: eth2/2)E 4x10G RUE{H| 0| A(eth2/2/1, eth2/2/2, eth2/2/3 &
eth2/2/4)2 2& LIt

elEfH0|A ZQlg 9/t REST 58
1. QlE{H|ol4/2 2| CIEH 0|A B S AHE5t0{ QIET O|A7H B =R HQgLct.
"isSplitinterface"7| true 0| L mediaTypeO| SFPQ! ZF<0{2F = QI 20| 7t s &fLICh.

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces
tH27]

{
"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-**kwkkkkdkill
"type": "Domain"
3
1,
"type": "PhysicallInterface",
"name": "Ethernet2/3/4",



"portType": "DATA",
"adminState": "DISABLED",
"LLDP": {
"transmit": false,
"receive": false

1,

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

1,

"id": "00505686-662F-0ed3-00Q1 - ddwxt

2.4712| £ E3! QIE{H|0|A& & stLtolM B7HEYH 2HE ME
7HErLIC,

b I atdol Al
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o
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ol

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/ch
assinterfaces/{interfaceUUID}/evaluateoperation 7} X{2 7|

Hol Z1/27 7t s B2 AEXE Join ZHE s & UA&LICH

0lo

{
"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
3,
"type": "ChassisInterface",
"jd": "00505686-662F-0@d¥ ¥k dkdddiidk !
}
- SEH 277 Us B AEXE R0l &g =g = gLt
{
"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
}
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,

"type": "ChassisInterface",
"-i d" . "00505686_662 F_Oed:'ﬁ'::“::'::“::'::“:z'ﬁ'::‘::‘::‘::‘::’::‘:7’::‘::‘::‘:"



3. QIEH|O|A T} &4 KT ZH| 2 Ef7} "READY"R! B2 joininterfaces QI= QI
ClE{m|o|A 0] ZQIEILIC}. Interface_uuid= 4712| SEHE QIE{H|0|A & 5tLE2] id

m° m

4> W
>

C

Il

POST/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

H:
{
"targetInterfaces": [
{
Mgty Mk Rk @d3-0001-692539698200"
"type": "PhysicalInterface"
}
1,
"type": "JoinInterface"
}
SH:
{
"metadata": {
"task": {
"id": "4294970217",
"Tinks": {
"self": "
/api/fmc_config/vl/domain/e27"*#* %% _8]169-6d9ed49b625f/job/taskstatuses/4294970217"
3
3
1,
"targetInterfaces": [
{
Mgty MRk ed3-0001-692539698200",
"type": "PhysicalInterface"
1,
{
Mgty MRkl ed3-0001-692539698201",
"type": "PhysicalInterface"
1,
{
Mgty MRkl ed3-0001-692539698202",
"type": "PhysicalInterface"
1,
{
Mgty MRkl ed3-0001-692539698203",
"type": "PhysicalInterface"
3
1,
"type": "JoinInterface"



4. 71 SE|MH EiAZ IDE AHE35I04 EfA T 2 E FHFLICE Task StatusE "Interface
Notification received"2 A4%x4stL|C}.

/api/fmc_config/v1/domain/{domainUUID}/job/taskstatuses/{objectld} 7} {2 7|

C}.
= .

0lo

-~

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "SSP_EPM_OIR",

"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cefed3f: SUCCEEDED",
"status": "Interface notification received"

5. chassinterfaceevents 282 AI&35t04 QIE{H|0|A B4 LIS 7HX{SLICt.

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassinterfaceevents
7tx427|

SH:
[

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/2"

}’

{
"change": "Interface is deleted",
"type": "PhysicalInterface",

"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"



"change": "Interface is deleted",
"type": "PhysicallInterface",
"state": "DISASSOCIATED",

"name": "Ethernet2/3/4"

}

]
6. QIE{H|0]A L &I0| =AlZ|X| 8t 2™ chassinterfaceevents Z2HE AF&35t0 & k|E S7(8t6lD
2R 32 HE &0l JAsX| glefLch.
POST
/api/fmc_config/v1/domain/{domainUUID}/devicerecords/{containerUUID}/chassinterfaceevents
RE:
{

"action":"SYNC_WITH_DEVICE"
}
SCtH.
[=2—
{

"action":"SYNC_WITH_DEVICE",

"hasPendingChanges":true
}

tod HE LIS

o
fjo
4>
i
1ot
A
o

7. 4212 £ A5 chassinterfaceevents ZX2 Al

POST

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassinterfac O
HE

2H:

-~

"action":"ACCEPT_CHANGES"

8. ZE MA| 2IE{H0|AE 7tX{2 1 QIE{H|0|A B E AtEsto] A E QlE{mo|A %t CHE 2IF
HOo|AE A&LICH



[api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces
7tX27]

Say JoinO| eth2/2/11t ZH2 10G QUE{HO|A MM A|EHEl B2 SEOIAM 40G QIE{H| O|A eth2/28
AE = U&LICH.

C|HFO|A REST API 57|35}

HERZ ZE A lEm0|A9| S7|2HE K| et7| I8l Ol2det URLO| = UE|i&LICH
POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterface
O|HIE

Ho|Z2E Z ¥

{"Zte4": "SYNC_WITH_DEVICE"} - > 5713} E 2|7
{"=t4": "ACCEPT_CHANGES"} - > 47 LI £
CIRELC:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterface
O|HE

YYE HE o|HEE LIdgfLCH

FX0S 2&
SE0| Aujg Z< 0|28t FXOS CLIE AM& 3104 sftunnel, sfipproxy ZZ M| A7} &8 FQIX| &0l
g & &Lt

firepower# connect local-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

CLIo| EOld 2£2 MBSt B2 EP% = AF 5to4 E{0|d L{H|E XHsH 2t 2 M 5lod
show T2 MA9| |

firepower-4215(local-mgmt)# terminal width 100



SFTunn EE |A7P A4 F0[x|2t SFo| dmist= B¢ ol2Er BEE AEstod & Amj

Jopt/ciscol/platform/logs/sfmessages 2| syslog M A|X|E
FXOSof Af CLIE T IF&LCt.

HAAHEH

firepower# connect local-mgmt
firepower(local-mgmt)# tail-mgmt-log sfmessages

9 18:31:17 firepower
9 18:31:17 firepower
9 18:31:17 firepower
9 18:31:18 firepower

Ipc [30483]:
Ipc [30483]:
Ipc [30483]:
SF-IMS[12621]:

add ep: 1,0x5613aa0e2fe8 total
add ep: 1,0x5613aa0ec528 total
add ep: 1,0x5613aa0f5ea8 total

Dec
Dec
Dec
Dec

27| 235l connect local-mgmtof| A

w N =

[12625] sftunneld:SYNC_PROC [INFO] Change in directory /var/sf/

FMC 24
« C|HIO|A S&0| Auidt™ 0] |%|0l M usmsharedsves.log & vmsharedsves.logE &2 CHS
"CHASSIS DISCOVERY" B &= "NATIVE_TO_MULTI_INSTANCE" 2Atd& &ol &R~ A
o Hels &Lt
- EE8t SFTunnel A0l CHai M= /var/log/action_queue.log & /var/sfimessages& & X
SHAAI2.
- Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
Ivar/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log
« MA| X5 550| Aufg ZA<2 usmsharedsves.log 2! vmsharedsves.logE &2 CIS
"CHASSIS DISCOVERY" & "NATIVE_TO_MULTI_INSTANCE" 2Xt¥ 2 3to} & A~ Almj
Helg &&Lot.
« QAEIA XS SE0| Aulg B usmsharedsves.log & vmsharedsves.logE 32 CHS
"MI_FTD_INSTANCE_AUTO_REGISTRATION" 2Xtd& &ol EAHx Aluf ¢Holg &&L|CH
« C|HO|AMM 7F 2F 7| Yt 2 Deploy(# %) -> Deployment History(7 & 7|8) ->
Click on the failed deployment(A It 7 &) -> Open Transcript(7|5§ ¥7|)Z2 0|S & LICt. Of
ool Aluf AL 7F ZEE|o YU&LICE.
MA| 22X a2
FMCE ClHtOo|A 22| I O] X|ol Al FPRM(Generation of Chassis Troubleshoot)2 K| ¢4 &L|Ct
« FTD x| OIEH7HR[Z2 MA| Z R0 AHSE = U= X 812 SM40| U&LICH ol M2
MA| 22X 22 Mdstn ALEX7F FMCOIM 28 sil2 HES CIREEE = U S &L
Ct.
« MAJ0f| A "show tech-support form" HHE & =&t}



Licenses Access

Hame Mhodel Varsion Chassis
w Ungrouped (2)
Az, ) Firowall 4715 Theost Defonse .
e R 160 Marage LT LS NIA )
e Dalate
Health Moritor
L] W"‘"‘“‘-'I Lo Fiewwall 4215 Thisat Defonss. 160 NiA Essentials, Mabwwrs (1 moes...)

e —

MAl 2X sHZE M 2 M.
Generate Troubleshoot Files - 4215_WA_chassis

@ This operation generates troubleshoot logs for Secure
Firewall 3100 chassis

@ This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

FXOS Logs

Cancel Generate

MAl 22X 2 21 L CIREE:

Deployments Upgrades © Health Tasks 3 | @ ) Show Pop-up Notifications )

——— —
0 waiting 2 running 0 retrying 10 Success 0 failures Filter
Chassis

Generate Trwhreshmllng Files s
-G ate troub g files for 4215_WA_chassis

—
Remote status: Generating IM.IN!SHWI filas

Deployments  Upgrades @ Health Tasks + | @) Show Pop-up Notifications @

—
m 0 waiting 1 running 0 retrying 11 suGcess 0 failures % Filter

© Chassis

Generate Troubleshooting Files 7m57s X

Generate troubleshooting files for 4215_WA_chassis
—p CIICK 10 retrieve generated files,

Efigw2 ago HE =X

FMCOIM A A| ZoH XIS S5
S X/Eof: FMCOIM MA| XS S=of AuziaL]ct.

oilof Axt:

« FMCOi|M B42to| A|Z |3 FMCOl| S50| F AR A& SHELICH
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22X sl Z

EH
rE
o

1.

« FMCOIAM E&to| EB|HEI}=X] B QI LICE.
« C|H}O|AO| 2015t CIHFO|A 7} ZHE|O|L] EEZ HEE|FAE=X| & QI L.
- HAS AMStod CHIO|A T HEH L= K| & QI LICH.

o= 200

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

rH
o
A
N
o
5
In
X
x
0
m
>~O
r|r
Ral
L
ro
e
r
[ul

firepower# show device-manager
Device manager:
Name: manager
Hostname: 10.10.xx.xx
NAT id: 3ab4bbla-d723-11ee-a694-89055XXXXXXX
Registration Status: Completed
Error Msg:

3. &olg 27:;

b

3.1. /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log 2!
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log2 £ 0[S & L|C}.

3.2. It Uof| A "NATIVE_TO_MI_CONVERSION" 2! "CHASSIS DISCOVERY" 7| /{2 & ZAH5}04
Ao O|R & H&LICH

FMCO|AM CIAEIA XIS &=

Sof duji&Lct.

ofn

EXM/EoH: FMCO|M QIAEIA XIS

ofl &f

I

1

o QIARHATI FMCOIM Z2HIMEEH FMCOl| RtS 22 SEE LICH



A 2

22X sl Z

« QUAEHA WY = HZ I EES[HEIRAEX] FH AR LICH

o o AA L— oy |
O] 2t 2 |X| 2 AR ClHto|A0| HFE AtE 2 F&5H0F & LCH.
O| Fol7t U= B Deployment History(7% 7|5) -> Click on Transcript(E2HA

E)E TIgfLICH df o|/E HQlot, +Het = HIZE ChA| A|Tst AR

« QUAEIATE DR|E[o] Q1 2E HEf7F 2etIUX| ZelgfL|ch MA|e| @ 9F I O|X|& At& st
0 QIARAA T ZH|X{'Fo| HEHE &Rl = U&LICH
Instances
MName blr_instance1 == 2 Instances Found
Operational state  online

Management 1P 192.168.1.88 SeEEUICUELEH Listoilonlipalinstances

@ blr_instancel online 2 O 0

© bir_instance_2 online [N, At () ofine

| Cores used 8

1 040 - Critical 1/1 - Warning
0/0 - Major /0 - Info Up 1

o 1 Dadicated
5/5 = Minar 0 Shared

. CHE TS AFS5H04 SFTunnelO] QIAEIA FTDOIM &S X A% SOQIX| 2ol

ps -ef | grep -i "sftunnel”

« SFTunnelO| AT X| Lo M restart WS Al HEAA.

pmtool restartById sftunnel

« /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log &
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log2 2 0| &S & L|C}.
T 0o{ M "MI_FTD_INSTANCE_AUTO_REGISTRATION" 7| EE& ZHAi5t0{ Alm{f el &

o
— =
&Lch.

FMCS| 7|2 C|H}O|A &5

(I

EM/ZoH: FXIE CHA| 7|2 ZEZ Tt = FMCOHM 7|2 x| S50 A

« AH2XI7F MAIMI EE)E CHA| 7|2 D=2 #2861 X|B FMCOIlM AAIS AHKS 2
C|HIO|AE FMCOIAM @Z 2191 AEf 7} ElL|CH,

« AHEXE7L O] HIOIE|E C|HIO|AE FMCO| ChA| S535tE41 5t S50| Au



2 s

« C/HIO|AE CIHA| 7|2 EEE B2t6t7| T FMCHIM MA| 50| A= X| = lghLct

« &=0| AXE/H HO|E|E C|HO|AE FMCO| CHA| S5l EAAIL.

- 37 QEmo|Ao et HE:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF

« Cisco X|¥ AFO|E 2| 3100 Multi-Instance H| O| X|:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html

CIEmolA &M & 178 d

QIE{mol& M

e ;| [ | [ | [
p: W] I igE| AW SWpE| | SO AW

Eth1/1 Eth1/2 Po1 Po2 Eth1/1.100 Eth1/1.200 Po1.100 Po1.200

Dedicated Physical Interfaces

Dedicated Port-Channels

Dedicated Sub-interfaces of
Physical Interfaces

—

Eth1/1

Shared Physical Interface

=2|
= |

of

—
L= 1

T TR
SapE EupE

Dedicated Sub-interfaces of
Port-Channels

——

Shared Port-Channel

—

Eth1/1.100
Eth1/1.200
Shared Sub-interfaces of
Physical Interfaces

Po1.100
Po1.200

Shared Sub-interfaces of
Port-Channels



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
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FTD Instance A FTD Instance B

Slandby Active
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'- '| el
|- v=, B
- e [Sp—]

p= SqP:
FTD in: 'Iustﬁ::u A F Tos:na'::gm B
FTOksisnce FTCinsunce B FTO insiance G FTC insance D _ Active _..E_.‘,_I
O G G L
0|Z gtz| OlE{mo|A &8
. 7|2 2E0|42001 OEH7HRIZ, & 22

=

| 2o TE= o2 Ei=lof ChEt QIE{m|0|A O|F

£ X|&5HHLE 2| L o|HEo| CHEt = o] QIE{H|O|AE X|EH7| @3] MBS EL|CH
- 9300 2! 4100 C|HFO|A L2} 4200 Seriesoll= 0|3 & 2| QIE{H O|A7F U&LICH F

AAEH

tFEl RIE{H 0| ARl Management 1/2= OHIE || At&SH7| @[3 ALt

« HE| QIAEA A O|"Bt T &) ZE0|MHE 2 QIAEIAO| Threat Defense CLIO]|
LICH ZF QIARIAO| CHEll SYUEH HEXZ S| IP FA

QE{Ho|AE 7
LICH.

- ZH|0o|d E=E0|M= Z FTD 21AH

A OlA
18 += UE

7|_ (=== xI.EOE %}-E}-EIL||:|.
- g2l QlEHolAE V|EHo R HIEEEt o (&

- FMCE A8

sif 7t-&sHoF rLict.
BAlglnY Bz A ol BEE A

AN H

HICHE, FXOS CLIGIM =~ &
A ErLICH

oco=

K ol
g s

201 Management 1/1 2! Management 1/2 Q1E{m|0|A

L|C}.
5t0{ Management1/2& T4 = Qi&LICt. FTD CLISH(9300/4100)€ &
=ILICEH) H§lE IP =4 88, &4

A

configure network ipv4 manual 192.168.0.xx 255.255.255.0 192.168.0.1 managementl
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