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1. Secure Firewall Management Center0i| 21218 L|C}.

2. FlexConfig ZHXME T 435t2{™ Objects(7HAl) > Object Management(7H&| & 2l) > FlexConfig >

FlexConfig Object(FlexConfig 7i&)Z2 0|5 & C}= Add FlexConfig Object(FlexConfig 7H&l F£7HE
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Firewall Management Center Cvervigw Analysls Pallcles Devices

1 integration Deploy O, @ £ @ admin~ e

FlexConfig Object [ Add FlaxConfig Object ] X Fie

FlexConhg Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConhg polices.
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« FlexConfig 71X O|&: enable-threat-detection-ravpn
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threat-detection service invalid-vpn-access

threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 threshold 20



Add FlexConfig Object

Name:

enable-threat-detection-ravpn

Description:

Enable threat-detection for
remote access VPN services

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert » Deployment: Once A Type: | Append

threat-detection service invalid-vpn-access

threat-detection service remote-access-client-initiations hold-down 10 threshold 20
threat-detection service remote-access-authentication hold-down 10 thresheld 20

* Variables
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Flex-Config-vFTD1 You have unsared changes Preview Canfig mm
Enter Description
Palicy Assigrments (2)

“& Selected Prepend FlexConfigs
Avallable FlexConkg el FlexConfyg Object
" Name Description

~ User Defnid

i chhesma2-DNS-vFTD
"l chhamal-sysont_objsct-test-5
“8 ehheirad-Deksul_DNS_Conhgure

" Enakslo-low-control

8 08.)-FC-CONTROL-PLANE

B Sysipt,_ nopeian, Cutsise

*3 Woop._ Condguration =¥ Selected Append FlexConfigs
~ System Dafred

" Name Dascription
B Dofault_DNS_Confgure E

n 1 AL - b - BH o - TEVDN Enpbly thigsl-doletion ff ivimate Becess VPN sanices aw
-5 Dotault_inspection_Protocol_Disabile

8 Dofault_inspection_Protccl_Enable
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& FTD-1 Resdy for Dephoyming

CtE2 SflefLCt

2|3 Z K| RAVPN MH|AO0]| CHEF SHE EA|5tE{H FTDL| CLIo| 21218t show threat-
detection service [service] [entries|details] @@ A& e LICH 0{7|M MH|A = remote-access-
authentication, remote-access-client-initiations £ = invalid-vpn-access <= & LICtH

= T AAHE
CHE DH7HEH 48 F7tstod 2718 Cof AMBHe 4 laLich
. entries — /8 ZHK| MHIA0IM 53t HSH EAIZLICH O S04, 215 A7 Ayt
LEPS

* details — MH|A MF HESL MH|A F=E 25 EA[ELICH

23 E D E QI B K| MH|AL| SHE E AISHE{H show threat-detection service WS Al&lEt
L|C}.
<#root>

ciscoftd# show threat-detection service
Service: invalid-vpn-access State : Enabl ed

Hold-down : 1 minutes

Threshold : 1

Stats:
failed
blocking
recording
unsupported :
disabled

Total entries: 0

O O O oo

Service: renpte-access-authentication State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2

OO RO



Nanme: renote-access-client-initiations State : Enabl ed

Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0

O O O oo

HA MM A QS MH[AO CHEH FHE|= ZAHA S Ko cist REMIEH LHE & EE2{™ show
threat-detection service <service> entries 232 AlSsHL|C}.

I

ciscoftd# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age 1is in seconds since last reported. Hold-down 1is in seconds remaining.

EMY Q3 K| &4 HMHA VPN MH|A 20| il SH 2! ME HEE 2 2{™ show threat-detection
service <service> details &S *'°”°*|—| CF.

ciscoftd# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2

OO RO

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age is in seconds since Tast reported. Hold-down is in seconds remaining.
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- &7} x|plo| B8 B2 TAC(Technical Assistance Center)0ll 22|35t A2, &8 X[ 7|
oFo| T #LCt. Cisco Worldwide Support Contacts.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp1847001881
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



