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« SSL(Secure Socket Layer) 215 A

* OpenSSL

« Linux &

* RAVPN(Remote Access Virtual Private Network)
o« HobwEte F x| 22| XHFDM)

* SAML(Security Assertion Markup Language)

* Microsoft Azure

Ol EMo| HEECIE AZESo{ HAHE 7Bt Z §LCH

« OpenSSL H™ CiscoSSL 1.1.1j.7.2sp.230
« FTD(Secure Firewall Threat Defense) HH& 7.2.0



« Secure Firewall Device Manager HH 7.2.0
- LHE CA(RIZ 7|8

Ol EMe| HE= 54 ™ g Z82| CIHIO|AE EOIZ A EE[I&LICH o EX{ol| AHSE 2 E Cut
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olAE X7|8HE(7|R) HI|TR0IMO 2 AIREIIGLICH H| LIEHIT &S 521 B BE
H2yo| BAHQl WS 0I2| SKI5HAI7| BHRELICH
HiE &2

RAVPN 24Z 3! 7|E} 0424 o & 2(71| 0] Mo SAML P52 ME5te ol HHe R 2l xl20
ool A E|1 U&LICEH SAMLE E AL ZF £ 3] IdP(Identity Provider)2+ SP(Service Provider) 7t

of 91& X Het Fo{ YEE wgtst| fIgt /iy " 2 E LT

0

of X|Hzl= RS IdP7F Duo®! o &
ME FDMO|| A2 =& [ Basic

FDM & 7.2.x O|5l0i| M B E|ZlE FTDO|IME SAML
H7F U&LICH olg48t HE 0 SAML Q150 M &
Constraints: CA:TRUEZtE & &HE 7Fx{0F &HL|C}.

0|248F 0| 2 SAML 215 & 2|8t Microsoft Azure2t Z2 CIHE IdP(E Q8 2 &0 i)l M |
Zste QB AME 0|3E oM 7|2XMo 2 X|RE|X| o2 2 SAML 915 0| AufEhL|ct.

roro
0% O

N &7 FDM B 7.3.x O[O AE M QIS ME HE S I [CA 2Ol ALE 7| SMS oA
bt & QIALICH O|= o 2ol MHE ”te sHZstLICH

7|12 M2k =7H0o| Qe Azuredl M MEZSHE QIS AE AFE35H04 SAML 21522 RAVPNE 714451
£ Z2: CA:TRUE &% show saml metadata <trustpoint name> H& & Algi5tod FTD
CLI(Command Line Interface)ll A HIEICO|E{E A5 e CHS0tE 0| £230| H|of /U&LICH.

<#root>
firepower#

show saml net adat a

SP Metadata

74
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Ct. 2Lt a0l M 7 7.2 05HE A& aH of 5= Z<0il= Basic Constraints: CA:TRUE
extensionO| L& El AL Xt X|H QIBEME 4504 O A&t SHEE = USLICH ASK XIH
CAMIM CIZME MBS B2 Azure SAML 718 ZEHOUIM 2 E §H4Z35104 O] AL A} X|H 215 M
E CHal Ar83atof Euict

1Et7|. "Basic Constraints: CA:TRUE" & &&H O 2 CSR(Certificate Signing
Request)2 Mg L[Ct.

O] Mo MHE OpenSSLE AFE35104 CSRE MAd5lod 7|2 A2 Z74(CA:TRUE Extension)S Z
3PE dfeqoll CHalf AEELICH

OII

1. OpenSSL 2t0|E2{2|7t Mx|El dl=ExQIEo| 2O QIR LICt

2. (M= AFE) mkdir <folder name> BYEE AL&5t04 0| QIS Mol Eedt ntels &g + e CI
E2|E erELct

<#root>
root@hostl:/home/admin#

nkdir certificate

Ly}

MCIHEZIE d8et 42 CIHEZ|IE siY CIHMEZ|2 #4332 openssl genrsa -out
<key_name>.key 4096 BE S Al™st= M 71Ql 7|& HMEL|Ct

<tfroot>

root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

N #3: 40062 o HT2|0IM oflo] 7| ZOIE LIERALICH HR# #e of 71 7|8 x|
(=1 o)
T

5 HIAE WE7IZ nptUdE HEFLICE O] ool M= VimO| AF E[T1 vim <config_name>.conf BEE
0

—
| AIREILICH CIE HAE HETIE AISE 4 Ql&Lch

<ffroot>

vi m confi g. conf



6. CSR(Certificate Signing Request)ol] Z& & MES
basicConstraints = CA:true &% F7}8H{of & L|Ct.

<#froot>

[ req]

default_bits = 4096
default _nd = sha256
pronpt = no
encrypt _key = no
di sti ngui shed_nanme =

reqg_di sti ngui shed_nane

reg_extensions = v3_req

[ reqg_distinguished_nane ]

countryName =

st at eOr Provi nceNane =

| ocalityName =

or gani zati onName =

ol

24

= T

gfLic CHEoll EAIE CHZ mhof



or gani zat i onal Uni t Nane

commonNanme

[ v3.req ]

basi cConstraints = CA true

~ £ 11: basicConstraints = CA:true= FTD7} QIS MHE B ™Mo =Z Mx|5H7| {8l QIEAMof &
Q8 EElLct
Mst 7| 2 M D2 AFE35H0q openssl req -new <key_name>.key -config
2 dME + A&t

7. O|™ EtAHof| A A8l
<conf_name>.conf -out <CSR_Name>.csr BH S Z CSR

<{froot>



openssl req -new -key privatekey. key -config config.conf -out CSR csr

8. 0| Y AlsH ZH0| LIYE <CSR _name>.csr U S & = U&LICE O A2 MBS

ot
2|3l CA A‘II:I-I M &sHofF 5hi= CSR mh A Lct.

0

MIIErTCCApUCAQAWSTELMAKGAIUEBhMCTVgxFDASBgNVBAgMCO11aXhjbyBDaXR5
MRQWEQYDVQQHDATNZW14Y289gQ210e TEOMAWGATIUECgwFQ212zY28wggIiMAOGCSqG
SIb3DQEBAQUAA4ICDwWAWggIKA0oICAQDRWH+1j26HUF/Y6NVITCkD5VIa6KRssDI8
[...]

Output Omitted

[...]
TRZ3ac3uV0yOkG6FamwW3BhceYcDEQN+V0SInZZZQTw1lQ5h23]sPkvImRpKSilc7w
3rKfTXelewT1IJdCmgpp6qrwmEAPYrj/XnYyM/2nc3E3yJLxbGyT++yiVrr2RIeG
Wu6XM40410LcRdaQZUhuFL/TPZSeLGIB2KU6XuqPMtGAvdmCgqdPSkwwWcImdnzKm
RA==

) AT Azure 2T AHE o 2 Q18 SHA-256 EE= SHA-10| 244 =l CAER CSRO| A5l ok &L
1

Ct. O X| 2f2 P Azure IdPOIM IS ME LR EE M ASME HFFLICH RtME LIEE
CHS Z30IM =g £ Q&LICH SAML EZ2| g I5M MY S

9. 0| CSR e CA2 &7 ELf MBEEI QIS ME 7FX4SLICH.

2FHA| PKCS12 I} OtE 7|

ID QIBE Mol MBS & Fol= CHS 370 ZYUZ PKCS#12(Public-Key Cryptography Standards) I
Ug prso4of &t

. MTEE D QIS A

« 7021 Z|(OIF EHA0IA Fel)
« CAQIZ M A2l

7HQl 7| 2! CSR mS MAdst SAUSH CI|HIO|A0 ID Q1B M L CA QIS M AMQlE SAIE = s
LIC} 3702] m o] Q= ZAL openssl pkes12 -export -in <id_certificate>.cer -certfile
<ca_cert_chain>.cer -inkey <private_key_name>.key -out <pkcs12_name>.pfx &S A& 35t0q Q!
S ME PKCS#122 HEHELICH.

<ttroot>

openssl pkcsl12 -export -in id.cer -certfile ca_chain.cer -inkey privatekey. key -out cert. pfx


https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/certificate-signing-options
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H2do| MB35t $4xH CIZE{2|0] "<pkes12_name>.pfx"EtE M It 0| BHE0{ZElL|C}. 0]|7d0| M2
2 PKCS#12 215 MlLict.

3EtA|. Azure 2! FDMO|| PKCS#12 QIS M U2 E

PKCS#12 Tt 0| Q= A Azure L FDMO|| 42 = 8HofF BfL|Ct.

Azuredl CIEM HZEE

1. Azure ZE0i| 21915t0{ SAML /5o Z E5 8 QE{ZEl0o|= S8 T2 IO Z 0|58t &
Single Sign-Ong ME4EFL|CY,

2. Ot 2 AT E35H04 "SAML QB A" Mo 2 0|58t Ot F7F SM 0t0|2 > HES MEiFLICt

e SAML Certificates

Token signing certificate

Status Active
Thumbgrint gc
Exparation 12/19/2026, 1:.25:53 PM

Matification Emai
App Federation Metadata Url https://loginmicrosoftonline.com/
Certificate (Basegd)
Certificate (Raw)

Federation Metadata XML

Verification certificates (optional)

Required Mo
Active 0
Expired 0

3. Ol 1B M 7t 7| M4 MEFLICH



SAML Signing Certificate

Manage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app

l_ Save =+ Mew Certificate ‘T‘ Import Certificate ,L? Got feedback?
Status Expiration Date Thumbiprint
Active 12/19/2026, 1:25:53 PM 99

4. 0|0 M8t PKCS12 IS 3T PKCS#12 TS MAIE [ Q248 H{RHHS E A

SAML Signing Certificate

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

H save < Mew Certificate T Import Certificate &Y Got feedback?

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be .pfx and using RSA for
the encryption algorithm

Certificate: . “cert.pfx” | E

PFX Password: | sssssses |




SAML Signing Certificate X

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

=l save -+ Mew Certificate T Import Certificate &) Got feedback?
Status Expiration Date Thumbprint
Active 12/19/20286, 1:25:53 PM a9 es
Inactive 12/13/2026, 2:43:39 PM E6 .
. (" Make certificate active
Inactive 12/21/2026, 5:58:45 PM 9E
4 Basedd certificate
download
Signing Option Sign SAML assertion wmes o

| PEM certificate download
Signing Algorithm SHA-256 o
Raw certificate download

4=

Motification Email Addresses Download federated

certificate XML

e

[i] Delete Certificate

FDMO{| QIEM HEE

1. Objects(7HAl) > Certificates(215 M) > Add Trusted CA certificate(AMZEE = QU= CAUBSM F
7hHE Z&lstod o|sSELCt.

Y Filter P v

Praset filtars: System defined, LUser defined
' : Add Internal CA

Add Internal Cartificata ok

Add Trusted CA Certificate

N
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ol
rr
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2| X|H o|§2 Y=t IdP(PKCS#12 It ot =) 2| ID QIS AMEF = =FLct



Add Trusted CA Certificate

MName

azurelDP

Certificate

«=HEGIN CERTIFICATE
MI IEC JCCALQRAWIBAR TBF raANBgkqhk | GO AQs FADS biadwerl g YDWQQL Ewli? 0 GAX
0] AMELE VRO T BRI C 2R FOwW EYTAOOHE W T2 EoDDAK BV TA 21 1 eDELRAKG

oy o T P R ST W g 0 o] gl T o e e ol g ey e o L TRy W B T ey il e Ty ] Wyl el o Ry o Ty i ﬁ

Validation Usage for Special Services

CAMNCEL
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3. SAML Ao A CIBME MMt HE AHE 2 +SFLICH

ol



hitpa://login. microsoftonline.com/

Sign Out URL

https://login.microsoftonline.com/

Service Provider Certificate

frdSAML v

Request Signature

MNone b

Identity Provider Certificate

arurelDP

Request Timeout

This SAML identity provider (IDP) is on an internal network

Reguest IDP re-authentication at login

show saml metadata <trustpoint name> B & Al
=X| & IgLct.

<#root>
firepower#

show sanml netadata azure

SP Metadata
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xmins="urn:oasis:names:tc:SAML:2.0:metadata">

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

MIIDbzCCA1egAwIBAgIBDDANBgkghkiG9wOBAQwFADBbMQwwCgYDVQQLEWN2cG4x

...omitted...



HGag+/IfNKKgkhgT6g4eggMHiA==

Location="https://[...omitted...]/+CSCOE+/sam1/sp/Togout" />

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://[...omitted...]/+CSCOE+/saml/sp/Togout" />

IdP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

MITIEcjCCA1qgAwIBAgIBFzANBgkghkiG9wOBAQsFADBbMQwwCgYDVQQLEWN2cG4x

[...omitted...]



3Zmzsc5faZ8dMX0+1lofQVvMaPifcZZFoM70B09RK2PaMwIAV+Mw=

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />



Location="https://login.microsoftonline.com/[...omitted...]/sam12" />
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