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FMC(Secure Firewall Management Center)
FXOS(Secure Firewall Extensible Operating System)
+ REST-API
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« Secure Firewall Threat Defense %1 7.2.5.1

« Secure Firewall Manager Center % 7.2.5.1

» Secure Firewall Extensible Operating System 2.12(1.48)
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Ethernetl/1 (Inside-A)
Ethernetl/2 (Outside-A)
Ethernetl/3 (Inside-B)
Ethernetl/4 (Outside-B)
Ethernetl/5 (Inside-0C)
Ethernetl/6 (Outside-0)
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https://FMC 1IP/api/api-explorer

Download OAS 2.0 Spec Download OAS 3.0 Spec

Cisco Firewall Management Center Open API Specification ® &2

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP Quick Start Guide for additional information.
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Bomains
[ slobal v

Troubleshoot

Network Map

Devices

m fapiffmc_config/vl/domain/{domainlUID} /devices/devicerecords/{objectId}
m Japi/fnc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

IEEEE) /opi/fnc_config/vi/donain/{domainUUID}/devices/devicerecords/ {object1d)

m fapi/fmc_config/vl/domain/{domainUUID} /devices/devicerecords

POST fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords
m Sapiffmc_config/vl/domain/{domainUUID}devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}
m fapi/fme_config/vl/domain/{domainlUID}/devices/devicerecords/{containerUUID}/ fpphysicalinterfaces/{objectId}
m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectIid}

[0 sapisfmc_config/vi/domain/ {domainbuI0}/devices/devicerecords/ {containerUUID}/Fplogicalinterfaces/{objectid)

Devices M|+

3ttA. CtEoll CHEt GET SM2 2 o|sSE Lt

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
m fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEEE5) /epi/#nc_config/vi/donain/{domainlUIn}/devices/devicerecards/{containerUUIn} /inlinesets/ {objectId}

m Japi/ffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets
m fapiffmec_config/vl/domain/{domainUVID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}
[0 /apisfme_config/vi/domain/ (domainUUID)/devices/deviceracords/{containerUUID} /virtual suitches/ {objectTd)

. m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUID} /virtualswitches/{objectId}
m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches
fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches
m Japi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fpinterfacestatistics
m Jfapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}
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m Japi/fmc_config/vl/domain/{domainUUID}/devices /devicerecords/{containerUUID}/inlinesets/ {objectId}

m fapiffmc_configs/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

IEEE5 /epi/tne_config/vi/donain/{domainlUIn}/devices/devicerecards/ {containerUUID} /inlinesets/ {objectId} |

m fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

, deletas, creates, or modifies the inline set associated with the specified NGIPS device ID and inline set 1D. If no inline set ID is specified, retrieves list of all inline sets associated with the specified

Retrieves,
NGIPS device ID.
Parameters.

Mame Description

containerUup = wavied

string
(path)

bi03d7el-bdef-11ee-baZa-bibe30d93c81
domainUuD * e
e Domain UUID
(path)

e276abec-e0f2-1163-8169-6d9ed49b625f
offset
intagan($ime32) Index of first item to return.
{quary)

The eontainer id under which this specific rescurce is contained.

Inline Set GET Try it Out(QI2t2! A GET TRY IT & &) HE

5EH7A|. containerUUID ZE

ExecuteS &L Ct.

£ FTD UUIDE HF I (FTD BE Z 2| BZ 0dlshow version 2l E AIE)

Parameters Cancel
Hame Description
containerUuip * i o R ’ 5 fq
string The container id under which this specific resource is contained.
(path)

bf03d7a0-bdef-11ee-be2a-b0ba30d93c81
domainUUID * _
string Domain UUID
(path)

e276abec-a0f2-11e3-8169-6d9ed49b625f
offset
integar(3intda) Index of first item to return.
(query)

offset - Index of first item to return.
limit
integer($int32) Mumber of items to return.
(query)

limit - Number of items to return,
expanded ) . . ) . )
bealasn If set 1o trus, the GET response displays a list of abjects with additional attributes.
{query) r

E >

Racnnncac
olatel gt M

6Er 7. Response Body(SE 2 2)2 A3 E5l0{ B sidol| 28 QIEH o|A

ll_idll:

"005056B3-BB52-0ed3-0000-021474837838",

O IDE SAHEfLICE 0] ZR0IE Inline Set CYLICE.



Server response

Code Details

200
Response body

276abec- o2 1le3 . ~bdef- 2a- b e 3093 inlinesens/ 00505663

fdevices /devicereeords Hf83dTe8 bdef=11ne:

72HA|. CHSofl CHE GET SM2 2 o|SEHLCt.

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inTinesets/{objectId}

Japi/fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/Fplogicalinterfaces/{objectId}
fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces/ {objectId}
j fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUVID}/fplogicalinterfaces

fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces

GET | fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

fapiffme_config/vl/demain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/ {objectId}
m fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}
| fapiffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

| fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets

: Japi/fme_config/vi/domain/{domainuUID}/devices/devicerecords/{containerWUID}/virtualswitches/{objectId}

fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches/{objectId}
m fapiffme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerID}/virtualswitches/{objectId}
GET Japi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualswitches
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m fapi/ffmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
m fapi/ffmec_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/fplogicalinterfaces
m Sapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/inlinesets/{objectId}

Retrieves, deletes, creates, or the inline set with the specified NGIPS device ID and inline st ID. If no inline set ID is specified, retrieves list of all inline sets associated with the specified
NGIPS device ID.

Parameters.

Hame Description

ohjel:‘lld & required

shring Unigue identifier of an inline set.
(path)

containerUuip * i

string
(Path)

The container id under which this specific resource is contained.

domainUUID * o .
string Domain UUID

(peth)
©276abec-e0f2-1183-5169-6d9e049b625f

olztel gt GET 7HA| ID Al

9EtA|. objectld HEE 6EHAHIMIM 7t X2 IDE 1 A5t containertUUIDE 5EHAI0IM AL 8t FTD UUIDE Al gfuict 2™ kg
Execute(&l &) HES =L

FUPU RSV, URTIEIES, LIRSS, U1 OIS G R S GS3U0U VI U ST TR WA B SRR IR SRR 11 TR IR S IR ES BRI, (IS RS0 G I S SRSULIAIE WL U R SRR
NGIPS device ID.

— |

Hame Description
objectld * * quired i
string Unique identifier of an inline set.

(path)

00505683-B852-0ed3-0000-021474837838

containerUUID *
atring The container id under which this specific resource is contained.

{path)
bf03d7e0-bdef-11ee-be2a-b0be30d93c81

domainUUID * reaved
string
{path)

Domain UUID

e27Gabec-a0i2-11e3-6168-6d9ed49b625f

Responses
Code Description Links
200 No Himks
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Sarver response

Code Details

200
Responie body

Response headers

accept-ranges bytes

enthe=contr mo-store
[ —
content-encoding) gzip

content-security-peld aae-urd ‘self’

domain/elTEabees

B¥83dTeR  bdefs11ee-bela: bibe:
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Devices > Device Management > Edit thedesired FTD > Inline Sets.
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