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Sign in to access this site
Authorization required by hitps://10.88.243.36:43162

Your connection to this site i1s not secure

Password
Sign in
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alualn Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco

Cisco Firewall Management Center Open API Specification ©2 %

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

Troubleshoot ?
Backup >
Network Map >
Devices >
Policy Assignments b
Device HA Pairs >
Health b s

FHEIDEIE 2E2I5tH s FEIT 2o AFSE = U= CHE S5t ZAIELIC o2t S8t= 5
g REST HIME 2 SHE &3+2| URI(Universal Resource Identifier)2t &7 Z Al LICEH

Integration >
Device Groups >
Status >
Device Clusters 7
System Information >
Object >
Policy X
fapi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}
fapi/fmc_config/vl/domain/{domainUVID}/policy/accesspolicies/{objectId}
|m Japi/fme_config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}
m Japi/fmec_config/vl/demain/{domainUUID}/pelicy/accesspolicies
fapi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies
m fapi/fmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
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fapi/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

Retriavas, deletes, creates, or modifies the access control pO“ﬁr associated with the specilled ID. Also, retrieves list of all access control pulieies,

—
Name Description
name
string If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If parameter is specified, only the poli
filter _ . _
string alue is of format (including quotes). "locked:{true|false}"
e locked query parameter when set to true’ returns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.
filter - Value is of format (including quotes): <
offset
integer($int3z) Index of first item to return.
{query)
offset - Index of first item to retumn,
limit
integar($intaZ) Number of items to retumn.
{query)
limit - Number of items to retum.
expanded
boclean If set to true, the GET response displays a list of objects with additional attributes.
=2 = H L = = i — e
o & £0{ domainUUIDE ZE API 3 &0i E0[X|BF API B M7|0ME RIS 22 A ELICH
k=1 = AlSHY\E F 2|5 ESlE2 ASHsl= 740]
CIS BAHE Execute(2B)E 2= 5t04 0| &&tE s&st= JdLICt
name z $ - 2 T T » " 3 2 L . 3
string If parameter is specified, only the policy matching with the specified name will be displayed. Cannot be used if object ID is specified in path.
(query)
name - If parameter is specified, only the poli
filter _
string alue is of format (including quotes): “locked:{true|false}”
s locked query parameter when set to "true’ returns list of Access Policies which are locked and when set to 'false’ returns policies which are unlocked.
filter - Value is of format (including quotes): <
offset
integer($int3z) Index of first item to return.
(query)
offset - Index of first item to return,
limit
integer{$int3z) Number of items to return.
(query)
limit - Mumber of items to return.
expanded
aidas If set to true, the GET response displays a list of objects with additional aftributes.
(quary)
domainUUID * * .
rrting Domain UUID
(path)

e276abec-e012-11e3-8169-6d9ed49b6251
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Responses

Code Description Links
200 No links
OK
Media type Examples
application/json

~ ] | Example 1 : GET ffime_config/ivi/domain/DomainUUID/policy/accesspolicies | Test GET ALL Success of Acc v

Controts Accept header

Example Value | Schema

“policy to test FMC implementation”,

"description™: " test FMC
“defaultAction®: {
"id": "id_of_default_action”,
"typa": "AccessPolicyDefaultAction®

implementation™,

0|Z2=0 &7 8 ZEE d&LCt 0| B 200LIC} Ol OK £

2l = d 539 cURL X URLE 7IX{SLICt. O| HE = 2| ZEEI0|HE/AZE
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7tx2 SE2 FMCOl A ACPE Y objectiD®} B7H| #HatstLICt 0] 2 CHS o|O|X|o|
{HM A XtoAM Ol HEE & + U&Lch

Clear

Responses

curl -X "GET' \
‘https +B8.243.36:43162 fapi/fmc_config/vl/domain/el76abec - c@f1-11e3-5163 -6dFeddIb615f /policy faccesspolicies’ \
-H ‘accept: application/jsen’ %
-H 'X-auth-access-token: dl534a58-3F36-4519-875b-50c70b454552"

Request URL

143162/ apd [ fme_config/vl/domain/e276abec - e@f2-11e3-5169-6d9addob625f /policy/ /accesspolicies

Server response

Code Details

200

Response body

"links™: {

"self": "https://108.88.2 143162 /api/fmc_config/vl/domain/e276abec-eBf2-1123-8169 -6d9edd9b625F /policy/accesspolicies ?offeet=0Rlinit=05"
b
“itema=: [

“typa": “AccassPalicy”,
=1links"

"self”: "https: B.88.243,.35:43162 /api/ fuc_config/vl/domain/e276abec-eBF2-11e3-8169 -6d%9ed 490825 fpolicy faccesspolicies /80585683 - 1B6A -Bed3 - 0000 -84 294957299
I

“name®: “ACP_cchanes®,

"id": "BO5S85SGE3-1BGA-0ed3-B088- 8842949672997

Ol objectID= 0| ACPO| CHEt
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fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectid}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
| m fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmec_config/vlfdomain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmec_config/vi/doma inpol icy/accesspolicie sa:: essrules
| m fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/defaultactions/{objectId}
fapiffme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/defaultactions/{objectId}
fapiffmec_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUVID}/loggingsettings/{objectId}
fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/operational/hitcounts

fapiffmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID} /operational/hitcounts
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o

m fapi/fme_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/accessrules

85, ( w5, creates, or modifies the access control rule associated with the specifiedpolicy IDfand rule ID. If no 1D is specified, retrieves list of all access rules associated with the
specifiedpolicy ID.|Check the response section for applicable examples (if any).
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containerUuID * "o

string

The container id under which this specific resource is contained.

(path)

005056B3-1B6A-0ed3-0000-004294967299

domainUUID *

string

Domain UUID
(path)

e276abec-e0f2-11e3-8169-6d9ed49b625f

Request body " application/json

The input access control rule model.

Examples:
[ Example 1: POST ifme_confighvi/domain/DomainUUIDIpolicylaccesspolicies/containerUUID/accessrules | Test POST of Access rule )

"action": "ALLOW",
"enabled”: true,
“mame”: "Rulel",
“sendEventsToFMC": false,
“lopgFiles": false,
“logBegin”: false,
“logEnd": false,
“wariableses”: {
“mame”: “Default Set",
"id": "WariableSetUUID",

"type": "VariableSet"

“.':.'.1.?.'!.7.?55." : {
“ebjects": [
{

“type™: "VlanTag",

THE Ho|Z=2| o

{ "action": "ALLOW", "enabled": true, "type": "AccessRule’, "name": "Testing API rule", "sendEventsToFMC": false, "logFiles': false,
"logBegin": false, "logEnd": false, "sourceZones': { "objects": [ { "name": "Inside_Zone", "id": "8c1c58ec-8d40-11ed-b39b-f2bc2b448f0d",
"type": "SecurityZone" } ] }, "destinationZones": { "objects": [ { "name": "Outside_Zone", "id": "c5e0a920-8d40-11ed-994a-900c72fc7112",

"type": "SecurityZone" } ] }, "newComments": [ "comment1", "comment2" ] }
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Server response

Code Datails

201
Response body

e {
“mame”: "ACP_cchanes®,
5O5683 - 1B6A-Bedl-0000-004294967299"

ttps://10.88.243.36:43162/apd /fme_config/vl/donsin/e276abac- 8072-11a3-8165-649ed49b625F /policy /aceesspalicias /00505663 -106A- Bead3-0000-004294967299 /nceassrulas /0950
EA-Bed3-0000-000268435456"

=8be8 - Bed45bbl343c0",

"sourceZones™: {
"objects": [
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fapi/fmc_config/vl/domain/{domainUUID}/deployment /deployabledevices

Retrieves list of all devices with configuration changes, ready to be deployed.

0| oflofl= High Availabilityoll A4 C|HFO|A 40| ZEHE|o] Q& LICH Ol HAS| IDE 7hx{Qtok BFLict S2I% ClHtolAQl B i
& ClHtolA ol IDE 7hx{QtoF BhL|Ch.

Responses

"GET" \
"hetps://10.88.243,36:43162/apd /fme_config/vl/domain/elT6abac-e0f2-11e3-B160-6d490d99b66251 /deployment /deployabledevicas” \
-H 'sceapt: spplicstisnfjsen’ \
=H 'X-suth-sccess-tokan: 41f2edan-c681-4064-Bede-617347854ba9"

Request URL

https://18.88,243. 36: 43162 /api fmc_config,/ vl /domain /e276abec -8 2-11c3 - B169-6d9edd0bE25 /deployment /deplayabledevices

Server response

Code Details

2 Response body

18.88.243.36:43162/api/fmc_config/vl/domain/e27Gabec- e8f2-11e3- E169-6dIedddnb25f/deployment /deployabledevices *of fset=8&1limit=25"

version®: “1689794173607",
"name”: “HA_F o
"type": "DeployableDevice”

HAS| C|HIO|A IDE 7tXM & o Eed #HEle o3 Z&Lct



m Jfapi/fmc_config/vl/domain/{domainUUID}/devicehapairs/ftddevicehapairs

Retrieves or modifies the Firewall Threat Defense HA record associated with the specified ID. Creates or breaks or deletes a Firewall Threat Defense HA pair. If no ID is specified for a GET,
refrieves list of all Firewall Threat Defense HA pairs.

ClHtO|A IDSF 75 HH HE & A&35t0d CHE S5t tix|o| HO|ZEE +7835t01 0| 1HE &Y fls 2&8Y + U

[/api/fmc_config/vl/domain/{domainUUID}/deployment/deploymentrequests

Creates a request for deploying configuration changes to devices. Check the response section for applicable examples (if any).
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Threat Defense Secure Firewall Threat Defense REST API

REST API

The following is a list of resources you can use for programmatic access to the device using the Secure Firewall Threat Defense REST APl The resources ang

AP| Explorer organized into groups of related resources. Click a group name to see the available methods and resources. Click a method/resource within a group to see detailed
information. Within a method/fresource, click the Model link under Response Class to see documentation for the resource.

You can test the various methods and resources through this page. When you fill in parameters and click the Try it Out! button, you interact directly with the system.
GET calls retrieve real information. POST calls create real objects. PUT calls medify existing objects. DELETE calls remove real objects. However, most changes do
not become active until you deploy them using the POST /operational/deploy rescurce in the Deployment group. Although some changes, such as to the
management IP address and other system-level changes, do not require deployment, it is safer to do a deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the resources under the Token group to get a password-granted or custom access token, to refresh a token,
or o revoke a token. You must include a valid access token in the Authorization: Bearer header on any HTTPS request from your AP client.

Before using the REST AP, you need to finish the device initial setup. You can complete the device initial setup either through Ul or through InitialProvision AP,
You can also refer to this page for a list of APl custom error codes. (Additional errors might exist.)

NOTE: The purpose of the AP| Explorer is to help you learn the API. Testing calls through the AP| Explorer requires the creation of access locks that might interfere
with regular operation. We recommend that you use the APl Explorer on a non-production device.

Cisco makes no guarantes that the AP version included on this Firepower Threat Davice (the “API™) will ba compatible with future releases. Cisco, at any time in its
sole discretion, may modify, enhance or otherwise improve the APl based on user feedback.

AAASetting
ASPathList

AccessPalicy
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AccessPolicy Show/Hide List Operations  Expand Operations

[policy/accesspolicies/{parentld}/accessrules
[policy/accesspolicies/{parentld}/accessrules
balad  [policy/accesspolicies/{parentld}/accessrules/{objld}
[policy/accesspolicies/{parentid}/accessrules/{objld}
/policy/accesspolicies/{parentld}/accessrules/{objld}

[policy/accesspolicies

Response Class (Status 200)

Model Example Value

- »

“items™: [
{

"version”: “string",

“name”: "string”,

“defaultAction™: {
“action™: "PERMIT",
“eventlLoghction™: “LOG_FLOW_START™,
“intrusionPolicy™: {

"id": “"string”,

Ftem s Fmtend =™ ’
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Response Content Type | application/jsonv

Parameters

Parameter Value

offset

limit

sort

filter

Otx[2te =z, o] SatollM BHEre = = 89

Response Messages

HTTP Status Code Reason
481
403
Ol MstE ZAd™ Try
EdHok O| HES &2 = UBLICH

It Out(HIZE otR)2 Z=|sHoF ELICE O HE2 2t S3to| T

Description

An integer representing the
index of the first requested
object. Index starts from 0. If
not specified, the returned
objects will start from index 0

An integer representing the
maximum amount of objects to
return. If not specified, the
maximum amount is 10

The field used to sort the
requested object list

The criteria used to filter the
models you are requesting. It
should have the following
format: {keyHoperatorHvalue}[;
{keyHoperatorf{value}].
Supported operators are: " 1"
(not equals), ":" (equals), " ~"
(similar). Supported keys are:
"name", " fts". The " fts" filter
cannot be used with other

filters.
FEE ¥aUo
Response Model
Model Example Value

"status_code”: o,
"message”: "string”,

“internal_error_ccde": 8

Maodel Example Value

“status_code": @,
"message”: "string”,
"internal_error_code": @

Parameter Type Data Type

Query

query

query

query

i oteiofl RIXIStEE &2

integer

integer

string

string

Headers

7K OFEBHE A3
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520
Model Example Value

{

"status_code”: @,
"message”: "string”,
“internal_error_code": @

¥

Illiﬁiiiiiiillll

Try ItOut(Z & AlE) HE S Z=IstH F7F HET7H HestK| of2 S50 B2 Al 4™ EH 80| M3 ELict

Hide Response
TRY IT OUTI

Curl

curl -X GET --header 'Accept: application/json’' 'https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies’

Request URL

https://10.88.243.36:44178/api/fdm/v6/policy/accesspolicies

Response Body

items": [
{
"version": "kadesjod4iebr",
"name”: "NGFW-Access-Policy",
"defaultAction": {
"action": "DENY",
"eventLogAction": "LOG_NONE",
"intrusionPolicy™: null,
"syslogServer": null,
"hitCount™: {
"hitCount™: 8,
"firstHitTimeStamp": "",
"lastHitTimeStamp": "",
"lastFetchTimeStamp": ™",

A ZESHTTPEE ZE U SH =22 YHeLICt ol st 277t & de /IxIE AEE & U&LICH
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Responses
Curl

eurl -X 'GET' \
‘httpsi/ 243.36:43162 /api /Fmc_config/vl/donain/e2Tbabec - e0F1-11e3-8169-649ed49bE25F fpolicy /accesspalicias® \

-H ‘sceapt: spplicstisn/jacn’ \
=H 'X-auth-access-token: .!1594:5@ 3798-4519-875b- 58 7Bb454552 "

Request URL

hittps://18.88.243.36:43162/api/ fmc_config/vl/domain fekT6abec-e@f2-11e3-B169-6d9ed49bE25F /policy faccesspolicies

Server response

Code Detalis
01
Errer: 401
Response body

{

"errer” i
"eategory”: "FRAMEWORK®,
"masasges”: [

"description™: “"Access token invalid.®

}
1.

"severity": "ERROR"

o 2x AlEIE: HF. oE] o Ef T =7 A& LICH 200(GET & PUT), 201(POST), 202, 204DELETE). O|l= M3XQI APl 2 &
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