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& FDM O1Z2t0|HATI HE @F A S SF5IH HA B2 2 8E & JUEX| &
2 FEESE

E St=E90E L

1EA|. SSHE AF& 35104 O{ZE0|1A EHE| IPO| 4445t

7|2 Clhio|A StESo] & Az E Qo4 B{F0d| CH3H show version &

> show version
——————————————————— [ FPR2130-1 ]--------==========—-
Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)

UUID : 6197946e-2747-11lee-9b20-ead7c72f2631
VDB version : 338

HX CIHIo|A StEY0] & AZE Qo] HA

> show version
——————————————————— [ FPR2130-2 ]----——-=-==——=—=——————-
Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)

UUID : 6ba86648-2749-11lee-b7c9-c9e434a6c9ab
VDB version : 338

Y2 nitEdo| Eot Yt ClHtolA 2E[Rf 4

HE L3 Ccto|o{1=H

o| Ctolo{zoi| 2} HE|=Z/AERHFO| HA(High Availability) S A48 L|C}.



Eth1/6| Qutside Outside |Eth1/6
Primary 192.168.76.10 (Active) 192.168.76.11 (Standby) Secondary
FPR2130-1 FPR2130-2

Eth1/1 FOVER Eth1/1
1.1.1.1 STATE 1.1.1.2
FTD FTD
Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)
&3t

7|8 fX2| Secure Firewall Device Managerol A 7184
1E+A|. FDM Zoll ZX|E F+435t2{H Device(C|HO|A)2 0|S 3t High Availability 1& 9]

Configure(Tt4)E 22/t

High Availability COMNFIGURE

Not Configured
2L Ct.

2E+HA|. High Availability(1.7+8 4J) I 0| X|0{ A Primary Device(7|& C|HIO|A) & XIE 2

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Secondary Device

ar

Primary Device
g1 SHE fAE 7|8 Aoz Meislor gLict MEE 7|8 RAel 2ZE Hm|aso|M
ol M=st B FTD X0 SRIELICH Bxlel AME BZ Kol #x HII0lME T
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FAILOVER LINK STATEFUL FAILOVER LINK Use the same interface as the Failover Link
Interface
unnamed (Ethernet1/1) w
Type Type
@ pva () IPv6
Primary IP
1.1.1.1
Secondary IP
1.1.1.2
Netmask
255.255.255.252
IPSec Encryption Key
A\ MPORTANT
If you configure an IPsec encryption key with inconsistent settings for export controlled
features, both devices will become active after you activate HA, Learr i
2IgfLict
2 = oL =
A|_=| = % E!EEO'” %AI' Ol'o:i EI_EF_ T0 /\Io'" =

gYEE 2

4EHA| HA
5EH7A. &2l HIAIX|0AM HA 1|28/



You have successfully deployed
the HA configuration on the primary device.

What's next?

need to coanfigure Peer Device | configured both devices

Copy the HA configuration to the clipboard.
“~_~ / Copied Click here to copy again

Paste it on the secondary device.

. Log into the secondary device and open the HA configuration
page.

You are done!

“__“ The devices should communicate and establish a high
availability pair automatically.

AAEI2 FA| | o[ME Cluto|ao| FHELICH HIZ X US ANE HeIt ola
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Hots ZEtety| s 223t 7l FRIEE SAE 23 EX| h&LICH

0| AI=HollA High Availability(Z.7F=24d) H 0| X|of| @lo{ok 3t0H C|HFO|A AMEHE "Negotiating (24

Z)"0lo{of BrLIC} L|o{E TA5ty| FolEtE AENT} Active2 TIEHE|0{oF BFLICH. 0| Z
T A8 7 K| Failed2 E A|E|0{ok EHLICH

A2 I|0{E




High Availlability
Primary Device: Active ﬁ} Feer: @ Falled

1EtH|. FDM ol ZX|E ++35t2{™ Device(C|HIO|A)2 0|S 3t High Availability 1& 212
Configure(Td)& &g LICt.

High Availability
Not Configured

CONFIGURE

2EH7|. High Availability(17+& 4d) 1 0| X|0{ A Secondary Device(2 X C|HIO|A) & XAIE 22/ L|
Ct.

Device Summary

High Availability
How High Availability Works w

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Primary Device or Secondary Device

3EA. OE &M & stLE MEfEfLICH

« Easy method($|2 &) - Paste from Clipboard(22 EE0|AM 20{7|) HEE 2
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Paste Configuration from Clipboard

Paste here Peer Device Configuration

FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

STATEFUL FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

CAMCEL

ATHA| HA 2 M3HE S =g LIc.

A
=2 = =
J80|M0| MEE[RT FF0| T F0[2ke HAIX|7F EA|Z|X| 2o HO[X| B /2 AFES
01 2F HAIX|E & IELCt.

NABS FA| AL|TB OIS ClutolA0] REBLICH HHE SHelg AISHE T} 9f
oH

Zoagoldo| 2z EH HAE T ERUCtE HAIXIZE ZAIELICH HAIXIE F AlstEA™ Got It
=]

0| AlZ0il M High Availability(7+& 4d) m| 0| X|oi| {00} 5} |:||:||-o|¢ MEf7F BX ClHio|A QIS
LIEFLHOF BfLIC}. Z7|&# C|HfOo|A QS| ZQlof 838t B ClHtOo|AE= 7|2 ClHto|A Lt S713H K|,
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High Availability
Secondary Device: Standby = Peer: Active



QIE{mo|A AI|TazfolMd 2tz

1EtA|. FDM RIE{H0|AE T 45t2{™ Device(C|HIO|A)E O[S 35t View All Interfaces(Z2 & QIE
HolA E7))E =gt

Interfaces

Connected
Enabled 2 of 17

View All Interfaces >

2CHA|. o|O|X|of] E A=l CHE Interfaces XS MEISI T $&IgtL|C},

oA 1/5 QIE{H[O|A:



Ethernetl1/5

Edit Physical Interface

Interface Name Mode Status
insidel Routed v ()

Maost features work with named interfaces only, aithough some

require unnamed interfaces

Description

IPvd Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask
192.168.75.10 / 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

192.168.75.11 [ 255.255.255.0

CANCEL OK

O|HH! 1/6 QIE{H[O|A



Ethernet1/6

Edit Physical Interface

Interface Name

outside
Most features work with named interfaces only, although some
require unnamed interfaces
Description

IPvd Address IPvE Address Advanced
Type

Static v
IP Address and Subnet Mask

192.168.76.10 / 255.255.255.0

e.q. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

192.168.76.11 [ 255.255.255.0

g.q. 192.1668.5.16

Mode

Routed e

CANCEL 0K

24 3. FDM L7t & &Ql
I 27 A



FDM GUI & FDM CLIOIAM 17124 MXe &QlghL|ct.

H7=1 AH -

= "1

ol

1E-A|. Device(CIHIO|A)Z 0|5 5104 High Availability( 7t ) Mg &olstLCt.

Device Summary

High Availability

Primary Device Failover Histon Deplovmant History o~
Current Device Made: Active Peer: Standby e i
High Awailability Configuration Failover Criteria

= : i INTERFAGE FAILURE THRESHOLD
@ Select and configure the peer device based on the following characteristics.

Failure Criteria Number
T

| GENERAL DEVICE INFORMATION | Number of failed interfaces exceeds e 1
Model Cisco Firepower 2130 Threat Defense

INTERFACE TIMING CONFIGURATION
Software 7.05-72

Pall Time Hold Time
vDe 3380

5000 25000

Intrusion Rule 20210503-2107 milllise ds
Update

PEER TIMING CONFIGURATION

Pall Time Held Time
Interface Ethemet/1 1000 15000 e
Type 1Bwd
Primary 1.1.1.1/255.255.255.252 “
IPMetmask
Secondary 1.1.1.2/255.255.255.252
IPMetmask

IPSEC ENCRYPTION KEY: NOT CONFIGURED

2EH7H|. SSHE AF23t0{ FDM 7|2 C|HFO|A CLIO| 2443t 1 show high-availability config @S 2
= oIgLC.

> show high-availability config
Failover On
Failover unit Primary
Failover LAN Interface: failover-1ink Ethernetl/1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 4 of 1293 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.16(4)200, Mate 9.16(4)200
Serial Number: Ours JAD231510ZT, Mate JAD2315110V
Last Failover at: 00:01:29 UTC Jul 25 2023
This host: Primary - Active
Active time: 4927 (sec)
slot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)



Interface inside (192.168.75.10): No Link (Waiting)
Interface outside (192.168.76.10): No Link (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)
Interface inside (192.168.75.11): No Link (Waiting)
Interface outside (192.168.76.11): No Link (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link Ethernetl/1 (up)
Stateful Obj Xmit xerr rcv
General 189 0 188
sys cmd 188
up time
RPC services
TCP conn
UDP conn
ARP tbl
XTate_Timeout
IPv6 ND tbl
VPN IKEvl SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx 0 0 0 0
SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route
STS Table
Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

err

=
o]
(o]

o
o

[eNeNeolNolNolNoNeNeNoNeNoNoNeNe]
[eNelololoNoNeoNoNolololoNoReo ool
[eNeNeololNoNoNoNeoNoNo oo No Ne]
[eNeNeoNololNoNeNeNoNoNoNoNeNoNo ool

[eNeNeNolNolNoNeNel ool
[eNeNeololoNoNoNoNoNoNoNe]
[eNeNeNoloNoNoNoNoNoNoNe)
[eNeNeNolNolNoNeNeNoNoNo Nl

Logical Update Queue Information

Cur Max Total
Recv Q: 0 10 188
Xmit Q: 0 11 957

3EHA| EX CIHIO|ANME Z e &S e LCt.

4%HA|. show failover state WHEE AL 5104 $4A AEHE = QIEFL|C}H



> show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 00:01:45 UTC Jul 25 2023

====Configuration State===
Sync Done

====Communication State===
Mac set

57|, show running-config failover & show running-config QIE{H|0|AE A& 3l0{ 7|2 f%Io| A
I|ago|ME &lghLct.

> show running-config failover

failover

failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-link 1.1.1.1 255.255.255.252 standby 1.1.1.2

> show running-config interface
1

interface Ethernetl/1
description LAN/STATE Failover Interface
ipv6 enable

1

interface Ethernetl/2

shutdown

no nameif

no security-Tlevel

no ip address

1

interface Ethernetl/3

shutdown

no nameif

no security-Tlevel

no ip address

1
interface Ethernetl/4

shutdown

no nameif

no security-Tlevel

no ip address

1
interface Ethernetl/5

nameif inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
1
interface Ethernetl/6

nameif outside

security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11



1
interface Ethernetl/7
shutdown
no nameif
no security-Tlevel
no ip address
1
interface Managementl/1
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
no ip address

5l 4. ol Zx| g M
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Hot uhsted C|HO|A EHE|RF ZEHE! QIE{H O] AN A RO Zx| e 7|=2/MHE|E, 2 /AEHH}
O|oll A 7|2/AEHHIO|, Ex/HE|EH 2 MBHEHLICE

173

[o][]
12

1Et7|. Device(C|HIO|A)E EEIFLICH

B
Device: FPR2130-1




High Availlability
Primary Device: Active < Peer: Standby

3EHA|. &L|HEF| ot O Z(
), Switch Mode(A Q| %x| ZE)E MEHSHL|C.



O Resume HA

O SuspendHA
z2 Break HA

«' Switch Mode

4THA. Zel HAIXIE 211 OK(E Q)& S =IgfLct



Make This Device the Standby Peer

This action might fail if the other device cannot become active.

Are you sure you want to make this device the standby device?

CANCEL

AABLE HE[= 510] ABHHIO| R50] £l ABHHI0| R50| Aj HE|= S50 TS Bof X
x|8 ZHZ Agsc

Primary Device
Current Device Mode: Standby & Peer: Active

o

67|, Failover History(& ol ZX| 7|8) @3 & AtE5t0o{ &Qlg =& /2, CLI Console(CLI 2
&) ol Zotot EA|z|ofof &Lt

From State To State Reason

21:55:37 UTC Jul 20 2023
Not Detected DisabTed No Error

00:00:43 UTC Jul 25 2023
Disabled Negotiation Set by the config command

00:01:28 UTC Jul 25 2023
Negotiation Just Active No Active unit found

00:01:29 UTC Jul 25 2023
Just Active Active Drain No Active unit found

00:01:29 UTC Jul 25 2023
Active Drain Active Applying Config No Active unit found

00:01:29 UTC Jul 25 2023
Active Applying Config Active Config Applied No Active unit found



00:01:29 UTC Jul 25 2023

Active Config Applied

18:51:40 UTC Jul 25 2023

Active

Active

Standby Ready

No Active unit found

Set by the config command

PEER History

From State

22:00:18 UTC
Not Detected

Jul 24

00:52:08 UTC
Disabled

Jul 25

00:52:10 UTC
Negotiation

Jul 25

00:52:11 UTC
Cold Standby

Jul 25

00:53:26 UTC
App Sync

Jul 25

01:00:12 UTC
Sync Config

Jul 25

01:00:12 UTC Jul 25
Sync File System

01:00:23 UTC Jul 25
Bulk Sync

18:45:01 UTC Jul 25
Standby Ready

18:45:02 UTC Jul 25
Just Active

18:45:02 UTC Jul 25
Active Drain

18:45:02 UTC Jul 25 2023

Active Applying Config

18:45:02 UTC Jul 25 2023

Active Config Applied

2023

2023

2023

2023

2023

2023

2023

2023

2023

2023

2023

Collected at 18:55:08 UTC Jul 25 2023

PEER-HISTORY

To State

Reason

PEER-HISTORY

DisabTed

Negotiation

Cold Standby

App Sync

Sync Config

Sync File System

Bulk Sync

Standby Ready

Just Active

Active Drain

Active Applying Config

Active Config Applied

Active

PEER-HISTORY

No Error

Set by the config command

Detected an

Detected an

Detected an

Detected an

Detected an

Detected an

Other

Other

Other

Other

Other

unit

unit

unit

unit

unit

Active

Active

Active

Active

Active

Active

wants

wants

wants

wants

wants

me

me

me

me

me

mate

mate

mate

mate

mate

mate

Active

Active

Active

Active

Active

S CHA| AE|E dEfz Y
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Device: FPR2130-1
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High Availlability
Primary Device: Active . Peer: Standby
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© Resume HA

O SuspendHA
¢2 Break HA

«' Switch Mode

4THA. &l HAIXIE 211 OK(E Q)& Z=IgfLct



Suspend HA Configuration

Suspending high availability on the active unit suspends HA on both the active and
standby unit. The active unit will continue to handle user traffic as a stand-alone
device, whereas the standby unit will remain inactive. The HA configuration will not
be erased.

Do you want to suspend high availability on both the active and standby unit?

CANCEL 0K

5EF7|. olO|x|o EAIE CHz ZntE F QgL

Primary Device
Current Device Mode: Suspended €) Peer: Unknown

© Time of event: 25 Jul 2023, 01:08:01 PM
Event description: Set by the config command

6= Al HAE X7l ste4d S LIHHF| oFO|Z(



) Resume HA(HA ZH7H)E MEHEFL|C.

© Resume HA

O SuspendHA
¢2 Break HA

«' Switch Mode

7EHA. 2l HAIX|E e OK(E Q)& Z=ITLICH.



Resume HA Configuration

Are you sure you want to resume the high availability configuration?

5EF7. ol0lx|ofl EA|E CHz ZAntE = QlghL|ct.

Primary Device
Current Device Mode: Active Z Peer: Standby

A6 7S H EFE

% Clefol 28 O O 17184 o2 =B 8ix| LO2iRl HA HIIBIOEE BEE + 2o
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2| QIEmolAE € dEIZ RXIE[22 C|HtO|A0 2051 CHA| FEE & &LICH
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Device: FPR2130-1

2EHA| E x| 29 2 EF0i = High Availability( 78 4) 23 & 22§ L|c}

High Availability
Primary Device: Active = Peer: Standby

3EFA|. SLIHIF o0 Z(



), Break HA(HA SEHE MEdEHLICEH
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Resume HA

suspend HA

' Switch Mode

457 &2l HIAIX|E el QIE{H|O|AE HIE H3te SME ME{EX| AHE ¥ Break(EE)E 2
2I5H|C}.

AEHHEO| X0 HAE SErets B2 QEHO0|AE HIE H3tste S44E M=t oF &L
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O|A0|M 50| 2tz &E|1 Zf ClHfo|A0 M SRIEEIE O R & HE 2

Confirm Break HA

& Deployment might require the restart of inspection engines, which will result in a
momentary traffic loss.

Are you sure you want to break the HA configuration?

When you break HA from the active unit, the HA configuration is cleared on both the
active and standby unit, and the interfaces on the standby unit are disabled. When
you break HA from the standby unit (which must be in the suspended state), the HA
configuration is removed from that unit and interfaces must be disabled.

Disable interfaces on this unit.

CANCEL BREAK

5EtA. o|O|x|ofl EA|E 7=t Zo| At

1]
gt
ro
et
i
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High Availability

) CONFIGURE
Not Configured

E BT 9| Cisco Secure Firewall Device Manager Z1I|218|0|M 7H0| == 047|0f| A & Ql1E
0

g i S — |

https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-
configuration-guides-list.html



/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

+ Cisco TAC(Global Technical Assistance Center)0l| A= Cisco Firepower Next-Generation
Security 7|=0f CHEt &EXQ AF X[AE UE = ULHF O] A|ZAE 7I0|EE M= HEEY
LICH

https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-
9781587144806

- firepower 7|1 A E 2 E Hu|Tz2|o|M & =X 3l 2 TechNotes
https://www.cisco.com/c/en/us/support/security/defense-center/series.html

« 7|= X|& 2 2 M - Cisco Systems



https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/ko_kr/support/security/defense-center/series.html
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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