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Splunk Web Interface

Search Head Indexer Forwarder(s) On-prem and

cloud endpoints
Splunk 7|t Of 7B %
T
HE /3 clojo{13Y
Firepower Threat Syslog server with the
Defense device Splunk Search Head
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FTD-PlatformSettings

Enter Description

ARP Inspection Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Banner Basic Logging Settings
DNS Enable Logging
External Authentication Enable Logging on the failover standby unit

Fragment Settings Send syslogs in EMBLEM format
HTTP Access

[ Send debug messages as syslogs }

Memory Size of the Internal Buffer

52428700
SMTP Server

VPN Logging Settings

Enable Logging to Firewall Management Center
Timeouts Logging Level

Time Synchronization [ debugging M

Time Zone
Specify FTP Server Information

UCAPL/CC Compliance
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IP Address: Fill in the IP address of the host acting as the syslog server
Protocol: TCP/UDP (usually UDP is preferred)

Port: You can choose any random high port. In this case 5156 is being used
Interface: Add the interface(s) through which you have connectivity to the server

]



Add Syslog Server Q

P Address* | (D T+

Protocol () TCP (@ UDP

Port ‘ 5156 |

Log Messages in Cisco
EMBLEM format(UDP only)

Enable secure syslog.

Reachable By:

() Device Management Interface

(®) Security Zones or Named Interface

Available Zones c Selected Zones/Interfaces
Q_ Search Squtside ™
sanside

outside

Interface Name ‘
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Logging Setup Logging Destinations Email Setup

Event Lists

Rate Limit

Syslog Settings Syslog Servers
Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)
Message Queue Size(messages)”
512
+ Add
Interface IP Address Protocol Port EMBLEM SECURE
outsige - uoP 5156 true false Fd |
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Logging Setup

Legging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers
(o 2ae)
Logging Destination Syslog from All Event Class Syslog from specifc Event Class
FTDO| EHE MY - 22 Chd F7t
Add Logging Filter Q
Logging Destination ‘ Syslog Servers v ‘
Event Class ‘ Filter on Severity | debugging v

Event Class

X O
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+ Add

Syslog Severity
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Administrator =

a1}

Add Data

i

Monitoring
Console

Splunk2| HIO|E{ l2do & 0|5

| Search settings...

KNOWLEDGE

Searches, reports, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
Instrumentation
Licensing

Workload management

Mobile settings

DATA

Data inputs )

Forwarding and receiving

Indexes

Report acceleration summaries

Source types
Ingest actions

DISTRIBUTED ENVIRONMENT

Forwarder management
Indexer clustering
Federation

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management

Authentication methods
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Data inputs
Set up data inputs from files and directories, net

Local inputs

Type Inputs Actlons
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Data inpuss » LD
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Add Data

Input Settings

Optionally

Source type

The source type is

clolE 3 848 7

0%

6Tt MM HE ST Submit(K&E)S

tional input paraméters for this data input a5 fol

App Context

Method

ZaIgck

Add Data ®
Select Source
Review
Input Type ......... .. UDP Port
Port Number ...
Source name override ......... MN/A

Restrict to Host ....ccevecvvvceeeie -

Source Type ... ... Cisco:ftd:syslog

App Context ... ... launcher
HOSE .. (IP address of the remote server)
)T L RO cisco_sfw_ftd_syslog
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Input Settings

Review

< Back Submit >



Apps < Hello, Administrator

[ Bookmarks 3% Dashboard £ Crested by you
~ My bookmarks (0)
Shared with my organization (0) A b

Audit Trail

Shared by me
Cizco Frepower App far Splunk

Shared by other administrators
Cisco Secure Firewall
Cisco eStreamer eMeore for Splunk ~ Splunk recommended (13)
Spiunk Secure Gateway Common 1asks H

Upgrade Readiness App

"

Add data ()  Search your da
Adk

Visualize your data

ta from & variety of comme Turn data into d

that w

Create dashboa

ik for your data.
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ave As v Cr Tl
New Search =
index="cisco_sf * | rex field=_raw "Group “<(?<group_policy>[">1*)\> User \<[*>1\> [P \<[ > IPwé address \<[*\>1%\> assigned t
stats count group_policy
/28 events (¢ Mo Eve y & & BV

Events (28) Pattems Visuslizatian
7 Time - Zoam O
1 = = EE_
#Format ~ | Show:20PerPage~ | View: Lisi~ 1] 2 MNem»
< Hide Fiek i Time Event
H 24 5 05:01 TPva
SELECTED FIELDS SEuIs i :
. 10:58:43.000 PM
\ Sales_Dept  host
@ source 4 > 6Z42s 20:32:56 (D : 2005 Jun 25 02:35:16 UTC of-a88a-bE5260561b8a : NFTD-svC-4-722051; Grow <IT_Dept> user (D 1P - GEENNNED- 1Pvi Ad
8:32:58.000 PM QD> 1Pv6 address <::> assigned to session
STERESTING FIELDS
" 5 licy = IT_Dept 5 e
> BS 0:29:15 (D : 203 ) pept> User D 17 <D 1r:
B:29:15.000 PM SR 17 address <:
cy = Sales_Dept  host = (D
> B2 aBbeati-8528-11ef-aa8a-b65abes61baa © % : Grovp <sales_pept> user (D - (D 7+

B:27:27000 PM n

+ Extract Mew Fields

¥ BI2425
B:26:50.000 PM

583-BESILA5EIEA ¢ RFTD-sve-4-722051: Grow <Finance Dept> ser (D 17 QNN 1F
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New Search Saedsv  Create

index="cisco_:

fed_syslog”™ | rex field=_raw "Group \<(7<group_policy»[*> #\> IPva Address \<[hd\.]*\> 1P address

group_policy

< B events |
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Events (28) Statisties (4]
20 Pe = @l Preview: On
group_policy * s count =
5
IT_Dept 2

Sales_Dept 7
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Search

Sove As~
New Search Sovm
index="cisco_sfw_ftd_syslog® | rex field=_raw "Group ‘<{<group_policy>[*>J+3\> User \<[*>1\> IP \<[id\. J*\> IPv4 Address w<[hdl. J*\> IPvE address \<[*%>10\> assigned to session®| search growp_policy=s |
group_policy
« IB events [before TN3/25 8:15:04.000 PM) ob v ) 3 B Verbose Mode »

Evenlts (28)  Patterns
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New Search Save Az reate Table View  Close

index="cizen_stw_ftd_syslog® | rex fielde_raw "Group ‘\ofT<growp_policy>[=>1+)\> User \<f*»3+\> TP \cfid\. Jo\> IPvd Address \<[\d\. ]+\> IPvé address “<{*\>]+\> assigned to session®] sea = Al time = n
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Save Panel to New Dashboard X

Dashboard Title FTD_Dashboard |
ftd_dashboard # Edit ID

Description Optional Yy

Permissions & Private v

How do you want to build your dashboard? What's this?
Classic Dashboards Dashboard Studio NEW
The traditional Splunk dashboard A new builder to create visually-
builder rich, customizable dashboards

Select layout mode

Absolute ; :—--'—J | Grid
Full layout control | | —T ! Quick organization D!'I"'I
. | O
Panel Title Successful RAVPN Connections Per Group Policy
Visualization Type € Pie Chart B Statistics Table

» Advanced Panel Settings

Save to Dashboard
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> Search & Reporting

Dashboards include searches, visualizations, and input controls that copture and present available data.

Latest Resources

nire to Dashboard Studic I Intro to Classic Dashboards
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4:5736.000 AM

> &2372%
4:57-23.000 AM
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<tfroot>

Permissions: Shared in App.
Alert Type: Real-time (allows failed user authentications in the last 10 minutes can be tracked continu
Trigger Conditions: A

cust om
condition is used to search if the
rej ect _count

counter from the SPL query has exceeded 10 in the Tast 5 minutes for any IP address.
Trigger Actions: Set a trigger action such as

Add to Triggered Alerts, Send emmil, etc.

and set the alert severity as per your requirement.

Save As Alert X

Settings

Title Alert to notify more than 10 failed attempts in 10 minutes

Description Optional

Y
Permissions Private Shared in App
Alert type Scheduled Real-time
Expires 10 minute(s) v
Trigger Conditions
Trigger alert when Custom =
Per-Result

. ] Triggers whenever search returns a result.
e.g. "search count >

Number of Results

in Triggers based on a number of search results during a
rolling-window of time.
Trigger
Number of Hosts
r Triggers based on a number of hosts during a rolling
Throttle ? D gge donam ost ring a ng
window of time
Trigger Actions Number of Sources

Triggers based on a number of sources during a rolling

+ Add Actions Y

window of time.

o Custom

'TIQQDIS based on a custom condition during a rolllng

— Ill-ne m
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Trigger Conditions
Trigger alert when Custom »
[ search reject_count>10
e.g. "search count > 10°, Evaluated against the results of the base search.
in 5 minute(s)
Trigger Once For each result
Throttle > [}

Trigger Actions
+ Add Actions
When triggered v M Add to Triggered Alerts Remove
Severity Medium v
Info
Low
High
“
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New Search
E}Fh":d'” slog”

| P T
Ipen bockmarks (Ctrls
¢ 290,844 events (VN325 100000000 AM o
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o
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23

Time

i
714/25 jul 14 @1:
host = (D  source

»
1:36:00.000 AM

Ea el gl 7|

u]

FTD_Dashboard

Global Time Range

Last 24 hours

RAVPHN Connections Per Group Policy
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rr

Event
i1 14 01:36:00 (D :Jul 14 07:36:09 UTC: %FTD-config-7-111089: User 'enable_1' executed cmd: show resource usage resource Routes
udp:5156

wrrenl active Secure Clhent Co



a
Display View Owmer App =
none search
none admin

Next Scheduled Time <
2025-07-14 01:24:00 Pacific Daylight Time
me

1:24:00 Pacific Daylight Tim

2025-07-14

Actions

Searches, Reports, and Alerts

Searches, reports, and alerts are saved searches created from piwot or the search page. Leam more [

2 Searches, Reports, and Alerts

Mamg

Actions
L]

u X
Staws
Running (real-time)

=
Runtime

=
Expires =
022937
qQ

W, 2025 122730 AM
Find

Ju
@. Search & Reporting

Jobs
Manage your jobs. Leam More 12
68 Jobs Appe S v & Reporting {search) =
-
i U owner Application = Events Sie = Created at
admin search n 45T MB Jul 13, 2025 10:56:02 PM
Alatt ta notify mare than 10 falled attempts in 10 minutes [real-time
Save As v lose
W1, 3 A" h user_ip=* Realtime = B
ob » n = . 3 T
reject_count =

auth_status=fejected | rex "user IP = (T<user_ip>\d{1,33(%:\

e
o
1

Alert to notify more than 10 failed attempts in 10 minutes
Tcauth_status>\we)\s=:"

Search
ntication

index

Wisualization

Statistics (1)

user_ip =
T
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