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File Action View Help
s AEXEDE= HE &
:?.} ?H':p Option Mame Vendor Value Policy Mame
v & ‘:‘"I';zr“‘"’f“"“‘ 2] 003 Rrouter Standard 192.168.7.2 None
w "
:"_0 Scope (1921687011 ££| 006 DNS Servers Standard | Seope Options ? =
- & Address Po;:;ll [&] 043 Vendlor Specific Info Standard
i General anced
& Address Leases Ao
&l Reservations Avalable Options Descrigtion. A
EIOREH NS 040 NIS Domain hame Name of Ne
-] P°|I{I!i. 047 NIS Servers Addresses ¢
1 Senver Options 0042 NTP Servers HAddresses ¢
4| Policies [ 043 Vendor Specic Info Embedded ' v
¥/ Filters < 3
» B IPvE
Data eniry
Data: Binary: ASCHI
ooon |

Default_Config_Of_Option_43

Wireshark& Al&3st= M £0{A OFFER m{Z!of A= Z0o|7t 02l

2 FHlghLlct

2845.. 25665.243313 152.168.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x74376143

2845. 25665.243654 192.168.2.6 192.168.7.2 DHCP 342 DHCP Offer = Transaction ID @x74376143

2845. 25665.243685 192.168.7.2 192.168.2.6 DHCP 372 DHCP Request - Transaction ID 8x74376143
Server host name not given A 98 50 S5 a@ 94 Tc @B 5@

81 48 @5 f3 20 6@ 80 11
@7 02 00 43 20 43 01 34

61 43 oo oo HGE

Boot file name not given

Magic cockie: DHCP
Ba3e

ion: " e o3 29
Option: (53) DHCP Message Type (Offer) 02 96 c@ a8 B7 82 809 58
Option: (1) Subnet Mask (255.255.255.8) 06 60 B3 00 B3 89 83 88

' Option: (58) Renewal Time Value B0 00 DO 00 0D 80 OB 80
Option: (59) Rebinding Time Value 80 00 00 02 B0 00 00 00
Option: (51) IP Address Lease Time 26 8@ 08 9@ 28 80 88 88
Option: (54) DHCP Server Identifier (192.168.2.6) 80 66 b0 0B G0 00 00 80
Option: (3) Router el
Option: (6) Domain Mame Server 900 50/08 10008 5008

v Option: (43) Vendor-Specific Information x : x : : x : :

Length: @ 00 00 90 00 B9 92 09 99

Value: <MISSING> 29 80 PO 90 00 20 00 20

Value: <MISSING> 98 80 9@ 02 20 90 88 B0

Non_Working_Server_Side_cap
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<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1
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ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface

DHCP: Received a BOOTREQUEST from interface 3 (size =
DHCPD/RA: Binding successfully added to hash table
DHCPRA: relay binding created for client 0050.56a0.2c59.
DHCPRA: setting giaddr to 192.168.7.2.
dhcpd_forward_request:

302)

DHCPDY RA: option 43 is mal forned.

DHCPD/ RA: Unabl e to | oad workspace.

request from 0050.56a0.2c59 forwarded to 192.168.2.6.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface

DHCP: Received a BOOTREQUEST from interface 3 (size =
DHCPRA: relay binding found for client 0050.56a0.2c59.
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DHCPRA: setting giaddr to 192.168.7.2.
DHCPRA: Server request counter 1
dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
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File Action View Help

oo 2@ XE G HE &

] [E_HCP Option Name Vendor Value Policy Name
v B ‘i’.i“':fp‘”‘f"qm ) 003 Router Standard 192.168.7.2 None
v 3" P 4Scope[192.158,7.0] || ] 006 DS Servers Standard | Scope Options 7 X
" 043 Vendor Specific Info Standard
;_; Address Pool General | Advanced
@ Address Leases
“— Reservations Available Options | Description A
;:u Scope Options [ 040 NIS Domain Name Name of Ne
& Policies [ 041 NIS Servers Addresses ¢
.3 Server Options [J 042 NTP Servers Addresses ¢
3 Poicies 083 VerorSpecc o Ebeddod 8
7| Filters < >
@ IPvE N
Data: Binary: ASCII:
oooo oo

Changed_Binary_Value_to_1

=M 430 Z2to| 12 M- E B2 MHE DORA T2 A|A

2848 25602.486685 192.165.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x%a683824

2848.. 25E82.486078 192.168.2.8 192.168.7.2 DHCP 342 DHCP Offer - Transaction ID 8x9a683824

2848.. 25882.409264 192.168.7.2 192.168.2.6 DHCP 370 DHCP Request - Transaction ID 8x3a603824

2848.. 25882.489833 192.168.2.6 192.168.7.2 DHCP 342 DHCP ACK = Transaction ID @x9ac88824
Client hardwore address padding: ©0EOBEEEOEOERBRE000E N ®1 48 65 f4 06 0O 60 11 00 0O c ab 02 86 B a8 H- -~~~ -~ -~
Server host name not given 67 B2 98 43 00 43 81 34 8b 9e 82 81 95 8@ Ja 6@ B A e
Boot file nane not given 62 66 o6 a6 07 02 06 5 56 = 2 9 00 80 00 80 ... P V.,¥
magic cookie: pHCP 2@ 20 03 30 00 03 80 03 90 02 90 B9 0@ 20 07 60

> Option: (53) DHCP Message Type (0ffer) ©0 80 92 G0 0 ©0 00 00 B0 9@ B2 Be e 80 88 80

» Option: (1) Subnet Mask (255.255.255.8) B0 50 0O 0O B0 06 6O BE 0O OO 0O GO 0O 0O 89 88

* Option: (58) Renewal Time Value 20 90 00 B0 90 00 B0 0P OO0 O9 90 9D 90 B0 90 99

* Option: (59) Rebinding Time Value 82 B0 80 GO 92 00 6@ 90 ©0 ©° 60 80 82 6@ ed o8

> Option: (51) IP Address Lease Time B8 & 90 00 BB 20 00 DO 0D B0 0O 0O 20 0@ 29 B0

> Option: (54) DHCP Server Identifier (192.168.2.8) B0 02 06 8¢ 0 90 60 60 °O OO Be PO °O 89 80 60

> oOption: (3) Router @ B0 OO G0 OO 0P B0 OO 00 90 0O 80 0D 8O 80 08

* Option: (6) Domain Name Server G058 80)88 (89/09.98 09/ (09)90 60109 [B6108 6969 i

- = : G0 80 00 90 0O 0D 0O 00 0O OO 0O 0D 00 00 00 00 .
Option: (43) Vendor-Specific Information ©2 B0 PG G0 90 9@ B0 OO B0 90 80 80 90 80 90 98 s

Length: 1 00 00 00 00 00 00 80 00 0O PO DO B0 O 80 80 00 e
Value: @@ 2@ 90 99 82 90 90 63 82 53 63 35 81 & 84 ff seage BLBecses
» Option: {255) End ff £f 92 3a 24 92 @5 46 22 3b 84 @2 @9 3a 30 33 ‘ H 3
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2907.. 1837526.548275 0.0.0.9 255.255.255.255 DHCP 344 128 DHCP Discover - Transaction ID 8x9a6@s824

2987.. 1837526.558283 192.168.2.6 192.168.7.18 DHCP 342 72 DHCP Offer - Transaction ID @x9aG@s@24

2987.. 1837526.551703 @.0.0.8 255.255.255.255 DHCP 378 128 DHCP Request - Transaction ID @x9a6@8e24 —
192.168.7.1@ DHCP 342 72 DHCP ACK - Transaction ID @xJac@s@24

2987 1837526.553088 192.168.2.6

Option: (53) DHCP Message Type (Offer) |[eeee e se s& ae 2c 5o EEIELIMEL a0 48 2d @8 @0 45 @@ PV, VHDR] H- E-
Option: (1) Subnet Mask (255.255.255.8) Bl 48 11 12 48 8@ 48 11 96 32 c@ aB B2 86 c@ ad He-@-H- -2:00--
Option: (58) Renewal Time Value 87 B2 00 43 0 44 ©1 34 48 45 02 01 @6 00 e2 68 C'D-4 HE h
Option: (59) Rebinding Time Value 3c 3f 0 90 00 60 60 B0 OO B0 O aB B7 B2 €@ A8 <P coeeee-
82 86 O a8 @7 B2 B0 58 S5 a0 2c 59 69 80 @9 @0 PVeLY

Option: (51) IP Address Lease Time

. 66 g0 0D O 00 OO OO B0 ©D OO OO OD B9 OB BB BB - .- celeeeen
Option: (54) DHCP Server Identifier (192.168.2.6) B0 00 O 92 B0 GO 0D 00 ©2 PO 0O 0D 0O 88 2R B8
Option: (3) Router 62 20 02 00 B0 GG 0P G0 00 B0 0O B0 BO ©0 BR 00
Option: (6) Domain Name Server 68 B2 00 00 00 OO B0 00 ©OD 90 OO OO0 B0 0D B0 88
v QOption: (43) Vendor-Specific Information B8 82 99 B PO 6O 89 99 ©D B0 B8 B0 B9 B0 BB B0
Length: 1 B0 60 0B 00 B0 0D 0D G0 OO0 00 00 0O 0O 60 BO B0
value: 88 68 90 02 00 B0 00 OO 00 ©D B0 0D OO 00 00 PR 00
" AR AR QR AR A AR AR AR GO A AR AR AR AR BB OO

20| Atol=_ Bt 7

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: Server requested by client 192.168.2.6

DHCPRA: setting giaddr to 192.168.7.2.

DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: exchange complete - relay binding deleted for client 0050.56a0.2c59.
DHCPD/RA: Binding successfully deactivated

dhcpd_destroy_binding() removing NP rule for client 192.168.7.2

DHCPD/RA: free ddns info and binding

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client |Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

CHES S QlgLch
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<#froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

<tfroot>

><Press Enter>
firepower#

pi ng

FTD CLIO|A DHCP Z&|0| o|0|™ME Zdm|efo|AME =FelgtL|Ct.

<#root>
firepower#

show runni ng-confi g dhcprel ay

dhcprelay server 192.168.2.6 dhcp_server
dhcprelay enable Lan_network

dhcprelay timeout 60

dhcprelay information trust-all
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Use Firepower Threat Defense Captures and Packet TracerE & 235l0o4 miZ! X E &1}
=g = JUsLch
olFloll Alztet S ThZ! x| Mg BXISHT ARISH2AH below WS MHE LI}
<capture_name> % Q1
4. 4 EE HAE ST dheprelay debugE +=&5te{™ ot BHES A =L|ct
O|ZA| 5t24™ FTD CLIo| 22l LCt
<#root>
system support diagnostic-cl
enabl e
Enter& +&LICt
<#root>
show dhcprel ay statistic
show dhcprel ay state
He AdELIC

Cle{7t o|Ol g R
<#root>
show debug
<#root>

To capture debug excute below commands

debug dhcprel ay packet
debug dhcprel ay event


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#toc-hId--2053957342

<#root>
To disable debug

undebug al

e =

- O -1

rel
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-dhcp-ddns.html
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https://www.cisco.com/c/en/us/support/index.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



