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« Cisco FTD HX 7.4.1(H= 172)
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3 GigabitE thernet0 /0 outside [ ] Routed Enabled
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EtA| 0 QIE{T| O] A Gio/1
Edit Physical Interface(Z 2| /E{m|0|A

o

1. 2IE{H 0| A O|&(0| B2 outside)S A3

2. &El £EIO|HE AHE EE(
)22 A™fLict
3. IPv4 Address(IPv4 =4) B2 22

4. OK(&ehE S=igfLict

|
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GigabitEthernet0/1

Edit Physical Interface

interface Name Mode Status

outside? Routed Ml o

Description

Pvd Address IPvE Address Advanced

IP Address and Subnet Mask

10.1.11 / 255.255.255.0

Standby IP Address and Subnet Mask

CAMNCEL

EtAH 0 QI Ol A Gio/1 =7
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FALEH EHHIE BH=5tod EX ISP @22 QI8 QUEH0|AE FEFELICE 0] oiol A 22X Qe
O|A & GigabitEthernet0/2 ] LICt. Edit Physical Interface(= 2|3 QIE{H|O|A TE]) ol M

ro

1. QIE{H|0|A O|F (0| A= outside2)= A FLICH.

2. &Ef £EI0|HE ME HE(



)22 MEgct,
3. IPv4 Address(IPv4 F4) B2 221511 IPv4 TA(0] B2 10.1.2.1/24)8 F4&LICH
4. OK(EHQhE S=gLct.

GigabitEthernet0/2

Edit Physical Interface

interface Name Mode

outside2 Routed o

Description

Pvwd Address IPvE Address Advanced

Type

Static w

IP Address and Subnet Mask

10.1.21 ' 24

standby IP Address and Subnet Mask

CAMNCEL O

EtA 0 QIEH 0|4 Gio/2 =3

FALE A E BtE5H01 LI ¢S 21Tt QIEHI0|AE T LICH o] ool 22l QIE{m|o[A
£ GigabitEthernet0/3/L|C}. Edit Physical Interface(E 2% QIE{H|0|A T E]) &0l



1. QIE{mO|A O|& (0|l 32 UiF)S HdEELICH

2. &Ei £2I0|EHE AH8 %
)S 2 MdYgct

3. IPv4 Address(IPv4 =24) B2 Z2/5t 1 IPv4 40| B2 10.1.3.1/24)8 FA8HLICH.

4. OK(EHQhE S =IgLct.



GigabitEthernet0/3

Edit Physical Interface

interface Name

inside

Description

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.1.3.1 f 24

Standby IP Address and Subnet Mask

EtA 0 QIE{H Ol A Gio/3 =7

Mode

Routed

CANCEL

Status
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Objects(7HA) > Object Types(7H&| F&) > Networks(HE )2 0|53t F7} 0tO|Z(
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P &2 6 Ex = ODO@@ ;: = T
Manitoring Policies Dbject Device: firepower e s - h )

Administrator

ObjectTypes ¢ Network Objects and Groups

T Networks

|

8 objects h 4 +

1 IPvd-Private-Al-RFC1018 Group IPvd-Private-10.0.0.0-8, Pvd-Private-172.16.0.0-12, IPvd -Private-
192.168.0.0-16

2 |Pvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

1 IPvd-Private-172.16.0.0-12 METWORK 172.16.0.0/12
4 IPvd-Private-102.168.0.0-16 METWORK 192.168.0.0/16
3 any-ipvd NETWORK  0.0.0.0/0

o any-ipvl METWORK /0

OEFA| 7HA |1

Add Network Object(HE |3 7HA F71) FollM & ¢Hml ISP HO|EQ|0[& F - EfLICt.
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Add Network Object

Name

gw-outside

Description

Type

Network @ Host FQDN Range

Host

10.1.1.2

2 ISP HO|E S oloi| CHE HIERXH T AN E FE=LICH

OEtA| 7HAI2
SAFE BB HHEstod £

. A2 Name(0|&)E AT LICHO| B gw-outside2).
. AX o] RE(0| R ZAE)S MEAFLICH
BAEQ|IP FAE MHEILICHO| B 10.1.2.2).

OK(®2)E Z=IeLIch
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Add Network Object

Name

gw-outside2

Descrption

Type
Network i@) Host FQDN Range

Host

10.1.2)2

0EF7A| 7HAI3
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i"f] Firewall Device Manager
gy i Monitoring Policies Objects

by ©®eeo

Mode! Software VDB
\Cisco Firepower Threat Defense for KM 1.47-1712 IT6.0

Device: firepower

Intrusion Rule Update Cloud Senvdices High Availabity

20231011-1536 @ NotRegistered | Regster Not Configured
&

Routing

2 static routes

Interfaces
Management: Merged

View AllInterfaces » View Configuration

Updates

Geolocation, Rule, VDB, System Upgrade,
Security Imeligence Feeds

» View Configuration »
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Add Multiple Virtual Routers
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Add ECMP Traffic Zone
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Zt H[O|ES{olofl CiEr HAZE LB 5= Ol AF8 == SLA A E Helstzd™ Objects(ZAl) >

Object Types(ZH&l| 7&) > SLA Monitors(SLA 2 L|E{)2 0|5 35t1, 7} 0}0|F(
)2 22I5t0o4 & My ISP @420l CiEt M SLA 2LIEE F7HELCE

6] 3= == I-"_\I |'(;‘I /5\] ,/3\| . el P arlossls
Monitoring Policies t Device: firepower N e WS Adirminis trat: cuco
Object Types '~ SLA Monitors
T Networks ™ +

4 @ o

CREATE SLA MONITOR

& UR
9 Ge
e
A xe
o

BB = N

-‘-I

26| IP SLA1

Add SLA Monitor Object(SLA R LIE{ 7H&| F71) oA Ct2e $&EfLict,

1. SLA 2L|E{ Z4x{|o| 0| & MEAxo =2 MBS MHFLICHO| B2 sla-outside1).
2. BLIE FAE MHELICHO| B gw-outside1(3 EmY| ISP HO|E | 0]).

3. ELIE FAE AY = U= CHY CIEHI|0|AE MHEELICHO| B outside).
4. 3 AlZH 2D 9 YHZEE ZHE 45 YL OK(EQ)E S



Add SLA Monitor Object

Name

sla-outsidel

Description

y
Monitor Address
gw-outsidel v
Target Interface
outside1 (GigabitEthemet0/1) by

IP ICMP ECHO OPTIONS

o Following properties have following commelation : Threshold £ Timeout < Fregueancy

Threshold Timeout
5000 5000

Fraquency
60000

Type of Service Number of Packets Data Size
0 1 28



Add SLA Monitor Object(SLA 2 LIE] 7HX| F7t) oM FAHEF BHAHE BH55t0{ 5 Hm ISP 242
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Add SLA Monitor Object >

Name

sla-outside?

Description

.
Monitor Address
gw-outside2 v
Target Interface
outside2 (GigabitEthemet(0/2) v

IP ICMIP ECHO OPTIONS

o Followang properties have following oosmelation: Threshold £ Timeout £ Fregquency

Threshold Timeout
5000 5000

Frequency
60000

Type of Service Number of Packets Data Size
0 1 28




2EHH IP SLA3
3EA. B2 FHE MEsl0 1H B2 74

Device(C|HIO|A)Z 0|58t CHS Routing(BHR &) 20| 213 & Z&IgtL|C}.

B W9 nW B2E TA4sts BHREl 27 ofolE
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)

Add Static Route(d B2 F7t) &oiM

>

1. B29| 0|F U MEHMo 2 MBS HHELICE 0] B route_outside1 LT

2. Interface EECHE SH0|AM EEfTE MESE QEHM0|AE MEHFLICH QIE{HO|AE Sl
HO|ERO| FA0f HAMAEZ 4= Rlo{oF & LICE O B outside(GigabitEthernet0/1).

3. 0| Z20o{M HOIEQO|IE A E35t= CHY HERI E£= ZAEE A|HS= HESIZE ME
gruict. o] Zd< Ol2] HolEl any-ipv4 7+ A ElLILCE.

4. Gateway EECI2 SF0|M HOIEQ 0| IP FAE AHet= UEXI ZANE ML
Ecj=Eo| O]l FAZE MSEELICE O] B gw-outside1(3d M ISP H 0| E ) 0)).

5. B2 9| HEZ|(1~254)2 g LICt. o] oflof = 1Lct,



6. SLA Monitor EELCI2 S5 0|M SLA 2LIE| AN E MEIEILICE 0] Z< 0= sla-outside1 ¥
LIC}.
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Add Static Route

Name

route_outside

Descnption

y
Interface
outside (GigabitEthemnet0/1) hd
Protoco
@ Pud ) VG

Metworks

-+

Matnc

CAMNCEL

[

3EHA BE2




Add Static Route(1’d A2 F7I) H0|M RAEH EHAH E BHS5t0 F Hml ISP Q0| = CtE 17

LS

B2 E FYELICH

1.
2.

20| 0|§ ¥ MEiMoz MHE HYELICL 0| B route_outside2 &I L|Ct
Interface EECH2 S R0 EiEE MEE QIEH|0|AE MEASLICE QIE{H|O[AE S8
HOIESO| FA0i HMAE 5= 2lo{ofF B LICt. O B2 outside2(GigabitEthernet0/2).

. 0| B20|M HO|EQOIE AIEdt= Tl HERXHI E= SAEE AlHES= HESITE M=

gfuict. ol Z< Ol2| Mol any-ipv47t AL ELICH

. Gateway E&CH2 S50|AM HO|ES0|2| IP FAE AlEsts HESXT AAE MEJELICH

Eof=Eo| o] FAE & ELICE 0] B2 gw-outside2(F ™Y ISP H|O|E 9| O) L.

. A2 9| HE&|(1~254)2 AT LICt o oflof M= 1ILCH.
. SLA Monitor EECH2 S50 SLA ZLIE{ HME MESELICE O] A|L2|20 M= sla-

outside2 &l L|C}.
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Add Static Route

MName

route_outside2

Descnption

interface

outside? (GigabitEthemet0/2) >

Protoco
@ Pud Y B

Networks

+

Gateway Metnc

gw-outside2 - 1

CAMNCEL O

3EHA BE3



A2 E2H0| Q= outside1 2 outside2 QIE{H|O|AE E5t 271o| BE 7} U&LICE

douting

Add Multiple Virtual Routers v . Commands « £ BGP Global Settings
Static Routing BGP OSPF EIGRP CMP Traffic Zone
2 rout b 4 +

1 route_outside1 outside1 Fvd 0.0.0.0/0 10.1.1.2 sla-outside 1

2 route_outside2 outside2 Pud 0.0.0.0/0 10.12.2 sla-outside2

3EHA A=24

_,_
(e}

FTDL| CLIol 230Ql6t HHES A0 ZF B showzone off &8 QIE{H0|AE T #5104 ECMP EBHT B
of CHEt WEE =elghLict

<ttroot>

> show zone
Zone:

Cut si de
ecmp

Security-level: 0

Zone nenber(s): 2

out si de2 G gabit Ethernet0/2

out sidel G gabitEthernet0/1

AZ| 32f|0|M0dl show running-config route CHEH A8 Q1 |80l E &QlIFLICH Ol B9 B2 E=Y

<#root>
> show running-config route

route outsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route outside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

oH _?_
O, Egi=lo| = ISP 3|2 ztof B4HE = USLICH

<tfroot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA externa type 1, N2 - OSPF NSSA externa type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2, V - VPN
i-1SIS, su- 1S ISsummary, L1 - IS-ISlevel-1, L2 - ISISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via 10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 1is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 1is directly connected, inside

SLA 2 LJ|E] show slamonitor configuration 2| Z1I|12{|0| A4

o
o
9

ol
{ni]

L
(u}
AL
(m]
AL
]
AL

o
>
o
==
9'I_I

C

o

<tfroot>

> show slamonitor configuration
SA Agent, Infrastructure Engine-I1
Entry number: 1037119999
Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: outsidel

OIE{H| 0| A outsidel™t outside2E S5l S

olst y

= -

2oz 2719



Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 1631063762
Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

SLA ZL|E{ show slamonitor operational-state & Ef & = Ql5t2dH HHES A&E LIt 0] 22 W &0l M "Timeout occurred:
FALSE'E &2 # /2, ol Ho|EQ ool chet IcMP o 27} E|dlstn Qi8S LIERALICE kA CHAf QIE{H|0|AE S1tete
7|2 427t g45tz|of 2t H|O|go| ExIELIC

<#root>

> show sla monitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never



Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

ZE WHy

ECMPELE7} ECMP ¥2i9| 70|Ef 0| Ztol EEHE WHAE sst=X| =I5t 7| 2/5H FTDE S8 =7| EE{E. show conn 0| &
2, Test-PC-1(10.1.3.2) &! Test-PC-2(10.1.3.4)H| A QIE{H EAE(10.1.5.2)2 SSH RS A|&5l D, BHHS Asislod & 1sp 23 7ho]
Eff=o| 2= WHAME|=X| Q5 1, Test-PC-1(10.1.3.2)2 interface outsidel 2, Test-PC-2(10.1.3.4) = interface outside2E 74 2{L|C}.

<#root>

> show conn

4in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:02:10, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:00:04, bytes 5276, flags U O N1
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occurred: True"E HE & U2, ol X MM ISP HO|E S| olol CHEH ICMP Ol 27t SE 5t K| 28 S& LIEFHLICEH

<{froot>

> show slamonitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 06:14:32.801 UTC Tue Jan 30 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 06:14:32.802 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1
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<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

rr
0x



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2
ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route
Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

H23S M show conn F 7He| @4Z40] 0%15| &t

2(10.1.3.4) M ST glo| E-sHELICH
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B0l g &olgh £ Q&L SSH MM Test-PC-1(10.1.3.2) X! Test-PC-

<tfroot>

> show conn

4 in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1. 3. 4:41652 outside2 10.1.5.2:22, idle 0:19:29, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:17:22, bytes 5276, flags U O N1
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<tfroot>

> debug ip routing
IP routing debugging is on

RT:

ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, outsidel

ha_cTuster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static metric [1/0]NP-route: Delete-CQutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only):

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, outside2

BES dstod Y 2t EHIOIS S F U7 LICH show route .

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

A el 1SP A[O|EQfolodl CHEF 237} CHA| 2H & 5HE QIE{H| 0| A outsidel 2 S&t B2 7t 2t E| O[S0l ChAl F7HELICH

<tfroot>



> debug ip routing
IP routing debugging is on

RT(mgmt-only):

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, outside2
via 10.1.1.2, outsidel
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X 2t El0|E2 # QI LICH show route.

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.00.0.0.0[1/0] via10.1.2.2, outside2

[1/0] via10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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