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» Cisco Secure Firewall Management Center 7.6.5
 Cisco 2ot &3518 76,5
« Windows Server 20220{| A A& E|= Microsoft Active Directory.
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FMC UIO{ A Integration(8 &) > Other Integrations(7|Et &) > Identity Sources(ID &A)2 O|&
St Passive Identity Agent(=& ID O|O|ME)E Z=IELICt. Cisco Secure Dynamic Attributes
Connector7} O} 2| & M3} | x| o2 Z4 < Enable CSDAC(CSDAC &43hHE Z2l5tof EMd&tstet
= HIAIX|7F EAIELICH

abal.  Firewall Management Center

CISCO  |ntegration [ Other Integrations | ldentity Sources:

A Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
| ]
Overview Configure Identity Sources
Il
Analysis Service Type:
Mone Identity Services Engine @,‘ Passive Identity Agent
-}
Policies 2

A You must enable the Clsco Secure Dynamic Attributes Connector (CSDAC) for this to work. Do you want 1o proceed? Enable CSDAC

=& IDHO|HME

Enable(&d3t) HE S Z2I6t0 CSDACE Ed3HErLICh



Enable Cisco Secure Dynamic
Attributes Connector?

This identity source requires CSDAC to be enabled. Doing so can take about

15 minutes.
CSDAC Al
Ol A= & 108 HE AL ELIC CSDAC7t MCHZ &3 Z|™M DonebuttonE 2 2/5H04 7| T

HErLict.



Enabling Dynamic Attributes Connector

° Dynamic Attributes Connector enabled successfully

@ Preparing Docker.

Done

®

@ Verifying images.

Done

@ Downloading connector images.

Done

A Downloading Core images.

Done with warnings

@ Using local images.

Done

@ Bringing up Core services.

Done

® Bringing up API service.

Done

CSDAC Al
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Jli.ili.  Firewall Management Center

cisce Iddentity Sources

- Cloud Services  Realms  Mentity Ssurces  High Avsdabdity  eSteseer  Hodllnpul Chest  Sesnt Saitwass Manager On-Prom
el — - —
= Configure Identity Sources
Overview t
Sarvice Type:
ul )
Analysis [ Idersity Sarvices Ergine (W) Passive dentity Agent
=
Policies | n Your changes will be afective after you save Passive Mdentity Agent as the identity Source.
Devices How does it work?
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Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |® Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.
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uhaly. - Firewall Management Center Doy Q@ @ @ | Gobel\admin +

CISCO |nteg : [ Identity Sources
o~ Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
|
Overview Configure Identity Sources
nl
Analysis Service Type:
) None () Identity Services Engine (®) Passive Identity Agent
=)
Policies

ﬂ Your changes will be effective after you save Passive Identity Agent as the identity Source.,

Devices

Objects
g Domain Controliers Manitering Agents Hestname © Connection Status <~ @

S ,

Intagration

ewall Management Center — :
Identity Sources epoy Q0) & @
. Cloud Services Realms Identity Sources High Availability eStraamer Host Input Client Smart Software Manager On-Prem
Home
|
Ovarview Configure Identity Sources
ul
Analysis Service Type:
) None _' Identity Services Engine "!\l Passive ldentity Agent
]
Policies
Q) Search by agent name or domain controller name Create Agent
=
Devices Domain Controllars Manitoring Agents Hostname 0 Connection Status -~ @
-
-
Objects
& 10.62113.247 LAB-Agant (standalons, Mot Applicabile 7 [ S () B S |
Integration

10 AE ID OO|ME &= 3[ME ALE5t04 HEHE LIEIL T, T2 0f| 0| ET}
Secure Firewall Management Center@t 843X o 2 S4I5t 20| gig S o|0IELICH MZ
MME oo|ME 2 FEAM0|H Ao o|Mo| 2 2 E WX | XIELICH
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8to| 4= Secure Firewall Management Center AF A} O

+5 ID oflO|MES SAIE £ Q)

SLICH Ol A&RH= =
HEto| S4B &/ d3tsfof

FMC UI0{| M System(A|AH]) > Users(AFEXH)E 0[S 5t Create User(AtE X )& ZEIELICH
2] QT ALEol et AHEXF AHE HEE 2FLIC

User Configuration

User Name “ passiveidentity

Real Name [

Email Address [

r

Authentication E] Use External Authentication Method

Password sssssssss J

Confirm Password sessscsee

Maximum Number of Failed Logins | 5 (0 = Unlimited)
Minimum Password Length | 8
Days Until Password Expiration | 0 (0 = Unlimited)

Days Before Password Expiration Warning | 0

D Force Password Reset on Login
Options C] Check Password Strength
(] Exempt from Browser Session Timeout

Passive Identity UserroleBt &2 & LICH M&E HES ZE/gLICt



User Role Configuration

Default User Roles

Custom User Roles

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Network Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

Passive Identity User

0800000000000

REST VDI

=& id AHS R M=

Passive Identity Agent AZE Qo Mx| L M

X HE TH Q! ZAEE B0 Passive Identity Agent

AZEQ01E AR & FEELICH

software.cisco.comOi|A IHA|E ID OfO|MEE CIR2ZE§L|LC}.



https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt
https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Downleads Home [/ Security f Firewalls / Firewall Management / Secure Firewall Management Center / Firepower Management Center 1600 / Firepower System Tools and APIs- Passive Identity Agt

(U searen.. ) Firepower Management Center 1600
( Expandan | Eoliapse At )] Release Passive |dentity Agt Related Links and Documentation
= A My Notifications Release Motes for Passive identity Agt
Latest Release w : Release Motes for Passive identity Agt 1.0
T3Agem=t-4-1 File Information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive Identity Agent 16-5ep-2024 1.59 MB EAATE ]
CiscoPassiveldentity Agentinstaller-1.0.msi
Ewvent Streamer SDK Advisories [
Al Release ~ Installer for the Cisco Passive Identity Agent 11-Mar-2025 2.16 MB LA ]
CiscoPassiveldentityAgentinstaller-1.1.msi

Qualys Connector p Advisories []

Passive Identity Agt >

Event Strearmer >

TsAgent >
AZEQO{CIREC
HO|MEE CIRELE & MR HEEE MM X Z2MAE AlZEfLICH
¥ 7 = | Downloads
Home Share View

— v 4 4 > ThisPC > Downloads v 0
~
Name Date modified Type Size
# Quick access
¥ CiscoPassiveldentityAgentinstaller-1.1.1 04-06-2026 06:28 Windows Installer ... 2,276 KB

I Desktop +
& Downloads »
i‘::'.“, Documents »
‘= Pictures »

Cisco Passive |denti
[ This PC

g Network

cH2l 2!




ﬁ Cisco Passive |dentity Agent Setup —

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

Install

I‘:|=| Passive Identity Agent AZEQ|0{E €1 291 Q7 Alglol X|MHEI CHE Te

FLICH Test(EIAE) HES Z2/5t0{ FMC2te| 442 = QIgtLC}.
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44 Cisco Passive Identity Agent 1.1.0-1 — X

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration .

BN -

Primary FMC FQDN / IP address Port
10.62.184.97 © 1443

FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sssssnene

The credentials for the connection (Primary or Secondary)

Agent

& 8 Aowrt C
Q Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
corfiguration

| have Secondary FMC -

——

Username/Password
created in previous task

Test €= Click here to test the connectivity




4 Cisco Passive Identity Agent 1.1.0-1 - P

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

=

Primary FMC FQDN / IP address Port

10.62.184 97 © 1443
FMC FQDN or IP address and Port of the FMC

Usemame Password

passiveidentity sesssenee o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration
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e Passive |dentity Agent -

Secure Firewall Management Center

Center this agent communicates with.

Configuration
Primary FMC FQDN 10.62.184.97
/ |P Address:
Port: 443
Usemame: passiveidently
Passwod:
Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

Enter the fully qualfied domain name or |P address of the Secure Management

X

)

OO|HMET} A= SlLct

FMC UIM| A Integration(& &) > Other Integrations(7|El & &) > Identity Sources(ID & A) >

Passive Identity AgentZ O|S & LICt. Passive Identity Agent7t
Ct.
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st
CISCO

Smart Software Manager On-Prem

Host Input Client

eStreamer

anagement Center
! identity Sources
High Availability

Firewall
It
o~ Cloud Services Realms Identity Sources
Home
[
Overview Configure Identity Sources
il
Analysis Service Type:
() None Identity Services Engine '9 Passive Identity Agent
L)
Policies
C, Search b Create Agent
Devices Domain Controllers Monitoring Agents Hostname O Connection Status = B
Objects y o
5 10.62.113.247 LAB-Agent Mot Applicable () ® B
Integration
fmce| S4&l &l
ID & T
MBE EIOIEE 7|H2o 2 ID HAME MHELCH
&3 0|& |74 018215 YoLtmx| M
A X 2 o
21D HMIEN  |Ma ForlEgez |
FMC UI0{ M Policies(Z%H) > Access Control(HAM|A A|01) > Identity(ID)Z O|S &FLICH. AH Z4=H Et
FE Z=FLICL
alan,  Firewall Management Center
CISCO ol [ identity
n
iacxiem Identity Policy Domain Status Last Modified
n d a new
Analysis
=}
Policies
Devices
Objects
Integration

A R




HY 27 Aol wet YA o|§S LU™ELICH

New Identity policy ®

Name

l L AB-Identity-Policy ]

Description

| |




Firewall Management Center

A
L dentity Policy Editor

LAB-Identity-Policy

@

Home: Enter Description Cuck here
] Rules Activi Authentication Identity Source
Overview -
+ Add Category + Add Rule Cy, Search Rules @
hl
Analysis " Source i Source Dast VLANTS Source d Auth
Name Zones DestZones | ks Networks LANTags o DestPorts  Realm Action Protocal
o, Administrator Rules
Policies
Standard Rules
Devices
Root Rules
.
Objects
Intagration
= [
TE EET

Realm & Settings(Y¥d & M%) Bo 2 0|85t &

& G)E HEELICt 0FX|Z2 2 Addbuttong 2 =g LICE.

27 Ar&of 2l Authentication Realbed(2!

Add Rule

[ Use active authentication if passive or VPN identity cannot be established

Name Insert )
[ Rulel Enabled | into Category v Standard Rules v
Actien

[ Passive Authentication - Realm: LAB-Realm (AD)

Zones Networks VLAN Tags Ports

Authentication Realm *

[ LAB-Realm (AD) v ] 2

1

Realm & Settings

Cancel
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Idantity Policy Bditor

LAB-Identity-Policy
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FMC UI0{| A Policies(%3 %) >
x|

) >
ol-|__|[_-_|. X-IxHo-" |_'_|.|o|- | EI-ZI'S

il Fer\--all Management Center

CISCO0  pyjic

ntrol [ Access Control

g Z2aho

Access Control(M|A X|04) > Access Control(M|A X022 O|S

Owverview

il
Analysis

o,

Policies

Devices

Objects

&

Integration

Access Control Policy

Last Modified

Access Control Policy 1

2025-06-06 08:04:31
Modified by "admin”

T

Click here

R4 &H
S

e

x
=

Identitysection2 £ 0|5 3104 0|7 &Hdoi| A A8t ID =

Il Management Center
Policy Editor

vepiy QE) @

@

Overview

Analysis

o

Policies

Devices

Objects

5

Integration

id 2374

i

&, Return to Access Control Policy Management

w' Access Control Policy 1 &

+ @ Prefilter Rules + () Decryption + & Security Intelligence + () ldentity + & Access Control

Click here

_ Identity Policy

Icdentity Policy

»

m Add Category |

Targeted: 1 device

7| a
Harme Action
Zonas
Mandatory
Add Rule Add Categary
Default (Mo rules)
#Add Rule Add Categary

7t

Applybutton2 £ 2|8fL|Ct

20| HMA Ko #EIE WY

LAB-Identity-Policy




& @

Deploy (7))
You have unsaved changes Discard m
Targeted: 1 device
mi Add Category | |IGEELT

S
~

agement Center
/ Policy Editor
Return to Access Control Policy Management
-
i &
e Access Control Policy 1 &
-+ @ PrefiterRules + () Decryption -+ @ Securityinteligence -+ @ Identity + @ Access Contral @ More
(] .
Overview v
nl Source Dwestination
Analysis Hame Action Applications
Zones Networks Zones Networks Ports
= Mandatory (Mo rule
Policies
Add Rl of  Add Category
Devices
Add Rue 7 Add Category
.
Objects
5
Intagration
AHMHE o245t | |. |.KI-7<O% ak=2 |._9. |.EH |. H |
SEZE EERLICH 7ty S.u_l_l' X2 ArS AL B of 01 addGROUP1
@ Logging GFF B, Time Range Rule Enabied {f0)
B File Palicy
Selected Destinations and Appiications: 3
Remave Al

ACP 4d

Y 27 Aol et AF

UErLICH

Action | Alow
Collapse All
» 1 Object

o
fromLAB-Realm=
Add Rule
MName Rutel
Ingert | into Mandatory 1 W Intrusion Policy
Q Zonas (2) Matworks (2) Ports 1) Applications URLs Dynamic Attributes VLAN Tags
Q s slocted Sources: 2
Realms: Showing 2 Selected 1 Cluar Selections 1 1 Cotlapse All FRemeve All
EZDD Special Mantites 4 usar
v 1 Object * 10bject
1 Object
4
Comenants ~ Cancal Appily arsd el M Rubs m
N,
= o = X = o S =| =
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. _ Add Rule

@

Mamne | Fulal Action [ Ao v B Loggng OM B Tirree Range [ - Ruse Erasied 0
( (T uogging Settings for Rule ( ]
insert | inte Mandatary  ~ W Intrusion Policy | Nor B File Poiicy | Mona v |
€1 Zomes(2)  Metworks (1) Ports()  Appbcations  Users(2]  URls  OymamicAttribules  VLANTags
Sefected Sources: 3 ons and Applications: 3 Q
Users: Total 1 Collapsa AN Send Connection Events to: Rumowe All
- GROUM . 5
B O La6-Reaim 1 I B | - 1 ot Firgwall Managemens Center L
[ D) Special identities 4 [ usen 1t 3 [ sysioq server
- (Ui dedaut sysiog confguration b ACcess Controd Lopging)
NET | v 1Object » Show overides it
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Default Logging and Inspection

| Log at beginning of connection

Send Connection Events to:
Firewall Management Center

C] Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard ‘
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Other user

Sign in to: GAMES

How do | sign in to another domain?

AMER7I MEXoz 210l8t
)oIlM &G ALERL MIF BEE

jud
@ s 3 all 2 X
Laogin Time RealmiUsemame Last Sean Authntication Ty Currant [P Rnalm Usaemams First Ham
913:18:09 Directory'ftd 2026-06-19 13:18:10 Passive Authentication 10.197.200.13 Directary frd frd
9 12:53:48 Directory\administrator 2026 912:53:48 Passive Authentication 10.197.200.8 Directory administrator

ik
0
X
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Connection Events (switch werkfiow
1] 202
Expanding

Mo Search Conatraints (Eds Search)

Connections with Apphcation Details Table View of Connection Events

Jump io.
bt Lo s | e | s | MmO | L | e | ey | SN/ | oosnreal, | WL | sppseets
Coumtry Country Catsoory i s Tyme ICMF Code Status~  Protocel
- i o
+ i
+ i =
+ i

ofo|ME 21 &0l

HOIMEE S AESHE Windows ZFE{0| A Task ManagerE ¥ WIOgIRE T2 M4
CiscoPassiveldentityAgentServices 7} &8 SQIX| & QIgtL|C}.



1"y Task Manager
File Options View

Processes Performance Users Details

Name
1%y Task Manager

' Windows Explorer

o, Server Manager

Background processes (32)

[#7] Distributed File System Replicati...

v [#F CiscoPassiveldentityAgentServi...
“.. Cisco Passive ldentity Agent

> Microsoft.ActiveDirectory.WebsS...

[m7 Runtime Broker

[85] COM Surrogate

¢~ Microsoft Distributed Transactio...

[#5] Microsoft Network Realtime Ins...
= Spooler SubSystem App

[85] Usermode Font Driver Host

Fewer details

Services

2%
Status CPU

0%
0%
0%

0%
0%

0%
0%
0%
0%
0%
0%

27%

Memory

24.4MB
373 MB

341 MB

8.3 MB

154 MB

16.8 MB
1.2 MB
2.1MB
23 MB
34MB

13.0 MB

1.0 MB

End task

e
o2
o
:
I

AE 2 2 7 F CiscoPassiveldentityAgent IO 3HE 4= & LICH 7|

"C:\Program I} 2/(x86)\Cisco\Cisco Passive Identity Agent\"



File Home

v 4

T :
<J

# Quick access
I Desktop

‘ Downloads
[£ Documents

[&=| Pictures

Share

+ | Cisco Passive |dentity Agent

View

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

LS SN

+

Cisco Passive Identi

3 This PC

@ Network

cHel 2!

7[2Mo 2 of|0|ME 2= INFOlevel 2 AHEEILICH DEBUG B! 2
CiscoPassiveldentityAgentService.exe.configfile=

LICE.

”

MName

[ CiscoPassiveldentityAgent

| CiscoPassiveldentityAgent |

| | CiscoPassiveldentityAgent.log.1

D CiscoPassiveldentityAgent.log.2

| 7] CiscoPassiveldentityAgent.log.3

| ] CiscoP assiveldentityAgent.log.4

ij CiscoPassiveldentityAgent.log.5

[#] CiscoPassiveldentityAgentService

i:] CiscoPassiveldentityAgentService.exe.co...

o

| 4 = | Cisco Passive Identity Agent

\ * T

s Quick access
Il Desktop

‘ Downloads
[5] Documents

&= Pictures

Share

View

Date modified

31-03-2026 06:11
01-07-2026 11:41
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

M5t 22 B

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

LU

+

Cisco Passive Identi

[ This PC

@ Network

ofo|IHE 74

P
Name

[#5] CiscoPassiveldentityAgent

U CiscoPassiveldentityAgent

0 CiscoPassiveldentityAgent.log.1
|| CiscoPassiveldentityAgent.log.2
[ CiscoPassiveldentityAgent.log.3
u CiscoPassiveldentityAgent.log.4
0 CiscoPassiveldentityAgent.log.5
[ CiscoPassiveldentityAgentService

E CiscoPassiveldentityAgentService.exe.config

1% logdnet.dIl

= logdnet

Date modified

31-03-2026 06:11
01-07-2026 11:43
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

v 0
Type Size
Application 1,303 KB
Text Document 2,686 KB
1 File 10,241 KB
2 File 10,241 KB
3 File 10,241 KB
4 File 10,241 KB
5 File 10,241 KB
Application 127 KB
CONFIG File 2KB
Application extens... 264 KB
XML Document 1,512 KB
2g #4ststeind
2 ALLorDEBUGZE Mg
v O
Type Size
Application 1,303 KB
Text Document 2,699 KB
1File 10,241 KB
2 File 10,241 KB
3 File 10,241 KB
4 File 10,241 KB
5 File 10,241 KB
Application 127 KB
CONFIG File 2KB
Application extens... 264 KB
XML Document 1,512KB



_ | CiscoPassiveldentityAgentService.exe - Notepad

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />

</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">

<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="1BMB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />

</layout>

</appender>

</logdnet>

¢cstartuns

ME 2O
O 0| ME 21 &2l - of|0|™ME Z4I|28|0|M 72 7|

INFO Rest 22}0|1E, CHE OHIE.: [f"domain":"games.cisco.com”, "srclpAddress": "X.X.X", "At-&
Kt "fdm", "EFRIA B Z " "2026-07-01T19

FO|

—

b

INFO Rest 22}0|HE, Of& AMEH:

INFO Rest 22} 0|HE, userBatch fdmoil CHEF REST HIA| A&, CHZ| A|ZH =0, x4 DC Azt
(UTC): 07/01/2026 19:47:34 USER logged at

INFO Rest 20| E, of|0|ME AI|agyolM 2
FMC 21

0l TS Astod 0fOIHEOM ALRRHIP HES ot x| 2olgtict.

o o = O



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: 07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#

fmc &3

O|x! HZol| oHE 0| EAIZIX| f2™ olzfet 2E1& +Est1 Cisco TACOH E2|5tMA|2.

FMC APIof CHet 2t&d 277 S=|L|ct x| nE| SLUF= 18 258 &

/var/log/auth-daemon.log
/var/log/messages
/var/log/process_stdout.log
Ivar/log/process_stderr.log
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