|:||_'|7=' My
OIZ A AtEN 29I
EMC GUI
EMC CLI
EAN 4
1. AILE[Q Aled

2. X 76.037.7.00 A A

= A
oo

OIA 3 74 dibd
Odix-l 3H7=l

3.H{F76.1 0|4 317710 0|4 EA| A
048FS Hi= JI=

24X+ KFOS

ated Ay

|

0| 2 Mol AME Secure Firewall FMC 2! FDMO{AM TALOS 2928 EX|E sl Aste &edod CHEH M
ghLict.
=

M 2T A

oo

2T A

0%

Che R0l Chet XAl 2RetD 2o KBELICH

+ Cisco FMC(Secure Firewall Management Center)

» Cisco FDM(Secure Firewall Device Manager)



» Cisco FTD(Secure Firewall Threat Defense)

FMC HX 76.0 EE 7.7.0
FDM HHX 7.6.0 EE 7.7.0
FTD HX 7.6.0 EEE 7.7.0
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A Talos Connectivity Status 1 modules failed:

* Security Intelligence IP: Failed to retrieve beaker inventory

« "URLDB - H|7{ QIHEE|E AMSIX| ZR&LICH"

@ Talos Connectivity Status
1 modules failed:

* URLDE- Failed to retrieve baaker inventory
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A Talos Connectivity Status 2 modules failed:

* Enrichment- failed to perform batch query: rpc error: code =
Unimplemented desc = service Talos.Service.ENRICH not implemented or
unavailable

FMC CLI

FMC 0{Z2t0|2dA 7t o] EXle] S 2 =X #2524 expert ZE01| HAM|Asto] FHEES A
oto{ 2EIO[AEF QB M| T Btz US FQIELICH

<{froot>

expert
sudo su
//type the "FMC CLI admin password'

sudo openssl x509 --in /var/sf/beaker3/securefirewall-dev-prod-01_prod. pem --text
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> expert
>sudo su
//type the 'FMC CLI admin password'
openss1 x509 --in /var/sf/beaker3/securefirewall-dev-prod-01_prod.pem --text
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 46240369 (0x2c19271)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, ST = California, L = San Jose, O = Cisco Systems Inc., OU = Security, CN = Keym

Validity
Not Before: Jan 30 22:32:39 2024 GMT
Not After :
Mar 30 22:32:39 2025 GMT
Subject: CN = SFW76EVAL-prod-01, C = US, ST = California, L = San Jose, 0 = Cisco, OU = Securit

Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption
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https://tools.cisco.com/bugsearch/bug/CSCwo63951
https://tools.cisco.com/bugsearch/bug/CSCwr23982
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expert

sudo su

//type the 'FMC CLI admin password'
pmtool restartbyid talosAgent
pmtool restartbyid beaker3
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<tfroot>

expert
sudo su



//type the 'FMC CLI admin password'

nsl ookup api - sse. ci sco.com

1.2CH7H. TCP ZE YA A HIAE:

<tfroot>

expert
sudo su
//type the 'FMC CLI admin password'

tel net api-sse.cisco.com 443
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Integration

Security Cloud Control  Current Cloud Region B SCC Tenant Cloud Onboarding Status
@ Enabled I Cnline

Learn more (7

[ Disable Security Cloud Control (7

Settings

Event Configuration Security Cloud Contrel Support

Send events to the cloud
Intrusion events

File and malware events

Connection events

» Enable Cisco Success Network
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View your Events in Security Cloud Control

> Enable Cisco Support Diagnostics

Cisco XDR Automation
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