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Details

Error: 401

Response body
{

"error”: {
"category”: "FRAMEWORK™,
"messages”: [

r
L

"description”: "Access token invalid.”

}
1,
"severity”: "ERROR™
h
H
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"name": "API_1",
"type": "H()St"’
"value": "10.5.3.20"

"description": "Test Description"
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fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Refrieves, deletes, creates, or modifies the host object associated with the specified ID. If no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Cancel Reset

Nama Dascription

Enables bulk create for host objects.

E =

demainUuiD * )
string Domain UUID
(path)
e276abec-e0i2-11e3-8169-6d9ed49b625f
Request body I applicatienfjsen w l

Input representation of host object

Examples:
[Medified value] w
t - -
“type”
“value
“description™: “Test Description”
7HA e S et HE JSON 2F
Code Details
422
Error: 422

Response body

“description™: “Unpr able ity - Unexpected character ("\"™" (c ject entries at line » column: 47

1.

“severity”: "ERROR™
1
}
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"name": "net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Network obj 2",
"type": "Network"



curl -X 'POST" \
"https:// I/ api/fmc_config/vi/domain/e276abec-edf2-11e3-8169-6d9%ed49b625f/object/hosts™ \
-H 'accept: application/json" \
-H 'Content-Type: application/json”™ \
'X-auth-access-token: eS5ebd@a@-0960-4fe3-a9f9-71e91cf5478d" \

"1.1.0.0/247,
"overridable”: false,
"description”™: "Network obj 27,
"type”: "Network™

}

Request URL
1/domain/e276abec-e8f2-11e3-8169-6d9ed49b625f object/hosts

Server response

Code Details

400

Error: 400

Response body
{

“error”: {
"category”: "FRAMEWORK™,
"messages”: [

{

1
1,
"severity”: "ERROR"

}

"description™: "Input type mismatch. You have entered an invalid value 1.1.0.8/24 for selected type Host.”

}
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£t 11: 0] 004 M= Network Objectoi| CHEH JSON HO|ZEE A
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=

"Tinks": {

"self": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/obj
"parent": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0
},

Iltypell: llHostll’
"name": "API_2",

"id": "00000000-0000-0ed3-0000-034359741703"



Responses

Curl

curl -X "GET™ \
I i/ fmc_config/vl/domain/e276abec-e@f2-11e3 -8169-6d9ed49b625f /object/ ho: ffset=281imit=1" \
ept: application/json’ \
‘X-auth-access-token: eSebd@ad-806@-4f03-a0f9-T1e01cf5478d"

Server response

Code Details

200

Respense body

_config/vi/doma 449 C 00000 -2000-0ed3 -0000-034359741703"
api/fmc_config/vi/domain/e276abec-edf: 3 addresses™

3509741783

Code Details

Error: 400

Response body
{

“error™: {
“category”: "FRAMEWORK",
"messages”: [
I
L

"description™: "The wvalue is mandatory as override is not enabled .

1

1
1,
"severity”: "ERROR"
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Code Details

422
Error: 422

Response body

{
"error”: {
“category”: "OTHER",
"messages”: [

{

"description”: "Unprocessable Entity - Unrecognized Field ‘items” in request payload”

H

1,
"severity”: "ERROR"
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Object(ZHA) > /api/fmc_config/v1/domain/{domainUUID}/object/hosts(ZHA/Z A E) > POSTZ 0|
S35 Try it Out(EllAE A2 S2I8tLCH.

Tt 3AE TN E FAlste ol AEEl= JSON 84!

{

"name": "Obj_API_100.1.1.1",

"type": "Host",

"value": "100.1.1.1",

"description": "Host Object Pushed via API"
}

+0F2-1163-8169- 64964406625 fobject/hosts™ \

Server respanse

Code Details.

M Response body

D - (000

e 2- 1103 - B169- 609edAGbE25T ",

“ipType”: .
“parentType™: “NetworkAddress™
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Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/hosts(7H A/
S35t Try it Out(E|AE Ald)g2 Z=IgLct.

AE HHE FAISHE Ol AHSElIE JSON B4

b

CHE

{
"name": "Obj_API_172.16.0.1",

"type": "HOSt",
"value": "172.16.0.1",
"description": "Bulk API Operation"

3,
{



"name": "Obj_API_172.16.0.2",

"type": "HOSt",

"value": "172.16.0.2",
"description": "Bulk API Operation"

}

Mame Deseription

bulk

boolean Enables bulk create for hast objects.
(query)

[ v ]

domalnuulb W requined
string Domain UUID

(path)

a276abec-e0f2-1103-8169-6d9ed49b625f

Request body " e

Input representation of host object

Examples:

[Modified value]

[

{

“name”: "Obj_API_172.16.8.1%,

“type”: “Host",

“value™: “172.16.8.17,

“description”: TBulk ART Operation”
,

{

“name”: "Obj_API_172.16.9.2",

“type”: “Host",

“value™: “172.16.8.2%,

“description®: "Bulk API Operation™

]

applicationfjson

&

Clear




11e3-8165 - 6dFeddabs25

nt A
791 -840

Regquest URL

https: s/ I i/ nfig/vi/demainfelT6abec - edf2-1103-8160 -6d0edd9b625f fobj

Server response

Code Details

2m

Response body

“lastUser™
"hane =
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HESL3 74X 2HE7|
Bl HELQI3 1A

Object(ZHAll) > /api/fmc_config/v1/domain/{domainUUID}/object/networks( = H| 2//UUID}Y7HAI/H E
?{3) > POSTE 0|S3tL Try it Out(EIAE Ad)2 Z2lgrLICt

Ctl HELT JHMIE FAlIsHE O AFR K= JSON AL

"name": "Obj_API_network",

"value": "7.0.0.0/24",

"overridable": false,

"description": "Single Network object created",



"type": "Network"

Name Deseription
bulk
boolean Enables bulk create for network objects.

{query)
= v

domainUUID * o=

string Domain UUID
(path}
e276abec-e0f2-11e3-8169-6d9ed49b625f
Request bady """ applicationi|son b

The input network object maodel

Examples:
[Meodified value]

{
“name”: “0bi API ne k",
mrateet: St etk
“overridal H ey
"description”: "Single Networ!
“type™: “Metwark™

EH L E 9T ZHA|E AAsl7| 98t ME JSON QK
H3 HEL3 74|

Object(ZHA) > /api/fmc_config/v1/domain/{domainUUID}/object/networks( T HI 2/UUIDY ZHAMI/H E
2l3) > POSTZ O|S 5t Try it Out(BIAE AsH)g Z2/8Lct.

CHE LIEIS HME FAISHE Ol AL £l JSON AL

"name": "Obj_API_netl",

"value": "1.0.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"

"name": "Obj_API_net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"



Hame Description

bulk
Bechean Enables bulk create for network cbjects.
(query}

(e =]
domainUuID * e
string Domain UUID

(path)
e276abec-e0i2-11e3-8169-6d9ed49b625f

Request body e

The inpul network object model.

Examples:

application/json

[ Modified value]

“name”: “Obj_API_netl”,

“walee™: “1.8.8.8/24%,
“overridable”: false,
“deseription™: “Bulk Operation”™,
“type”: “Network™

“name": "0bj_APT_netd”,

“walse™: T1.1.0.0/247,
“overridable”: false,
“description®: “Bulk Operation®,
Ttype”: "Metuork”

Clear

43 =93 JHAIE WA 91 ME JSON 2



1.3 HEQT ZHAME AMA4er [ Bulk ParameterE True2 AMENSHL|C}. CH CHEF 4l
o{= 7|0l M POST i AF25t04 Z|CH 1000712 &S 2 MAIE £ l&L|Ct

HEXZ 8542 7HA BHE 7|
B HELQT He| 7HA|

Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/ranges( = M| 2l/UUIDY 7H A/ ) >
POSTZ 0|S3t1 Try it Out(ElAE AlR)S S=IFLCt.

B Hel 7 E FAlStE Ol AEEl= JSON AL

"name": "Obj_API_TestRange",

"value": "10.2.30.40-10.2.30.50",

"type": llRangell’

"description": "Create Single Range Object"



HI HEXT HY| 7HA|

Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/ranges(= M| 2l/UUIDY 7H A/ L) >
POSTZ O|S35t1 Try it Out(EllAE M) Z=2IFLct.

CHE 9] JHAIE FAISHS O AFSEl= JSON HAL

[

{
"name": "Obj_API_TestRangel",
"value": "10.4.30.40-10.4.30.50",
"type": "Range",
"description": "Bulk Operation"

},

{
"name": "Obj_API_TestRange2",
"value": "10.5.30.40-10.5.30.50",
"type": "Range",
"description": "Bulk Operation"

}



7.3 Q| UK S MAIE I Bulk ParameterE TrueE MEHSHL|CH CHY CHEF Yo
A POST &4 E AFE5104 Z|CH 10007He] &S5 MAMe £~ l&LCt

FQDN 7| BFE 7|

=2l FQDN 7HA|

Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/fqdn > POSTZ O|S3t1 Try it
OutE Z={FLICH

B HERZ A E FAlstE ol AHEZlE JSON B4

{
"name": "TestFQDN",
"type" : IIFQDNII ,
"value": "cloud.cisco.com",

"dnsResolution": "IPV4_ONLY",



"description": "Create Single FQDN Object"

}

H3 FQDN 7HA|

S

Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/fqdn > POSTZ O|S 31 Try it

= Ol At El= JSON

OutE 2&LCt
—

CHE HIER T THAIE FAlSH

{
"name": "Obj_API_FQDN_1",

lltypell : IIFQDNII ,
"value": "downloads.cisco.com",
: "IPV4_ONLY",

"dnsResolution":
"description": "Bulk Operation"

{
"name": "Obj_API_FQDN_2",

lltypell : IIFQDNII ,
"value": "support.cisco.com",
"IPV4_ONLY",

"dnsResolution":
"description": "Bulk Operation"
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MH|A THA BHE T
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Object(ZHAll) > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects( T HI 2!//UUID)
> POSTZ 0|53504 Try it Out(E|AE 0}R)2 2=IgfLCt.

Ch AfHIA JHHIE FAISHE Ol Sl JSON AL

"name": "Obj_API_Telnet_Port",
"protocol": "TCP",

"port": 23,

"type": "ProtocolPortObject"



o
AL
1=

{
"name": "Obj_API_objl",
"protocol": "UDP",
"port": "1025-65535",
"type": "ProtocolPortObject"
}

E Holg mj 2 E(0dl: "port"\E AFEEFLICH "1111-
= Qe AEE| - of

HF AH S} zl\_ 9A§L|EI_ ng%hl: ui_lalgEF ES SA
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CHZ AH[& 74|

Object(7HA) > /api/fmc_config/v1/domain/{domainUUID}/object/protocolportobjects( T HI 2//UUID)
> POSTZ 0|53t04 Try it Out(EIAE ol ) 22I&L|C}

CHE MH|A 7HA|E FAlstE O AHSZlE JSON 34

[
{
"name": "Obj_API_UDP_Port",
"protocol": "UDP",
"port": 123,
"type": "ProtocolPortObject"
3,
{
"name": "Obj_API_TCP_Range",
"protocol": "TCP",
"port": "1025-65535",
"type": "ProtocolPortObject"
}



| £ AiAdE [} Bulk ParameterE TrueZ MEHSHL|CH EHQ CHZF 20

Ch2 AfHIZ 2% :
EIolA POST &1 8 o101 210k 1000715l B2 AAE 4 21a LI

=X ia

« HTTP &Ej ZE(RESTAPI 7|2 MEho| CHEIME EME TS AAL.
« AEX A SHS REST API 2 GUI QIE{H|O| A0 SA|of AFRE £ Qlol, E 2501 Al

-1 O O L
28 42 Z1 Qo] Ar2A}7F 20 E L CH
- 2 E REST &2 FMCOilA o] & =11 mt o 7|SFELICt URL HA4(0dl: .../object/hosts) 2
HHE Z(GET X ol CHEt @7 E 3= ER 27t GET .10 22 &S A& st=X| &el
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tail -f /var/opt/CSCOpx/MDC/tomcat/Togs/stdout.logs
tail -f /var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log
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