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https://dna.cisco.com/auth/login

S ABME LHEHLICH CHFE B 2| HEtRX{0 A 0|& s1&F LICt TS 2 Chrome EEH2 XH0f
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== |dna.cisco.comfauthflogin

Security
dna.cisco.com

Connection is secure

Your information (for example, passwords
or credit card numbers) Is private when it 15
sent to this site. Learn more

Certificate is valid 2



https://dna.cisco.com/auth/login

Certificate Viewer: dna.cisco.com

General Details

Certificate Hierarchy

IdenTrust Commercial Root CA 1
HydrantlD Server CA 01

dna.cisco.com

Certificate Fields

l[denTrust Commercial Root CA 1

Certificate
\. Version
\ Serial Number

Certificate Signature Algorithm
lssuer
Validity

Mot Before

g

Field Value

rm

Export...

— ———

RIE M ®|210| e B (ISEO 0l0] IdenTrust Commercial Root CA 10| /= BE<) ISEL| "¢ E|E
T AUE ASM" KMHEALE QUBME 7S
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Deployment Licensing

Certificate Management
System Certificates
Admin Certificate Node

Restart
Trusted Certificates

OCSP Client Profile
Certificate Signing

Requests
Certificate Periodic Check

Settings

Certificate Authority

Cisco Services

[H>

ol
—

o{=
AN -
248 Administration > System > CertificatesE MEHELIC}.

Certificates

lssuer

ME

ol
—

BfL|Ct. Trust for Authentication of Cisco Services&

Logging

=
S

1o

ol

2 Ai5t5t
Health Checks

Upgrade & Rollback

Maintenance

IdenTrust Commercial Root CA 1

* Friendly Mame
Enabled

Status
IdenTrust Commercial Root CA 1

Description
Subject CMN=ldenTrust Commercial Root CA 1,0=ldenTrust,C=US
Issuer CM=IldenTrust Commercial Root CA 1,0=ldenTrust,C=US

Valid From Thu, 16 Jan 2014 18:12:23 UTC

Valid To (Expiration} Maon, 16 Jan 2034 18:12:23 UTC
Serial Mumber 0A 071 42 80 00 00 07 45 23 C8 44 B5 00 00 00 02

Signature Algorithm SHA256withRSA

Key Length 4096

Usage
Trusted For: (79
D Trust for authentication within ISE

I:I Trust for client authentication and Syslog
D Trust for certificate based admin authentication

B Trust for authentication of Cisco Servicas
D Trust for Mative I[PSac certificate based authentication




App Activation Workflow

On-Prem ISE Ul Catalyst Cloud Portal User Application (cdFMC
Auth S50
<<
+ Consent
+ Device Info ;
Auth > « Auto create Account
Get Token/Activation code

Register Device Auto Create Device ;

Auto Enroll Device

Activate App (/scopes)

Get OTP (App) ; oTP
L ' 2

Redeem OTP (App)

App Status

Ol d¥ol MAEE ISE 75

Deployment Nodes

A Cisco ISE node can assume the Administration, Policy Service, or Monitoring personas.

Data is autematically replicated fram PAN to all the secendary nodes. If needed, you can manually sync a node
with the PAN by using the Sync option.

During Sync, Cisco |SE performs Full Sync if full database replication is required or Selective Sync if only bulk
replication of selective dataset is needed

You must update the SXP device configuration with the connected PSN details in case of upgrade, node failure,
of node configuration updates,

Selected 0 Totald [ {}
= Register Al N
Hostname ~  Personas Role(s) Services Node Status
isedd1-PAN Administration, Monitoring PRI(A), PRI(M) NONE ()]

isedd]-SAN Administration, Monitoring SEC(A), SEC{M) NONE (5]

3

Ise341-psni Policy Service, pxGrid SESSION,PROFILER @

O o0Oo0Q|O

i56341-psn2 Policy Service, pxGrid SESSION,PROFILER @ o

Catalyst Cloud Portal0l| ISE S5
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(MEH ALEY) Description (ME ALgh) Z =01 Cisco ISE 50 CHEt M2 =48t

6. Region(X|¥) EELCtR S50i A Cisco ISE C|HIO|AE S XS MEHEILICE. Cisco pxGrid
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J|  Bookmarks

5% pashboard

11 Contest Wisibility
A Operations

[

F | Administration

Werk Centers

Interactive Help

pxGrid 22+

8. &%l

[n

A
=2 O

Deployment

o ISE PS

Licensing  Certificates  Logging  Maintenance

lity Service

Enable Passin

i, Bx04d Cloud can bo nabiod only SMor rglstenag your Claca ISE 15 yow
Clsen DNA Partal aceount,

SE deployment name

ISE341-FSN1

Bescripbion (optianal)

Primary pGrid node

wam 10 regista? your device. Application shauld alss be

§ PN whar
@ in the same ragion

fegion
uswost-2 ¥

this ISE i you concur with the statements.

Check the checkbouns beiow to nej

I8 1 have read and ackrowledge the Cls
I8 1 agroe thai offors are governed by Cisco EULA and | am an suthorized agent of my
compbny. Ciaca's End User |

=2 O
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Upgrade & Rollback  Health Checks  Backup & Restore  Admin Access  Seftings
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Activate your device

Follow the instructions on your device (o get an
activation code

Activation Code

L e b

Contact support Privacy Terms & Conditions Cookies Trademarks

& x| 2Ads
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CISCO

Device activated

(A) poongarg@cisco.com

Follow the instructions on your device for next
steps

Contact support Privacy Terms & Conditions Cookies Trademarks
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https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup

= il Catalyst Cloud Portal

Papordons @ Product Details

SUMMARY Cisca DNA Center registration from version 2.3.7.5+ should be initiated fram Cisco DNA Conter itself, To rogister, navigate

~ Products Type (5 |s;t:;a.1-us.\='.l

Al Products that are inactive will automatieally be deleted after 30 days of inactivity. Primary pGrid node
Cisco ISE
Region « ALL =
Ragior us-wost-2

: Select a region o register product.
March 17th, 2025 = 5:01:47 PM

Registration Statu Registered
5) e Shaw praduct type .-
+ Regitiration Status Products (1/5) s5: Show product type
1 PSMY
1
Product Mame =« Registratian Stas Roegian Type
ISE341-P5N1 Registaned ws=west=2 Cisco I5H

Catalyst Cloud Portaloll S§&! ISE ==

10. S5 &l Cisco ISEL| M|§ HE = pxGrid A4(Administration > System > Deployment >
pxGrid)ol| M 2 Igh = & LICt

To enable peGrid Closd spplcation, please 4o bo the Infegrathon Catalog.

Ciscio NS Poriad sccount Shaius
cisco B Connected
SE deployment namse Regisigred region
ISE341-P5N1 wEs-wesi-
e sCriticen Eooe
Primany paGrid node Active
pxGrid 2} 1 SE & ISE &2l

Deregister(% F 4 )E %E'ﬂO# Cisco ISE C|H}O |*% SE F4LE = UELICE Cisco ISEL| &
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1. ISE GUI0| M Administration(® 2]) > Integration Catalog(S &' ZIE21)& MEfErL|C}

2. Available integrations(AF2 7+ 8t S&) of2ioll M Firewall Management Center applicationS
EHSH |_| |:_|.
= .



Integration Catalog

Available integrations

®

Cisco Security Cloud

O D EED

4

0>|

P

Firewall Management Center

Administration / Integration Catalog

pxGrid Cloud Demo
[ etmering =D
D D

pxGrid Cloud Demo Multi-instance
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‘thits’ Identity Services Engine Administration / Integration Catalog

¢ Integration Catalo,
D' Bookmarks e .

Firewall Management Center weworksecurity  pxtria Gloud  us-west-z
8% Dashboard

Configuration About this integration
Il Context Visibility

A operations Registration

The integration of pxGrid Cloud will take place through your Cisco DNA Portal account
I Policy whane this ISE is registered. Manage your ISE registration
8o Administration Cisco DMA Portal account Status

giseo & Registered
Al Work Centers Device name Reglistered reglon

ISE341-PSN1 us-west-2

Description
?  Interactive Help Primary pxGrid node

App configuration

Application status

@ Inactive

Instance 6]

() Existing instances

Data scope
Select at least 1 data scope for this application to consume.

Adaptive Network Contral (ANC) Configuration
Provides AMC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

B session birectory
Provides details on session and user group objects which include authenticated
user context, wired and wireless connection type information, posture status,
endpoint prefile device, Security Group Tag (5GT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, 5GT, and 86T binding information.

A + I you are associating multiple ISE clusters, please ensure that your SGT IDs
and names are homogenized.
« When you select a data scope, it will also enable the same under system level
pxGrid Cloud Policy settings.

ISEQ| FMC OHZE2|7|0|MH A1

ago|A

5. OTP(One-Time Password) EH 20X OTPE S At5t04 cdFMCO|A O|E& AL 5t= S Alodl pxGrid
OHEZZ|FH| 0| QAEIAE MAMEHL|CH



One-time Password
Generated

Loeg into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account (7

One-time password

1c0zAGz9sMayH Jzyde|SsbpgBHe... O Copy

cdFMC OfZZ|70|M & OTP

6. Administration(& 2l) > pxgrid Services(pxgrid AH|A) > Client Management(£2}+0|21E E2|) >
pxGrid Cloud Policy(pxGrid 22t E HA)Z 0|5 5t0{ pxGrid 22t E HAME 7/ G LTt Saas
ojEZz|AH ol BRE pxGrid MH|AE MEHS T Cisco pxGrid 22+ E o Z 2|7 0|40 CHEH 2
H RESTful AH|IA(ERS) API & OpenAPI 27| 18 HMAE &8st ct



Identity Services Engine Administration / pxGrid Services

P Bockmarics a Client a Settings

5 Dashboard

pxGrid Cloud Policy

1! Context Visibility
You can create a general pxGrid Cloud policy for what ix aliowed or denbed between your ISE deployme

nd the paGird Clowd service. The per partner authorization policy can be setup In the cloud

Gevups i
X operstins s
v prGrid Services
et Cioud Policy

I Paiicy B

Wou can ube Clico palldld 1o share the context-sansitive Infarmation from Clice ISE sasslon diretony
Bo Aok o wilh ather nutwerk systems sisch as ISE Eco system paniner systams asd sther Cites platiomms, The

puiid framework can alse be used 1o exchange pelicy snd configuntion duta between nodes like

sharing tags amd policy objects betwaen Gisco ISE and third paty vendors, and for other information
Al Work Cantars eachangos.

Echo Service = TrustSec SHP - MDM -

TrustSec configuration = TrustSes «

Interactive Help
#Brodiler configuration = Endpoint «

ANG configuration = Radies Fasure =

Wsor Dofined Network - Sessian Directory « w

ERS APIs

Erable External RESTHa Services (ERS) APIs Polcy In pxtirid Cloud Palicy.

Wl Enabied
O Resd Onty
Fies

[+

Open APIs

Ensble Open APH 67 g

Wl Enabied

O Reesd Dy

FeadWrite

pxGrid 22t E E&



185104 ISEOH CHEH pub-sub 2 API 1742 2H0l5te o

2 A
= =

B2 0l HHIAE Yef 2

7|2% 2 2 Cisco pxGrid Cloud OHEE[7|0|Mof = API0]| CHEF 17| & M| A FHet
). POST, PUT X! DELETE 2T 5835t

AN [=)
e = AZ

Of FO{ELICHHTTP GET A2k ==
2424 pxGrid Cloud Policy &0 A Read/Write M2 & M3 & L|C}.

QIAEIA M

pxGrid O Z 2|71 0|44(cdFMC)

1. &I #2|K o4& o] AL XFZ SCC(Security Cloud Control) Z&ofl 22 Q18tL|Ct



shfuanfus
CISCD

CONNECTING TO SECURITY CLOUD CONTROL (APJC)

Security Cloud Sign On

Emall

| |

Conanise

Don't have an account? Sign up now

L

Other login options

5!||I|HI'I'| status FI:I-lII:'l' statement

scc 21921 H0|x|



2. Security Cloud Control(£ 2t 22} E Xl|01) M|+ 0l A Administration(22]) > Integrations(& &)
> Firewall Management Center(2f 3t 2| ME)E 2/t cdFMC QUATAE MENS OIS
EZ & S Mol M System(AIAH]) > Configuration(ZAI|2&{|0|Ad)S MEHEFL|C}

(@)
=

= Administration X -
ustomize
& General Setlings Top Information
Homo
User Management
: nizer i Overall Inventory E Accounts and Assets
- Naotification Settings
o Data : Multicloud
Multicloud Log Settings 4Tqml Devices e e e
Dotorse
© 0 Service VPC/VNets without gateways
Integrations I 5 Healthy Rules (71%) 0 t=sues 2
0 Unhealthy Rules [0%)] O 0 Apps not protected
Secure Connectors
b: d iheici® 2 Disabled Rules (29%) A\ Pending Action 2
Insights & Firewall Management Center
Paching sagowed  Redundam @ other 0 B 0 VPCs/VNets not protected
Multicloud Defense - g~
Management "
- @ Oniine o T + Add Account
Events & Logs Dynamic Attributes Connector Details »
View All Devices » Muiticioud Defense Controlier &
Migration
Firewall Migration Tool
Migrate FTD to cdFMC . R
Policles Configuration States
.
Objects 0 2 Not Synced 0 conflict Detected 0 synced
-] Warning &
-
Security Wiew Al Insights >
Devices
.
Secure Change Log Management
Connections
Datasources: FTD  ASA  Multicloud
6} Changes by all users My Changes Completed «
Administration derutilized features:

4

rk

F2| MIE] EFAH

— [= B |

3. [ Ho|X[oM [S & > [7IEF &7 > [Identity Sources] > [MH|A £3 Identity Services
Engine(pxGrid Cloud)]2 ME4gfLICt. Create pxGrid Application Instance(pxGrid OfZ 2|7 0|M €I
AFA M)E Z 25T Cisco ISEMIM FALEH OTPE AFE 5104 QIARAE FTLELICE



Create pxGrid Application Instance

Hame *

[ Saas instance-cdFMC

Description

[ cdFMC

The OTP enables you o set up your pxGrid Cloud application instance

|'5WIOne-Time Password) * How to get OTP O

cdFMC 28 T2 I3 QIAEA OtE 7|

4. Cisco Catalyst Cloud Portal2| Applications and Products(OHZ 2|70|A4 & X&) > Firewall
Management Center > Manage > Products > Select Instance(QIAEA MEH) EECHR M 701 A
stO|5t |_||_-_|._

o Y W — |

yst Cloud Portal

Firewall Management Center

Status: Connected Account: poongargi@cisco.com Wiew all details

SUMMARY

0

Activated

Products About

[ Select Instance « SaaS instance-cdFMC -

Activations (0)
Q0 Search Table

0 Selected Add More Actions -~

C] Mame = Type Region Status

No data to display

Catalyst Cloud Portalo| A cdFMC QI

5. MZ &8t cdFMC 88 T2 2 MEist 1 78 E=2IFLICt Regions MBSt
ActivateE 2 =2/gLC}.



Select Region

Region

us-west-2 w

Cancel Activate

X|od AMEH

5. OHE2[70| ™ CIARHAE MBSt OS2 =R LICH ME(ISE pxGrid =E)2 MEi5 T CHS
2 Zaistct

=2 =2 T1H-

6. HAMA Ko] F44: MEHSEH ISE MZ0f| A cdFMCO| CHEH &
T} A Q00| EAISILICH E15tT Activate gdz=hg 2

1M 0l
ok ok
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12
Z
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111
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Al

tieca  Catalyst Cloud Portal

Configure Access Control

Choose the functional capabilities and APl Access control to be allowed for application * Firewall Management Center® on this products "ISE341-
PSN1~

CAPARBILITIES API ACCESS
@l selectan There are no APl groups configured for this application
B Adaptive Network Control (@ Echo service topics used

(ANG) configuration for testing

Identity Services Engine & ISE Session directory
(ISE) Profiler configuration

@ TrustSec related topics
(Configuration, SXP, etc.)

cdFMCO]| CHEH HMIA Ao T4



el Catalyst Cloud Portal

Done! Your Product is connected to Firewall Management Center

It could take up to 5-10 minutes to activate this application on your products.

M Your Product is connected to Firewall Management Center @&

XM & ISE7} cfFMCO] Q1A E

8. Cisco Catalyst Cloud Portal2| Applications and Products(OiZ 2|7 0| Z! XM|Z) > Firewall

Management Center > Manage > Products > Select Instance(2/AEIA MEH) EZCHR HFF0i A
= oIgfLC.

1. Catalyst Cloud Portal(Catalyst 22+ = Z &)0i{ A Applications and Products(OHZ 2|71 0|4 &
MEZ)2 o|SELICH ISE M& O|§2 MB35t T Product Details(XM& MSALE)E & QlgL|Ct
Activated Application(& «33tEl ol £ 2|71 0| M) of2Hol cdFMC7F EA|E[=X| & I ErLCt.



Product Details

Product Name ISE341-PSN1
Description Primary pxGrid node
Product Type Cisco ISE

Region us-west-2

Last Heartbeat Status ) March 17th, 2025 - 6:28:08 PM

Registration Status & Registered

Activated Applications

(Q  Search Table Y
Applications Id =~ Applications Name Applications Activation Status
fmemi-o1lsbr5b9 Firewall Management Center ) Activated

1 Record(s) Show Records: 25 ~ 1 -1 . o

Catalyst Cloud Control Portal0 A £ Q|

2 . Security Cloud Control(2¢t Z2t2E A|0{)0| M 74 El cdFMC OfE 2|7 0|4 QIARAE HA
EgtLICt E|AE Zutof "AH3"0| EAIELICE

SaaS instance-cdFMC ® i
Tenant IR cdFMC
Tast again
Activated ISE o

Hot 22t E Ao ZEHMAM Fel

3. &4 pxGrid = =0 E Q15+ I show application status ise B2 AF& 35104 Hermes(pxGrid
Cloud Agent)7+ A% & QIx| & QIgtLICh Of Oflo|ME = 7| pxGrid = =0l HIEH4 AfEfglLICt



ISE PROCESS NAME STATE PROCESS ID
Database Listener running 265600
Database Server running 168 PROCESSES
Application Server running 4158798
Profiler Database running 272781
ISE Elasticsearch running 4124473
AD Connector running 285681
M&T Session Database running 4122983
M&T Log Processor running 4125438
Certificate Authority Service running 41801637
EST Service running 47678
SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 4187829
ISE API Gateway Database Service running 4126393
ISE API Gateway Service running 4148593
ISE pxGrid Direct Service running 244678
ISE pxGrid Direct Pusher running 245743
Segmentation Policy Service disabled

REST Auth Service running 23551
SS5E Connector disabled

Hermes (pxGrid Cloud Agent) running 250688
MFA {Duo Sync Service) disabled

McTrust (Meraki Sync Service) disabled

aciconn (ACI Connection Service) disabled

Workload Connector Service disabled

ISE Prometheus Service running 240758
ISE Prometheus Exporter running 250921
ISE Graftana Service running 4143487
ISE MNT LogAnalytics Elasticsearch disabled

ISE Logstash Service disabled

ISE Kibana Service disabled

ISE Native IP5ec Service running 4144654
MFC Profiler running 27017
ISE Prometheus Alertmanager Service running 4153383
Protocols Engine running 236265

Hermes(pxGrid Cloud Agent) & Ell =2l



& pxGrid .= =01 M pxcloud.logE & 2!5t04 HE|E I ABHHIO| EHE = QIR LICH

On Active pxGrid node (pxcloud.log)

<{froot>

https://ise341-psn2. poongarqg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::
r ol e=STANDBY,

state=MONITORING, pxGridConnectionStatus=NOT_CONNECTED, cloudConnectionStatus=NOT_CONNECTED, reason=]
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.StateMachine -:

RUNNI NG

(PEER_MONITORING)

2025-03-17 14:35:35,548 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -

On Standby pxGrid node (pxcloud.log)

<#root>

2025-03-17 14:34:14,145 DEBUG [pxCloud-heartbeat-6441][[]] cpm.pxcloud.ha.statemachine.HeartBesat -:::::- url -

https://ise341-psnl. poongarg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:34:14,153 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
peer - StatusResponse [rol e=ACTI VE

, state=RUNNING, pxGridConnectionStatus=CONNECTED, cloudConnectionStatus=CONNECTED, reason=]
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.StateMachine -:

MONI TCRI NG

(PEER_RUNNING)

tE 3t ACTIVE pxGrid = S0 MEH €)= ZE 89132 & QlgtLct.

<tfroot>

ise341-psnl/admin#show ports | include 8913
tcp:

127.0.0.1: 8913


https://ise341-psn2.poongarg.local:8910/pxgrid/pxcloud/statusLookup
https://localhost:8913/hermes/cloudConnectionStatus
https://ise341-psn1.poongarg.local:8910/pxgrid/pxcloud/statusLookup

ise341-psnl/admin#

4. Administration(& 2l) > pxGrid Services(pxGrid AH|A) > Client Management(Z 2} 0|1E & 2|)
> Clients(22}0|%1E) > pxGrid Cloud Clients(pxGrid 22t = 220|1E)Z 0|5 5104 pxGrid £
otRE ZCI0|MEE &QIFLICt 71st § =% &Felghct

= i Identity Services Engine Administration / pxGrid Services
[} Summary Cliant Managamant Diagnostics Settings
] m

. | (=] Clients

Colier
Lirary theough |

saleid Cloud Palicy
1

3 piGrid Clients | pxGrid Cloud Clients

Mame Description Toples Subscribed Toples Published

Jlen-efeem ciscoise.tru
stsec
JNopkcicom.cisco.ise.con
fig.trustsec security.gr
oup
Nepicicom cisca e, con
fig.trustsec. security.gr

ISEQ| pxGrid 22t E ZEI0|ME

5 158 &50| cdFMCOIM E212E=X| & IFHLICH Security Cloud Control ZE 0 M Policies(’
&) > Threat Defense(I& & 04) > Integration(& &) > Other Integrations(7|Et Eg*) > |dentity
Sources(ID &) Z2I8fLICE Identity Services Engine (pxGrid Cloud)2 £ 2!8fLIC}. Configure
Filters(ZE{ T)& 2Lt HO|X|oMH 8 £ EH B2 FELICH M &4 ZEHE MY
ot

Add Condition

Ky

[ M aiBenien

CasSecurityGroup
ErcpaintperningSysom
ErdpointProfie

BMaC hirsAuthe i K ation
MdmCompiiant
MamDiskEncrypoed
Mdmsifeoken

mdmDs\ersion

ISEOIM 7tX{=2 EN
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pxGrid &2 EH= pxGrid Cloud AMH|AE M35t 0| L BA Of7iH+8 et FISELE

2.
BHE Ho|x|o M AZ =K

pxGrid Cloud AMH|A

<ffroot>

ise341-psnl/admin#

A2 SHA]
= =

o4
of 2 (Not connected on ISE)2 E A|gfLICEH

Aot = =01 A hermes.logE & QI LC}.

show | oggi ng application hernmes/hernmes.log | begin 8913

2025-03-17T709:19:35.277Z | INFO | hermes/httpserver.go:57 |

Starting REST server on

18913

2025-03-17T09:19:35.285Z | INFO | hermes/httpserver.go:78 | REST server is up and running
2025-03-17T09:19:35.307Z | ERROR | hermes/pxgrid.go:194 | Failed to establish pxGrid WebSocket connecti

"https://ise341-psnl. poongarg. | ocal : 8910/ pxgrid/ control/ServicelLookup": SSL errors: SSL routines:tls_prec

2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.

3077
3077
3077
3087
3087

St oppi ng REST server on

ERROR | hermes/main.go:166 | Failed to open pxGrid WebSocket connection: Fai
INFO | hermes/config.go:279 | Stopping monitoring of configuration file: /op
INFO | hermes/connectionstatus.go:81 | Resetting connection status to DISCON
ERROR | hermes/main.go:402 | Error running Hermes: Failed to establish pxGri
INFO | hermes/httpserver.go:90 |

18913

Hermes Rest A= ZE 89130 = AlIgHLICH 2 1= Hermes REST AMB{7}F A|&F5te{ SHX|BH
CI5 M &0l AMujZ 2138l pxGrid WebSocket 2SS MMSIX| 23S S WES A EoiEFLICt.


https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup

SHZ3=: pxGrid QIZE M7t &5t D M gt eIBME 21
Certificate status is good(2/& A 4 EH P =2 elx| &elgtLict o] 82 o] m=of &= El pxGrid
QIZE MM ISE ZAE O|F0| HREIUE

Certificate Hierarchy

Certificate Services Root CA - ise3d1-PAN
Ceartificate Services Naode CA - ise3d1-PAN

Cartificate Services Endpoint Sub CA - ise341-pani

Isa341-psnl_ poongarg.local

iee341-psni.poongarg.local
Issued By : Certificate Services Endpoint Sub CA - Ise341-peni
@ Expiras - Sun, 17 Mar 2030 083619 UTC

Certificate status is good

[ &8t pxGrid Q15 M
3 . Catalyst Cloud Portal0i A cdFMC O Z 2| 0|2 & -5t6t K| 2R &LICH.

SHZ=: ISEQ| pxGrid 22 E HE0| M 2|5 RESTful MH|A(ERS) APl 2! OpenAPI 27| T8 A
NAT: EE8HE|RA= K| 2 lgLct,

pxGrid 22t E 7|sit sl 23:

CHI FAE 24 Ea oY ol =k
pxGrid 22t = pxcloud.log, hermes.log pxcloud.log: pxGrid 22t E M

H|A Z4I|T8|o|M 844, pxGrid
22t E AMH|A 44 oEj 2
17t8M SENE 7ISFLICH

hermes.log: pxGrid £ MEA

d 3olec

pxGrid 2t = OpenAPI pxcloud.log, hermes.log 220 A pxGrid 22 2E 0|
ERS Rest 273, ISEQ| ZA 1|12
Ol Mg Atg 2 7|SE L
MEXR7 ST FIHEOE AS

HeHEZ sch.log FS &7 } i

& 237 AHAEILICEH 047]
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Hermes.log= Debug, Info, Warn & Error 21 2{|®2! 2t
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2025-03-17 09:10:23,361 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,361 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,463 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:23,467 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:23,480 INFO [openapi-http-pool17][[]] cisco.dna.tethering.client.TetheringClient -:::::
2025-03-17 09:10:23,480 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,483 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATetheringClie
2025-03-17 09:10:24,492 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,497 INFO [openapi-http-pool7][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,529 INFO [openapi-http-pool17][[]] cpm.infrastructure.telemetry.api.TelemetryConfigH

pxcloud.log(PAN = E), Y& pxGrid Cloud AMHIAE &% T
)7t 2T D ISEE XY HEE VMM HA BAM 1M QA E S5 EES sAIFLUCH

2025-03-17 08:47:00,300 INFO [main][[]] cisco.cpm.pxcloud.api.PxCloudInitializer -:::::- Initializing p
2025-03-17 08:47:00,312 INFO [main][[]] cisco.cpm.pxcloud.pxgrid.PxCloudProviderRegistration -:::::- Re
2025-03-17 08:47:00,314 INFO [main][[]] cisco.cpm.pxcloud.hermes.ProxyConfigNotificationHandler -:::::-
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:50:18,842 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Updating H

2025-03-17 08:52:46,834 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 08:55:46,877 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 08:58:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:01:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:03:37,136 INFO [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:04:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:06:37,136 INFO [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:07:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler

2025-03-17 09:09:11,901 DEBUG [hermes-change-monitor-0][[]] cisco.cpm.pxcloud.hermes.PxCloudNodeChangeH
2025-03-17 09:09:37,136 INFO [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:09:37,139 DEBUG [pool1-225-thread-1]1[[]] cpm.pxcloud.service.ui.IntegrationCatalogSchedule
2025-03-17 09:10:22,475 TRACE [openapi-http-pool14][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,485 INFO [openapi-http-pool4][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
2025-03-17 09:10:22,739 TRACE [openapi-http-pool7][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,750 INFO [openapi-http-pool7]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:10:22,754 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:24,529 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:24,537 INFO [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::-
2025-03-17 09:10:26,938 DEBUG [openapi-http-pool7][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:10:26,946 DEBUG [openapi-http-pool7][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
id: ap-southeast-1

name: ap-southeast-1

fqdn: neoffers-sg.cisco.com

}, class Region {

id: eu-central-1

name: eu-central-1

fqgdn: neoffers-de.cisco.com

}, class Region {

id: us-west-2

name: us-west-2

fqgdn: neoffers.cisco.com

1]

2025-03-17 09:10:26,968 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
2025-03-17 09:10:27,051 INFO [openapi-http-pool17]1[[]1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogImp
2025-03-17 09:10:27,055 DEBUG [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudUtils -:::::- Ano
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm



2025-03-17 09:10:27,533
2025-03-17 09:10:27,533
2025-03-17 09:10:27,533
!

2025-03-17 09:10:37,338
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09:
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142,536
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142,569
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09:
09:
09:

16:
16:
16:
16:

44,729
44,735
45,310
45,345

09:
09:
09:
09:
09:

16:
16:
16:
16:
16:

45,538
45,589
46,805
46,816
47,631

09:
09:
09:
09:
09:
09:
09:
09:
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09:
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09:
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09:
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09:
09:
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19:
19:
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19:
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19:
19:
19:
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16,956
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16,964
16,964
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17,284
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17,325
17,342
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17,463
17,485

2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17

pxGrid === ACTIVE
NOT_CONNECTED=

09:
09:
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09:
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09:
09:
09:
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19:
19:
19:

17,489
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17,554
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DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm

DEBUG [openapi-http-pool17][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -

INFO [openapi-http-pool7][[]] cpm.pxcToud.api.impl.PxcloudApplicationCatalogImp

TRACE
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
TRACE

[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]

[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool13][[]1]

cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -

cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:

INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:

DEBUG [openapi-http-pool13][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -

INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [openapi-http-pool13]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -

INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:

DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -

DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:

INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -
cpm.pxcloud.service.ui.IseEnrollment -
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
.PxCloudPropertiesNotificat
cpm.pxcloud.service.ui.IseEnrollment -
cpm.pxcloud.service.ui.IseEnrollment -
cpm.pxcloud.service.ui.IseEnrollment -

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
INFO
INFO
INFO
INFO
INFO

[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]
[openapi-http-poo19][[]1]

[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]
[openapi-http-pooT19][[]1]

cisco.
cisco
cisco.
cisco.
cisco
cisco.
cisco.
cisco
cisco.

cpm.
.cpm
cpm.
cpm.
.cpm.
cpm.

cpm

.cpm.

cpm

pxcloud.
.pxcloud.
pxcloud.
pxcloud.
pxcloud.
pxcloud.
.pxcloud.
pxcloud.
.pxcloud.

api
api
api
api
api
api
api
api
api

cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -::::
DEBUG [openapi-http-pool19][[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -:::
INFO [pxcloud-configuration-1243][[]] cpm.pxcloud.service.ui.CloudConfiguration
DEBUG [pxcloud-configuration-1243][[]] cpm.pxcloud.service.ui.CloudConfiguratio

g £33 X2 07| MHE pxGridConnectionStatus 7+
, Ol pxGrid .= =01l 2HI& pxGrid /5 M(™A| FE CA |2l



2025-03-17 09:
2025-03-17 09:
2025-03-17 09:
2025-03-17 09:
2025-03-17 09:
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2025-03-17T09:
2025-03-17T09:
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2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:

Catalyst Cloud Portal2| £ E CA

2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
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2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:

A 75

20:12,301 TRACE [openapi-http-pool18][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp

20:12,301 INFO [openapi-http-pool18][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
20:12,310 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Get pxCloud
20:12,311 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- pxCloud stat
20:12,427 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Received res
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hermes/config.go:332 | configMgr created successfully: configMgr[path
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:338 | Config file /opt/hermes/config.yaml parsed suc
hermes/main.go:126 | Configuration Toaded successfully
trust/trust.go:28 | Custom trust bundle has been set/updated
hermes/pxgrid.go:187 | Creating pxGrid WebSocket connection
hermes/httpserver.go:57 | Starting REST server on :8913
hermes/httpserver.go:78 | REST server 1is up and running
pxgrid/websocket.go:93 | Got WS URL: wss://ise341-psnl.poongarg.local
pxgrid/websocket.go:107 | Connection to wss://ise341-psnl.poongarg.lo
hermes/connectionstatus.go:44 | Setting pxGrid connection status to C

A 2lol A& =& LICH

hermes/pxgrid.go:267 | Cloud credentials are obtained from ISE
hermes/pxgrid.go:376 | DeviceID: 67d7e91688c5fd08d0860039, TenantID:
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:254 | OCSP Validation passed for CN=HydrantID Server CA
rest/ocsp.go:254 | OCSP Validation passed for CN=dnaservices.cisco.col
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
hermes/config.go:262 | File /opt/hermes/config.yaml modified. Event:
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:305 | New configuration loaded

hermes/config.go:314 | Restarting Hermes due to configuration change
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pxgrid/subscriber.go:40 | Request to create new subscriber: service=c
pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.session,

device-manager@vl.1.12/control.go:240 | Completed activate sync ID [s
device-manager@vl.1.12/control.go:227 | Processing activate sync ID [
hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc
pxgrid/subscriber.go:28 | Request to create new subscriber: com.cisco
pxgrid/subscriber.go:40 | Request to create new subscriber: service=c
pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.config.pr



2025-03-17T12:54:10.559Z | INFO | device-manager@vl.1l.12/control.go:240 | Completed activate sync ID [p
2025-03-17T12:54:10.559Z | INFO | device-manager@vl.1l.12/control.go:227 | Processing activate sync ID [
2025-03-17T12:54:10.559Z | INFO | hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc
2025-03-17T12:54:10.559Z | INFO | pxgrid/subscriber.go:28 | Request to create new subscriber: com.cisco
1

2025-03-17T16:17:30.050Z | INFO | api-proxy@vl.0.10/broker.go:114 | API-Proxy: Broker Agent start consu
2025-03-17T16:17:30.050Z | INFO | hermes/apiproxy.go:43 | API Proxy connection established
2025-03-17T16:17:30.050Z | INFO | hermes/connectionstatus.go:62 | Setting cloud connection status to CO
2025-03-17T16:17:30.057Z | INFO | hermes/dxhub.go:94 | Policies are obtained from ISE : &{Pxgrid:{Conte
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https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://developer.cisco.com/pxgrid-cloud/
https://developer.cisco.com/pxgrid-cloud/
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
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