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< Policies / Intrusion / | MITRE_ATTACK

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description MITRE_ATTAGK

Base Policy — Group Overrides — Recommendations Mot in use — Rule Cverrides Summary

Group Overrides @

2 items Overrid... +
Search through all Rule Groups

~  MITRE (1 group) i ]
¢ MITRE

> ATT&CK Framework (1 group) i 1 Groups

Group Namae Security Level @

ATTECK Framework [ —— ]
1K
MITRE ATTECK is a globally-accessible knowledge base of adversary tactics and techn.., L

6. Ot2ZH Ol Maroup overridesCHS 2 EHQIEILICH AIEECH2 SSo0|M MEZ2 2 FQ YAof CHet 2
E 7= aE0| 21% Fol ZAIE LI

22| miTreR!FE Foll ZAIELICEH

21 o| ool M= MITREZF 4 E—'.*EIXI H QF AHgol k2t Rule Categories(TH=! 7HE]|

=
=
22) 7 18 SE 2L ofalol R T FH 18 U 54 72 282 HAY e
=
E

Ch 2E 72 32 MITRE Z3|a

Base Policy: Balanced Security and Connectivity Mode:  Prevention

Description test_policy

Base Policy J Group Overrides d Recommendations Notin use — Rule Overrides Summary

Group Overrides @

101 items All +

Search through all Rule Groups

ule Groups

> Rule Categories (9 groups) © 1o optimize intrusion policy configuration, you can configure the various rule group categories
enable or disable groups and increase or decrease security levels, thus enriching intrusion eve
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Base Policy: Balanced Security and Connectivity Mode: Prevention

Description test_policy

Base Policy + . Recommendations  Not in use d Rule Overrides Summary

Group Overrides @

101 items All o
Search through all Rule Groups
~  MITRE (1 group) L
¢ MITRE / ATT&CK Framework
ATT&CK Framework (1 group) 1 Groups
Group Name Security Lavel
»  Enterprise (13 groups) o
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Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Not in use — Rule Overrides

Group Overrides @

101 items All +
Search through all Rule Groups

~  MITRE (1 group)
< MITRE | ATT&CK Framework / Enterprise

v ATT&CK Framework (1 group) L b

Group Name
Enterprise (13 groups)
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Base Pﬁlll‘.‘y =4 Group Overrides = Recommendations  Not in use = Rule Overrides Summary
Group Overrides @
101 items All -+

%, Search through all Rule Groups

~  MITRE (1 group) L
< MITRE/ ATTRCK Framework | Enterprise / Collection (taocos)

1 Groups.

~  ATT&CK Framework (1 group)
Group Kama Sacurity Level @ Override Rule Count

Imput Capture (T1055)

oooa %6
Aedversaries may ute methods of capluring user input 10 oblain credentials or coliect inf... s s
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Edit Security Level @

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks.

+“ Revert to default Cancel
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13. OF2Hod Ainitial AccessOF X |2 2| Z 21 & Q1 & 2 =& L|Cexploit Public-Facing Application.

Base Policy =+ Group Overrides — Recommendations Mot in use = Rule Overrides Summary

. Caenected 1o Bangalons Dus - SSL.
Group Overrides @

101 items Al +
Search through all Rule Groups
»  LETense EVasion £ groups) w
i Sacity Laval
> Discovery (4 groups) o MITRE | ATT&CK Framework | Enterprise [ Initial Access (fanco) Y [:]
5 Groups oooo 4
*  Execution (3 groups) L Group Name Saecurity Lovel @ Ovorride FRule Count
> Exhltration {1 group) o Diive-by Compromise (T1189) oooo S 8783 Bl
Adversaries may gain access to a system through a user visiting a website over the nor... =
»  Impact (3 groups) L] - Y Do
phoit c=Facing Application (T ! =04 11976 I hide

N = Adversaries may SMEMAL Lo take advantage of 8 waakness in an Inemet-facing compat..
Initial Access (S groups)

° [Extemal Remote Services (T1133) === 443 Inchude

Drive-by Compromise Adbversaties may leverage axtamal-Iacing remote senices lo initially secess andlor per...

Exploit Public-Facing B [J] —

el oooa A 304 I lude
Application Adversaries may send phishing messages to gain access 1o victim systems. All fanms o...
External Remote [ ]
Services Valld Accounts (T1078) ]
. Adversaries may obtain and abuse credentials of existing accounts as a means of gainl...
Phishing o
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This group does not contain any children.
0 Groups /[ Group contains 8783 rules

View Rules in Rule Overrides
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Base Policy — Group Overrides — Recommendations — Rule Overrides

Cisco Recommended Rules @

Summary

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network



Cisco Recommended Rules 0 X

Security Level (Click to select)

T (e S| I |

Accept Recommendation to Disable Rules €

Higher Efficiency- Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.

Protected Networks @

HAdd—l—’

Cancel Generate ’ Generate and Apply
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Base Policy — Group Overrides — Recommendations Mot In use — Rule Ovarrides
Summary @
Rule Distribution Report and Exporting
Active Rules 16591
Algrt - B45
Block [e— 10879 Overridden Rules 4 © View Effective Policy
Disablad FALSILEFESRILELSSFILIFSSIESLS 33478 Disabled Rules 33478
Others @ — 067 Expart Policy
Total Rules 50069
Basze Configuration Group Overmides Rule Overrides
Base Policy; Balanced Security and Connectivity
Total 4 rula overrides
Tatal 2 group overrides © 162647 @ Block =& F
4 Non-Applcation Layer Pratocol — - © 161683 ¥ Drop ) Ay Alart
Recommandations 4 Malizious File — o 161681 ? Dvop * @ Black
© 161684 § Orop —~ ¥ vop
Usage: Notinuse Turn on recommendatisns
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Events By Priority and Classification s wet

No Saarch Gonstraints (Edit 5
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1l 2022-07-19 09:05:58 -

202

Drillcdoen of Evant, Priority, and Classification | Tahle View of Evants Packets
Jump to...
Inlire L3 = Simirce
4 Time ® Priority = Impact % Rt Reason » Source P = Cauntry Destination IP =
- 2022-07-19 111790 high 2 Would block  Interface in Passive or Tap mode 1 192.168.0,227 1 146.112.255.59
v 2022-07-1911:17:06  medium 2 Would block  Interfaca in Passlve or Tap mode 01 192, 168.3,254 0 192, 168.4. 106
- 22-07-19 1117208 medium 5 Waould binck  Irterface in Passive or Tap made BAGERATF.240 mg UEA C1192.168.7. 214
- 2022-07-1911:47:058  medium -] Would block  Imterface in Passive or Tap made © 122.168.3.254 1 192.166.7.241
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Access
Access Control Policy X Control X Network MITRE Rule
S ad Analysis Policy ATTECK Group
Rule
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy | 1 Technigque| 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group
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6. S Analysis > Unified Events= =/ L|C}.
7.9 MEHT| ol 0|22 EmiTREATTACK D P2 ALEE RuleGroupU & LILCE.

Wiews... < |3, Select
() Showing all 5,112 events (4 4,518 @ 594) + Bg 202:3-07-19 10:19:00 EOT
ﬁ Thme: Event Typa Davice MITRE ATTECK Rule Group
0 mitre w | E-168.7.115 1 Eroup
y 450
Deselect 1 filtered  Selact default Rl X
2.168.7.115
MITRE ATTSCK T
W ?.168.7.115
2 168.7.115
2168.7.115 1 Group

14 selected Apply
£.168.7.115
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Views... ~ 0 Select
) Showing all 5,112 events (4, 4,518 @ 594] + If}, 2022-07-19 10:19:08 ECT - 2022-07-11
W Time Evant Typa Device MITHE ATTREK Rule Growp
¥ 2022-07-19 111902 ance 1921687115 1 Gioup
¥ 20F2-07-1%11:18:5%9 5, Connection ance  182.18R.7.115 Click to view groups
¥ A022-07-1911:18:55 & Connection ance 1921887115
7= 28

9. 08 S0 A% 7+ I=2Q! Protocolt 1 0}2f2| DNS 7= 228 £ 4 l&Lct.

Wiew 2 Selact
(=) Showing all 5,112 evenits |5 4,518 @ 594) # M5 2022-07-19 10:19:09 EDT — 2022
j Time Event Type Device BMITRE ATTECK Rulbe Group
¥ 202Z-07-19 11102 T Intrusion ance 1B2.188.7.115 Group
¥ 20Z2E-07-1911:18:59 D Connectior Bnce THZ.16H.7.115
. «  Protacol
¥ 202E-07-19 11:18:59 5 Connection 2 192 168.7.115 IS
* M2F-07-1911:18:59 S Connection 20 192 16R.7.115
» 202E-07-19 11:18:549 5, Connectian Bnce THZ21BH.S110
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