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FMCO CHSt SSH MlME A

8t L|Cheteinit.dirpebind start.

HHEE ALE 5104 SHEZH| AIFERA

> axpert

admin@fmc:~% sudo su

Password:

root@fmc : /Volume,/home/admin#

Starting rpcbind daemon. .
root@fmc : /Volume /home

T 5tEe

HrpeoindTI X A[ZfSHOF BfLICH 7|2 X2 2 H|EH3tE[o]

1 expert ZEZ 0|S3+04sudo MBS 2 HMEt2 22 OIS BHEES A

2tolgr & Q& L|Chetcinit.d/irpebind status.

Jetc/init.d/rpcbind start
) .done.
Jadmin# /etc/init.d/rpcbhind status

/usr/sbin/rpcbind (pid 30904) is running...
root@fmc: /Volume/home,/admin#

rpcbind A|&}
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F”'?WE'” Mar!E{g?ment Center Cverview Analysis Policies Devices Objects Integration Deploy Q @ 4 @ admin» Bl op
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Storage Type I Local (No Remole Storage) -
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85H

Pl Préferences
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System Usage(A|AE] AF2)0{| A Use for Backups(21101l AL®) EQIEHE MESI T Save(XME)E
Z2grct.

Storage Type MFS -

Connection
Host 192.168.192.76

Directory CAShares\FirewallBackups)

Advanced
Use Advanced Options
Sys tem USEIQD

Use for Backups

Use for Reports

Disk Space Threshold S0 %

NFS MH
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L 9 Overview Analysis Policies Devices Objects Integration Deploy & @ £ @ admin~

Email Mot n
Exarrial Da I s Success
MM BEIERasE Aceess & Saved Remote Storage Device configuration
HTTRS Certificate successfully.
Info
Storage Type NFS v
Connection

Language

Haost 192.168.192.76
Login Banner
Management Interfaces Directory Ci\Shares\FirewallBackups),
Metw Analysis Policy F i Advanced

Pre 5 Uze Advanced Options

REST API P Systemn Usage

Use for Backups

Remote Storage Device

Use for Reports

MP

Disk Space Threshold a0 %
n Timeout

15|, B M system ({I') > Tools > Backup/Restore.
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Firewall Management Center .
B g B 9 Overview  Analysis  Policies  Devices  Objects  Integration Deploy © & 4 @ adminvw

Remole Storacgs
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Backup Management Backup Profiles
e ——
2
Create Profile

Mame

Config only backup £ u
ol T2 E My
3CtAHL Z2Zof Name(0l&)2 XIHstD TA| WMy T2 LIo| R E =folgts MEgL(Ct

Save As NewS Z2!gfL|C}

Create Backup

MName Full_Backup

Storage Location  nfs://192,168.192, 76/C:\Shares\FirewallBackups),

Back Up Configuration
Back Up Events

Back Up Threat Intelligence
Director

Email Not available. You must set up your mail relay host.

| Cancel | | Save As New Start Backup

Copy when complete
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1EHA. BF A sygtem ({1‘)> Tools > Scheduling.



vices  Objects  Integration Deploy CQ @ {I»I @ admin~
I Configuration Health Monitoring
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Updates Events Statistics
Exclude
Licenses Maonitor Alerts Tools
Smart Licenses Backup/Restore
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New Task

Job Type

Schedule task to run

Start On

Repeat Every

Run At
Repeat On
Job Mame

Backup Type

Backup Profile

Comment

Email Status To

4B, MBI ChA| 2ol Z7bE| T ME

Backup

Once

September

2:00

29

Monthly Full Backup

8 Recurring

| ® Management Centerl

Full_EEll:kuE

Mot available. You must set up your mail relay host.
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Wieekly config only backup
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Weekly config only backup
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‘Wieekly config only backup

24 25 26 27 28 29

Waekly config only backup
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New Task
Job Type | Backup
Schedule task to run Once
Start On | September
Repeat Every 1
Run At | 4:00
Repeat On | 29
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% Recumng

FTD102 MonthlyBackup
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I’E'E"%Retrieveto Management CenterﬁlE%'Ia_T’_ x"é"% % ==
New Task
Job Type | Backup ¥
Schedule taskto run () Once @ Recurring
Start On | September v || 2023 v | AmericaiNew York
Re tE | 1 | A — — |:_:| I:il
peat tvery () Hours () Days  \geoye Months
Run At | 4:00 v || Am -
Repeat On | 29 » | Day of the Month
Job Name | FTD102 MonthlyBackup |

Backup Type () Management Center (& Device

. FTD_192_168.192.102
vFTD_192.168.192.83

Device(s)
Mote: Backup the Firepower 3300/ 4100 chassis configuration before initiating a backup of the logical Threat

Defense devices configured on it

Retrieve to Management Center

Comment

Email Status To  Not available. You must set up your mail relay host.
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e FMC7} &4 AER|X| C|HIO|AO]| 42T = | 13fL|C}. FMCO] CH3F SSH MlA41S A
1 expert 2EE 0|58 CHF sudo ""._?_PQE =Tl JL—IEP. A AEE|X| CIHIO|A R pingS
M&gct.

mO

> expert

admin@fmc:~% sudo su

Password:

root@fmc: Volume/home/admin# ping 192.168.192.76

PING 192.168.192.76 (192.168.192.76) 56(84) bytes of data.

64 bytes Trom 192.168.192.76: 1cmp_seq=1 ttl=128 time=3.02 ms
64 bytes from 192.168.192.76: icmp_seq=2 ttl=1 Ai time=0. 444 ms
64 bytes from 192.168.192.76: icmp_seq=3 ttl=128 time=0.754 ms
64 bytes from 192.168.192.76: icmp_seq=4 ttl: _Eh time=1.07 ms
64 bytes from 192.168.192.76: icmp_seq=5 ttl=] time=0.585% ms
AC

-—— 1062.168.192.76 ping statistics —--

5 packets transmitted, 5 received, 0% packet loss, time 21ms
rtt min/avg/max/mdev = 0.444/1.174/3.020/0.946 ms

root@fmc : Volume/home//adming |

Ping HIAE
o HiQd XFefo| 2= FMC It O|§ o X‘Pu'EI L|Chvar/iogbackup.log. 7 7} Ef 25104 20| A
SHoE ABE|X| AR FR 0{7(0IMH 2LF = AIHE AME = JU&LICh

root@rmc : /vVo lume/home /admin#
root@fmc: /Volume/home/admin# less /var/log/backup. log

less HH



Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11lec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
Fr-i Sep zg 1?:09:26 2023 R R R AR R TR TR AR AR ARAREAE AR R RS

Fri Sep 29 17:09:26 2023 m@m

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data
- log to stderr
getting filenames from [/usr/local/sf/etc/db_updates/index]
getting filenames from [fusr/local/sf/etc/db_updates/base-7.2.5]
Rt RwRwRR Ry App‘ly-lng dynam-ll: update -r:-l'les L2221 2.3 218 L k]
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.
Status: Success.
Applying file rule-comments.yaml.
/Backup started

backup.log

ool gHod ko2 AISHSE FTDOME &8 4= Q& LICH of2Hod| Mingfwivar nogbackup.logZf OF

> expert

admin@firepower:~$% sudo su

Password:

root@firepower:/home/admin# less /ngfw/var/log/backup. log

Less H&

Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11ec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
Fr-i Sep 29 1?:09:26 2023 fehhkhhhbhhhhhhhhhhtthtdhhhhhhhhhbtdhhdhhhhhttt i

Fri Sep 29 17:09:26 2023 méﬂm

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data

Tog to stderr
gett1ng filenames from [fusr/local/sf/etc/db_ updates/1ndex]
getting filenames from [/usr/local/sf/etc/db_updates/base-7.2.5]
Tedede el el Sl e App'ly‘lng dynamm update files #owstteadens
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.

Status: Success.

Applying file rule-comments.yaml.
/Backup started

backup.log
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Update Task: Copying backup from remote.
Exiting: main::update_status

Entering: main::update_status

Update Task: ng backup to Firepower Management Center
Exiting: main 3

FTD_192.168.1
Entering: main::update_statu
Update Task: Backup complete,
Ex1ting: main::update_status
Sending SIGUSR1 to process 29582 to notify of success
Received success notification from sf-backup-inator
Exiting...

Retrieva 25T

to Firepower Management Center succes
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