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API EHM7| A

FMC API B M7| GET HIME HAE
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O| EMoME st 22| ME] API B A 7|E A& 5= Cisco Secure Firewallol CHEF REST API
Zim|aglolad Ao cHalf AEetL|ct.

7|gte 2 S&le = = ofEE2I7olMd T2 32 QIE{H o[ AL
S AlstH 2|4& A LHol A CRUD(Create, Read, Update, Delete)

REST API= RESTful &%
x gH
Sth Au|agold2 ot wat ClHo|lA 4 HAIS RS E

l:|'. REST API HTTP £

« HEM-R2US o] ElAAR EHFE £ Qoo
- fHd- EP%F%J ¢£E He BEoIA A 73 CHFE 22| API9E OFEH7HKIZ XML,

. XP%SP 5"|1LIZLEIOI/‘._=| ‘."ﬂ S Ugez +ds
U2 ELOEM B Hofl 04E-| ClHtOo|AQo| T

REST APIE= FMC/FDM f st Q15 S AME5IH OAUTH2.02 ALEELICH REST APIS| ZF &=

Ad XA
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API B M7 23 AR

REST APIE FMC LH0IlA 7|12 M2 #d3tE|0] AELICH 2 0|Ssto HMStER=X] g
= system > Configuration > REST API Preferencesd &5 L-| C}.



—L. Firewsall Management Center

Rest AP| 445}

FMC2} FDMO{= API Explorergt= LHE QIE{H|O[A T IS, O|= REST APIS| 7|51t 7|52 A
o

7ls2
Edte O 88 TFULICH FMC2| Z2 0| URLE AFE23510{ API Explorerol HAM[AE £~ Q&L
Chhttps//

[api/api-explorer

FMC GUI Rt4 EHE At&stod 2 IgfLCh



Sign in

Username

Password

Cancel

FMC GUI At4 8HE At835t04 210!

API B |ofl A A5t & To|XI7H EAIEILICH of7|ME 4E 212, ZHQl Y
g + UBLICh 285 4T 2Ml0IME HH HHet K83 AL Holg 4

Download OAS 2.0 Spec Download OAS 3.0 Spec Logout

Cisco Firewall Management Center Open API Specification € &

fme_ocasd.Json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing

(ot -]

Troubleshoot >
Backup >
Network Map >
Devices >
Policy Assignments >

Device HA Pairs >



I

Che2s M

CHE 2 Z, Domains(=HI)FEf A|&stod 2 E Zm[adojd MME a&LICH o] =
EA5tEd B E 7|E FMC ZHIQlo] EAIELICH

Download OAS 2.0 Spec Download OAS 3.0 Spec Logout

Cisco Firewall Management Center Open API Specification @ @@

fmc_oas3 jaon
Specifies the REST URLs and methods supported in the Cisco Firewall Management Center APl. Refer to the version specific REST AP| Quick Start Guide for additional information,

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing

Domains
l Global v

TR

FMCOIM x|t 7|52 Z8fstod 4 MM A 7[s0| Ch50 EAIELICH



Troubleshoot
Backup
Network Map
Devices

Policy Assignments
Device HA Pairs
Health

Chassis
Updates

Users
Intelligence
License

Search

Audit
Integration
Device Groups
Status

Device Clusters
System Information
Object

Policy

Deployment

3

Schemas

A7|Ob

Ato 2, H0|X| X
e D, olgdet 7|Sol CHet HTTP 2™ A dst”
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StErOlM AT(0F MMS &S
O X x

AP| EfM7| Al
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f etz MEE
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Network Map >

Devices ~

INEET /aps/fme_config/va/domain/ {domainuuIn) /devices/devicaracords/ {object1d}
[0 /api/fme_config/vi/domain/{domainUUID)/devices/devicerecords/ {objectId}

Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

m Japiffme_config/vl/domain/{domainUUID}/devices/devicerecords

fapi/fmec_config/vl/domain/{domainUUID}/devices/devicerecords

Japi/fmc_config/vi/domain/{domainuuID}/devices/devicerecords

m Japi/fmec_config/vil/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}
m Japi/fmc_config/vl/domain/{domainlUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectid}
m Japiffmc_config/vi/domain/{domainWUID}/devices/devicerecords/{containerWUIn}/fplogicalinterfaces/{objectid}

Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

AN Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces/{objectid}

m [apiffmec_config/vl/domain/{domainUuID} /devices/devicerecords/{containeruUID}/fplogicalinterfaces
[apiffmc_config/vl/domain/{domainWUID} /devices/devicerecords/{containeruwuiD}/fplogicalinterfaces
/api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containeruUIn}/inlinesets/{objectId}

m Japi/fmec_config/vl/domain/{domainUUID} /devices/devicerecords/{containeryUID}/inlinesets/{objectId}

N1 fapi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUuin}/inlinesets/{objectid}

Japi/fmc_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID}/inlinesets
/api/fmec_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID} /inlinesets

m fapi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /virtualswitches/{objectId}
CletolA x| aeolM

C& REST API= Ct2 HTTP HAMEE X|HELICH 2 CRUDE CHS1F 20| CRUD g

'r|
<

« GET- &{7|

« POST - 44

« PUT - 40| /3R]
« APH| - AR

URI(Unified Resource Identifier)= 2 Z4&i|oi| CHEF Y A2t &7H CtE 24 HIMESt &7 M3 E
L|Ct.

mfapu-ﬁn:_cmﬂgf\ﬂidwinf{dminw:n}fdevi:esfdencerecords I

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords

CtS 2] & StLEE MEISHH GET HTTP Lol & & of7id=E &8 stod 2 = JU&LIch

o



. e
» Offset
. X8t

« TH Q! UUID(Universal Unique Identifier)

fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords

Retrieves or medifies the device record associated with the specified ID. Registers or unregisters a device. If ne ID is specified for a GET, retrieves list of all device records.

Parametars

Name

fiiter
strimg
(query)

offset
integer{$int32)
{query)

limit
imteger{$int3z}
{query)

expanded
beolean
{query)

domainUuiD = =
stedng
(path)

Responses

Fris Masarnainn

Description

Filter to retrieve or delete device records based upon filter parameters specified.

For bulk deletion, we need the filter="ids:" with bulk=true flag, Value is of format : "ids:idl,id2,...” .
ids:idl,id2,... IS acomma-separated list of device uuids to be deleted.

For Ietching device records, Filter criteria should be name: {name} ;hostName: {hostName}; serialNumber : {ABCKXXNX} ; containerType: (value);version:
{x.x.x};clusterBootstrapSupported: {true|false};analyticsOnly: {true|false} includeOtherAssociatedPolicies:{true|false}

containerType - Allowed values are {DeviceCluster |DeviceHAPair|DaviceStack}
clusterBootetrapSupported — Allowed values are {true|false}
analyticsOnly - Allowed values are {true|false}

includeftherdssociatedPolicies — Allowed values are {srueffalse} . When setto crue , Will give following policies if assigned to device:
| RaVpn , FTDS25Wpn , PlatformSettingsPolicy , QosPolicy , NatPolicy , FlexConfigPolicy |

filter - Fllter to retrieve or delete device recon

Index of first item to retum.

offset - Index of first item to retum,

Number of items to retum.
limit - Number of items to return.
If set to true, the GET response displays a list of objects with additional attributes.
-
Domain UUID

e276abec-e0f2-11e3-8168-6d9ed48b6251

CIHFO|A/CIHFOIA BIZE 71K 27|

tinbe



7|-§|I-__’I_Z _l|:_|:|.||0|_| UU|DE HTTP _|C.|>_o o=
Jh gereio] oM BHYle $3sts o TR

domainUUID * required
Domain UUID

string
(path)
e
(babec-eliZ2-11e3-81689-baYeq4s

THIQ! UUIDE EAtEFLILCE.

e276abec-e0f2-11e3-8169-6d9ed49b625f



CHZ2 2 E Responses MME & £ U&LICH o Mo M= o Edoi CHEt 7|2 Server
Response(AMH 8&) & LT M 8H 0d2F &7 Curl 2! Request URLE &2 = A& LICH

Responses
Code Description Links
200 N links
OK
Madia type Exampiés
[ application/jsen v I I Example 1 : GET ifme_configivi /Domainl UIDVobje: ices/devicerecords | Get all paginated network objects without offset anc  ~ ]
Example Value | Schema
default No finks
Error
Madia type
[ application/json e I
SE MM
FMC API B M47| GET HIME EHIAE
O|M| Ct&& 2&istod API M7 7|5 S BIAEE &H|7t EIQ&LICHyitout.
Japi/fme_config/vl/domain/{domainlUID}/devices/devicerecords
Retrieves or modifies the device record associated with the specified ID. Registers or unregisters a device. If no 1D is specified for a GET, retrieves list of all device records.
Parameters Try it out
Name Descripbicn
Try it out= MEHEFLICH
— == AN kv
O| £ HTTP GET RH(C|HtO|A, C|HO|A BZE)Q| B CHE UUID £= F7t O/HL-E =
g Lot giom ExecuteE MEHE & Ql& Lt



offset
integer{$int32) Index of first item to retum.

(query)

2t - Index of

limit

integer($intiz) Number of items to retumn.

imit -

expanded
boolean

If set to true, the GET response displays a list of objects with additional attributes.

= w |

domainUuUID =

string Domain UUID

e2T6abec-e012-1123-8169-6d9ed49b6 25

Responses
Code Description Links
200 MNo hnks
OK
AlS El
A3 M=

HTTP GET £%0| &350 S& 220 FMCO| S2 & ZE C|Hto|A0l| T3 ClHto|A MEIL 2
B El B9 FMC= Mt SH 2002 gHetgrLct.

S = | Clear

Responses

Ffde devicerecords® \

Server response

Code Details

<00 Response body

25"

htt f: i/ Fme_config/vl/domadin/ boc-e@f2-110 & & i P 2 BbE5 - 11009347 - Bloc f

“FTOv-703"

rict-transport -
transfor-encoding: cf

rr

FTD(FTDv-703)7} &tLF Qd&LICH.



domainUUID * required
st Domain UUID

(path)

e276abec-e0f2-11e3-8169-6d9ed49b625f

CIHFO|A B2 E =9I UUID 7HK{2 7|

£3| 0| FTDE tHE 2= st= APl %0l AMASHY| 28 AFSEI= ID 42 7I5E = U&LICH

<ffroot>

"name": "FTDv-703"

"id": "6bad6bbc-0b05-11ee-9a47-84ecf73b3ccf"

Obx[2f of =, o] Y| (o|x SEHM ¥2) C|uto|A 2| UUIDE At83sto &7
A(FTDv-703)2| 2 & QIE{m0o|A Hu[adojMdE AME + l&LICH

rl'J

t2lEl= C|HHo|

<tfroot>

"id": "6bad6bbc-0b05-1lee-9a47-84ecf73b3ccf”

-(2)2ceT0|S & L Cpevices > Device records > physicalinterfaces.

<ffroot>

/api/frc_config/vl/ domai n/ {domai nUUI D} / devi ces/ devi cer ecor ds/ { cont ai ner UUl D}/ physi cal i nterfaces

FMC7t & 5t (Server Response(AMHH &) &3 X&) 0| C|HIO|A(FTD)M| 271 2] Hi|o[&] QIE
Ho|A 7} QT SHE UUID & HI|apo|Mez A= RIEH OIE|H|0|A T} Q22 &90I8 4 9l

— AMAE= AN HEH
LICE.

_I



Responsaes

c-oof2-11c 169-6d9ed49b6 25/ devices /devicerecords /ebadtbbc - 6boS 7-B4ec FT3b3ccF physicalinte

fireab”

Request URL

Server response

Code Details

20
200 Response body

2T6abec-eBf2-1163- 8 BelOedA0bE2S i i adbbbe - Ob5 - 116 -0a47

Sdesmain/

<ffroot>

Fr om Response body:

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3-0000- 004294967553",

"name": "G gabitEthernet0/0"

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3- 0000- 004294967554",

"name": "G gabitEthernet0/1"

"type": "Physicallnterface",



"id": "005056B3-9582- 0ed3- 0000- 004294967555",

"nane": "Diagnostic0/0"

O|F¥o| EB|E X HTTP HAMEO| HMASE =2l ZE iAol 28 4~ Ql&L|CH YEto]
M EHUUIDE ZIgstHAM FMC 2 EH 2t2|Zl= C|HFo|Aof CHEr ZiIm|agy|o|Md B8 AFEFS o
1 =™ HU FIHE &= U&LICH

m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}

URI T+ &
FMC API EH7 | X|RIElE 715 2 HT|ad|olMd HMEES 27| 9I8t Jtol= = #E8oR A
8% 4+ ooz AT oM 252 98t AEE CIXQISHT AFSR XIHE £ UsLICH

EE 8t Postmanzt 22 0=|E-| AP| ZEHZ & AFE3I7HLE Python £ Perl A3 EEE S 2ZH 54

[m H
2T
X
M
=
O
>
T
_+9
ox T
fok
J)l
0
gk
1
20
o>
C
[ul
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& 1: Github2| Secure-Firewall RepositoryS

or


https://github.com/CiscoDevNet/secure-firewall.
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