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4. RX| e 7|1z2t2 of 2FElct
5. ¥aelol= M=ol x| ae|o|ME siderL|Ct. System(AAR]) > Back up/Restore( /=
) > Domain Management(Firepower Z2[) 8iQ]. 24 A|ARI0]| BAH S CIR2E=§FL|CH.

6. 7t& AR 470
.Zm|ago|M
NTP 87|38 & O_IE.H—IEL
FMC: System > Configuration > TimeS ME{EL|C},
C|HFO|A: show time CLI H&E S AL &hLCt.

oo N

SHE|E R 10{ M FMC2] High Availability {2 2 0|S & L|C}.

System(A|A &) > Integration(S &) > High Availability(ZL.7}84)

Deploy Q, B admin~

Configuration Logging Maonitoring
Users Security Analytics & Logging Audit
Domains Syslog
Health Statistics

SecureX RUET Monitor

| Updates Policy Tools

Events Backup/Restore
Licenses Exclude Scheduling
Smart Licenses Monitor Alerts Import/Export
Classic Licenses Data Purge
Reboot
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Firepower Management Center :
il POV anagamalL: Ovarview  Amabysis  Polkies  Devices  Objects  AMP  Inteligance Doy Q@ 4 @ adminx

Peer Manages
Cloud Services Realms Identity Sources High fuaitabdity eSEreamer Hiost Inpast Client Smart Software Manager On-Prem

X Swite R &  Break HA 0 Pa z
Summary System Status
Stabis Synchronization task is in progress Locsl Remote
Active = Primary Standby = Secondary
Syrehronization oK (10.4.11,84) (19.4.11.85)
s 10.4.11.84 Oparsting Systern AR 70
ficthre e { HA syncheonization time : Tue Jul 18 02:06:47 2023 )
Saftwaen Varsicn 7.1.0-90 7.1.0-90
- ) 10.4.11.85
ranclyy Sysoem { K ymchronization time : Tue Jul 18 02-06:00 2023 | Mol Cisco Firepower Management Center for  Cisco Firepower Management Center
T Whhware
=752 ol = St 2 A1 AMEH
S7|3t8 YAl SXIFLICH D784 M=
= =OI|7<|EAEH%I-||.
=715 LAl SX|E MEARFLICY.
ally, Firepower Management Canter ; :
ety _g Cvendow  Analysis  Polices  Dovices  Objects  AMP Infoligence Beploy @ & @ admin~
Peer Manager
Cloud Services Realms Klerity Sources High Avadlability eStreames Host Input Clhert Smart Sedtware Manager On-Prem
. £ L
Summary System Status
Statuss Healthy Local Rermatn
Active - Primary Standby - Secondary
Synchrorization oK {10.4.11.82) (v0.8.11.55)
Acting Syste 10.4.11.84 Operating System EAE 110
ERESIEA Nt [ HA synchronization time : Tise Jul 18 02:32:23 2023 )
Software Version 7.1.0-90 7.1.0-90
10.4.11.85
Standby Sysbern { HE syncheanization time ; Top Jul 18 022728 2033 ) ik Ciscn Feopowor Managoment Conter for  Clsca Firepower Mansgamaont Centor
Whiware for Vitware
=5|5} ol =
718t LAl BX|

S718t7t LAl SXIE W7HR| ZICHRILICH 2t2 Al AL X7 4EHE LAl S X|5H0F & LICEH

Summary
A Degraded- Synchronization incomplete
Status ( Both Management Centers are configured to run in standalone mode , Database
is not configured for high availability , Synchronization paused. )
Synchronization A Paused by user
Active System 10.4.11.84
v ( HA synchronization time : Tue Jul 18 02:32:23 2023)
Standby System 10.4.11.85

( HA synchronization time : Tue Jul 18 02:27:29 2023)

=73t ME}= AL RIEE UA| SX|T/o{oF BLCt.
2CHA|. dagolE 7 |X| YR E
AEHHIO| @lof| 2aQl6tn Yado|lE W7 |K|IE U= E=8FL|Ct.

System(A|AE!) > Updates(Cl| 0| E) > Upload Update(EI0|E Y2 E)



FMC . ;
I;-‘Illf:élt;. Product Updates Devices AME e 00 &% @ admin=

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

Type Version Date Reboot
Cisco Firepower Mgmt Center Patch 7.1.0.1-28 Tue Feb 22 23:32:26 UTC 2022 Yes ]
Cisco FTD Upgrade 7.0.4-55 Sun Aug 7 19:43:24 UTC 2022 Yes . - i

Magole W7 |X| YEE

Yaelol=g HHe| oxof Ch2= =3 m7[X| & &Lt

=

Currently running software version: 7.1.0

Updates

Jpload software updates and patches here.

Action (@ Upload local software update package

! | Specify software update source (FTD devices only)

Package | Browse... | Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4-169.sh.REL tar

Cancel Upload
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aluih, FMC Devices  AMP a ¢ # @ adminv

CISCO  Product Updates

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0
Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

L |
Type Version Date Reboot
Cisco Secure FW Mgmt Center T e —
Upgrade 7.2.4-169 Wed May 10 12:48:58 UTC 2023 Yes E'

ZH| dALE fIgt Yaelol= w7 |x| Ml

glols 0{Z2t0|¢IAE MEHSE T Check Readiness(ZH| AtEf Q)& Z2IgtL|C}.

alaln FMC Q @ £+ @ adminv

€IS5CO  Upload Ug

Product Updates

Currently running software version: 7.1.0

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.4-169
Date  Wed May 10 12:48:58 UTC 2023
Reboot  Yes

By Group v

Readiness Check Readiness Check Estimated i

Results Completed Upgrade Time

s  Ungrouped (1 total)

firepower
0.4.11.85 - Cisco Firepower Management Center for ViMware Compatibility check passed. Proceed with 35 min []
Check Readiness m

Check Readiness(Z=H| ¢ El =& MEIFHL|C

g A

HIAIX] MEJo| M &l = U&LICH

rlo

HIAIK] > ZFed > A<



Q ﬁ? i+ @ adminv

Upgrades A Health @ Tasks

20+ total 0 waiting m 0 retrying 20+ success 5 failures Filter

Local Readiness Check

Readiness Check For version: 7.2.4-169 3m 17s

[50%] Running script 000_start/110_DB_integrity_check.sh...

Mo more older tasks

0%

HIZ AA T &

g

2t 2 £|™ Readiness Check Results(ZH| & Eff &4 Aol &EHE 2QI” = U&LICH

g5t m7|X| AX(IE HASE + J&LIch

ATHA| daBolE THF|X| A%
Aa80|= 8 0{Z2t0|HA S MEHEILICE Install(Adx))S S2I8tLCH

Product Updates
Currently running software version: 7.1.0
Selected Update
Type Cisco Socure FW Mgen Caetor Upgeade
Version 7.2.4-169
Dabe  Wed May 10 12:48:58 UTC 2023
Reboot  Yes

By Group -

= -

prepousc Suecess

2023-07-18 00:05:22 35 i

R e i | ot ]|

Madol= mHF|X| x|

A Z 8 EEQ(split brain)oll CHall F15HE E< OK(E 2)E S =2IELICH



@h 10.88.243.115:43085

After both FMCs are updated, FMC high availability will be in split
brain. Click "Make Me Active' after choosing the right Active FMC
to resolve split brain.

T—AE2 HIAIK] > 2ol M = elgh = Ql&LCE.

Q @ I+ @ adminv

Upgrades A Health O Tasks

| 0 waiting 1 running 0 retrying 20+ success 1 failure Q, Filter
“': Local Install
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169 Tm 7s
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169
69
t Tue

© Local Readiness Check

Readiness Check For version: 7.2.4-169 4m 18s X
Success. OK to upgrade to 7.2.4-169 version.
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CLI HAMA HEt0o| Qe AR Yadol= E /var/log/sfoll A TIME S QI8 4= UELICH expert

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin# cd /var/log/sf/

root@firepower:/var/log/sf# 1s
Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log exception.log flags.conf main_upgrade_script.log status.log status

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# tail -f status.log
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ui:[100%] [1 minsto go for reboot]Running script 999_finish/999 zzz_complete upgrade message.sh...
ui:[100%] [1 minsto go for reboot] Upgrade complete

ui:[100%] [1 minsto go for reboot] The system will now reboot.
ui:System will now reboot.

Broadcast message from root@firepower (Tue Jul 18 05:08:57 2023):
System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Tue Jul 18 05:09:02 2023):
System will reboot now due to system upgrade.

ui:[100%] [1 minsto go for reboot] Installation completed successfully.
ui:Upgrade has completed.

state:finished

Broadcast message from root@firepower (Tue Jul 18 05:09:25 2023):

The system is going down for reboot NOW!

AMEER = S2|1M FMCE FMCOoll 2HIE 222 X AlsHoF &Lt
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dses’ SECURE
Firewall Management Center

Version 7.2.4 (build 169)

Model Secure Firewall Management Center for VMware

Serial Number None

Snort Version 2.9.20 (Build 4004)

Snort3 Version 3.1.21.400 (Build 24)

Rule Pack Version 2869

Module Pack Version 3245

LSP Version Isp-rel-20230717-1542

VDB Version build 353 (2022-03-07 22:13:19)

Rule Update Version 2023-07-17-001-vrt

Geolocation Update Version Country Code: 2023-07-17-100, IP: 2022-12-19-101

0s Cisco Firepower Extensible Operating System (FX-0S)
2.12.0 (build 499)

Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.

Close
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Firewall Managemen nter :
eV anagement C_e_ I_e : Dritrviaw Analysis Palicies Davices Objects Integration Deploy Oy -@ L @ adminvy | lwl ceeyng
—
Pear Manager
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
—
B3 Make Me Active € Break HA I» Resume S

Thiz high availability pair s in split brain. Make one Management Center active by clicking "Make Me Active’.

Summary System Status

A Split Brain - Management Center is active on both peers, Local Rermote

[ Both Management Centers are configured to run in standalone Split Brain - Secondary Split Brain - Primary
Status mode , Database is not configured for high availability , No {10.4,11.85) (10.4.11.84)
synehronization 1ask running between high availability )
managament centers , Synchronization paused. ) Operating System 724 7.1.0
Synchronization A Paused by user Saftware Version 7.2.4-169 7.1.0-90
10.4.11.85 Model Secure Firewall Managerment

Active System { HA synchronization time : Software versions do not match Center for Vkiware

(7.2.4 v5 7.1.0) VDB versions do not match (353 vs 346) )
10.4.11.84

Standlby System { HA synchronization time : Software versions do not match
(7.1.0 vs 7.2.4) VDB versions do not match (346 vs 353} )

Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
Cisco is aregistered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>

> show version

------------------- [ firepower ]--------------------

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)
uuibD : 1c71ae24-1e60-11ed-8459-9758e19f1a24

Rulesupdate version  : 2023-01-09-001-vrt

LSPversion : Isp-rel-20220511-1540

VDB version : 353
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Integration(S8) > High Availability(17+8%d) > Make Me Active(Z“d

Cloud Services

daelol= mW7|x|E o

FMC ZF0lM Pasol=7t 22 E &

MEi gL}

Firewall Management Center

Realms

Summary

Status

Synchronization

Active System

Standby System

ZE2MAO CHE 4

Identity Sounces

R[ghLict

el

HEZ

Active(E ) f<e

Overview Analysis Palicies

High Availability

eStreamer

o=

Devices

Host Input Client

OrE FMCOl| 239215t

Ohbjects

Integration

JEIE 2%)

Deploy O, @ #* @ admin~

Smart Software Manager On=Prem

This high availability pair is in split brain, Make one Managemant Center active by clicking "Make Me Active’

A Split Brain - Management Center is active on both peers.

( Both Managemant Centars are configured to run in standalone
maode , Database is not configured for high availability ,
Synchronization paused. )

A Paused by user

10.4.11.84

{ HA synchronization time : Tue Jul 18 16:57:35 2023 )

10.4.11.85
{ HA synchronization time : Tue Jul 18 16:57:07 2023 )

System Status

Operating System

Software Version

Model

Local
Split Brain - Primary
{10.4.11.84)
7.2.4
7.2.4-169

Secure Firewall Management
Center for Vihware

2 CH7| mlofoll M +=~>HE 2 E Zu|Te| 0[S Ho{AME{ YESE MEELICH

—

& Break HA

Pear Man

x

Remate
Split Brain - Secondary
{10.4.11.85)
7.2.4
7.2.4-169

Secure Firewall Management
Canter for Viware

I» Resume Synchro

Make MeActive(L§ 7+ Moz MY) M

' SECURE

nization




Warning

This operation may affect critical processes running in
the background. The local peer will be active and the
other peer will become a standby. The active peer will
overwrite configuration and policies present on the
standby peer. Do you want to continue?

ABHHEO| Z|o{2| HE|IE Ho{arT| of Cigt B2

Make Me Active

Do you want to make this Management
Center active and peer standby?

Cancel l




Resolving split brain, making this
Management Center active.

Please Wait...
% A % % % % . % R RN

Integration

Objects

Wl SECURE

Deploy @ @ % @ adminv
Peer Manager

] [ Il Pause Synchronization

2Z3 =l a4
S7I3t7t CHAl AIZHE| T CHE FMCYL CHZ| 2E 2 M2tE WK Z[CHRILICH
[ T F'TI[E\.A_"E Il _I\'.-\'I.anage.men.t Cenl_gru . o Al Pobiias ces
ntegration | Other Integrations / High Availability
Cloud Services Realms: Identity Sources High Awvallability eStreamer Host Input Client Smart Software Manager On-Prem
S
3 Make Me Active | [ 4% Break HA
High Ty ang in prog) . Thee status and alens on this page are temporary, Please check after high availability operations are complete, ><
These operations include file copy which may take time to comphete.
Summary System Status
Status i Temporarily degraded- high availability operations are in Local Remaote
progress. Split Brain - Primary ‘Split Brain - Secondary
(10.4.11.84) (10.4.11.85)
Synchronization A Failed
Operating System 724 7124
. 10.4.11.84 )
et System { HA synchronization time : Tue Jul 18 17:27:28 2023 ) Software Version 7.2.4-169 7.2.4-169
10.4.11.85 Secure Firewall Management  Secure Firewall Management
Model
Standby System { HA synchronization time : Tue Jul 18 17:26:56 2023 ) ICenter,lox/Vivare Ceanisnior\ia

FMC S7138F
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Cloud Samvices Realms
Summary
St

Synchronization

all Management Center

Overview

Identity Sources High Availability

| HA synchronization time

& synchronization time

Analysis Policias

aStreamar st Input

hronization task is in progress

10.4.11.84
: Tue Jul 18 17:27:28 202

: Tue Jul 18 17:

Devices Objects Integration Deploy

Smant Software Manager On-Prem

System Status

Losey
Active - Primary
(10.4.11.84)

Operating System 724

o @ t @ adminv

-
Standby - Secondary
(10.4.11.85)

el
e
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