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2EHA[. Ansible A{Bqansible-galaxy collection install cisco.fmcansibledil FMCO| Ansible Z42IAM 2 Ad k|52 B S AlststLc}.

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

ok

3CHA|. 2+ o Umkdir /home/cisco/fme_ansible2 X{&Het M ZC

/homel/cisco/O0| M| EH O|& 2 fmc_ansible®L|C}.

i
un

BT S AYHLICH ol ool & ClYE 2l

<#root>
cisco@inserthostname-here:~$

nkdi r /hone/ci sco/fnt_ansi bl e

42, fhomelciscolfme_ansible ZC{ 2 0|S6t0d QIHIE 2| mhle MAIsHL|CH o] oo M IHIE 2| I 0|2 inventory.ini lLICH.

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini
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<#froot>

[fmc]



10.0.5.11

[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

52t A|. /home/cisco/fme_ansible ZEHZE 0|5 3104 FTD HA M2 2|8t He oS

create-ftd-ha-vars.yml &/ L|C}.

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-create-ftd-ha-vars. yn

inventory.ini

AH A4

o o

Ol L& Sxistod &2 floll 201 dE + UM, GEHE IiH+Z 2 MME

<#root>

user: domain: 'Global’ device_name: ftdl: '
FTDA

' ftd2: !

FTDB

' ftd_ha: name:

FTD_HA

active_ip:
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192.168.1.1

standby_ip:
192.168.1.2

' key:
ci sco

mask24: '

255.255.255.0

6t Al. /home/cisco/fme_ansible ZEHZE 0|S35+04 FTD HA M2 <8t Eil0|5 o2 MdgrLct. o| oo Eziol5 Tt o|§=2

fme-create-ftd-ha-playbook.yaml &/ L|C}.

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f nt- creat e-ftd- ha-pl aybook. yani

fmc-create-ftd-ha-vars.yml inventory.ini

Ol L& Sxstod &2 floll 201 EE & UM, GEHE IiH+Z 72 MMHE HEY £+ A&LTh

<#root>
--- - name; FMC Create FTD HA hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configuration: operation:
user. domai n

}}" register_as: domain - name: Task02 - Get FTD1 cisco.fmcansible.fmc_configuration: operation: getAl
devi ce_nane. ftdl

}}" register_as: ftdl_list - name: Task03 - Get FTD2 cisco.fmcansible.fmc_configuration: operation: ge
devi ce_nane. ftd2

}}" register_as: ftd2_list - name: Task04 - Get Physical Interfaces cisco.fmcansible.fmc_configuration
ftd_ha. nane

}}" type: "DeviceHAPair" ftdHABootstrap: { 'isEncryptionEnabled': false, 'encKeyGenerationScheme': 'CU

ftd_ha. key



}}", 'useSameLinkForFailovers': true, 'lanFailover': { 'useIPv6Address': false,
ftd_ha. mask24

11", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type':
ftd_ha. standby_ip

}}", '"logicalName': 'LAN-INTERFACE', 'activeIP': "{{
ftd_ha.active_ip

11" 3}, 'statefulFailover': { 'useIPvb6Address': false, 'subnetMask': "{{
ftd_ha. mask24

31", "interfaceObject': { 'id': '{{ primary_physical_interfaces[7].id }}', 'type':
ftd_ha. standby_ip

}}", '"logicalName': 'STATEFUL-INTERFACE', 'activeIP': "{{

ftd_ha.active_ip

13" } } path_params: domainUUID: "{{ domain[0].uuid }}" -

'subnetMask': "{{

'PhysicalInterface’

'PhysicalInterface’

name: Task06 - Wait for FTD HA Ready ansible



10| ox| EZEBOISHM FH EAIE OIF2 M AY 2 FHLICH Ol2HE =0l CHEH S 2t2 B Th LHof|
=/ |c}
= .

72t A|. £4/8 /cisco/fmc_ansibleZ2 0[S 3104 & ansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -

e@"<playbook_vars>yml"& A&5t0] ansible S R4 FfFLICt.

ol ofloll A B2 @lL|Chansible-playbook -i inventory.ini fmc-create-ftd-ha-playbook.yaml -e@" fme-create-ftd-ha-vars.yml*”.

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fntc_ansi bl e/

HT



ccisco@inserthostname-here:~/fmc_ansible$
I's

fmc-create-ftd-ha-playbook.yaml fmc-create-ftd-ha-vars.yml inventory.ini cisco@inserthostname-here:~/f
ansi bl e- pl aybook -i inventory.ini fnc-create-ftd-ha-playbook.yam -e@fnc-create-ftd-ha-vars.ym™"

PLAY [FMC Create FTD HA] R R R o R R R R R e R R R o o R kT e R ko kS S A R R Ak ok S S S T e A R R O o S

8EHA|. /home/cisco/fme_ansible ZHZ 0|S 3104 FTD HA CHZ| IP F 4 UH|O|EE @I8 ¥ mh S A ERfLICH 0] odof A = ot

0|& 2 fmc-create-ftd-ha-standby-ip-vars.yml & L|C}.

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnc-create-ftd-ha-standby-ip-vars.ynl

fmc-create-ftd-ha-vars.yml inventory.ini
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<#root>
user: domain: 'Global’ ftd_data: outside_name: '

Cut si de

] A}

inside_name:

I nsi de

outside_ip: '10.1.1.1" dinside_ip: '10.1.2.1" mask24: '255.255.255.0' ftd_ha: name: '

FTD_HA

outside_standby:

10.1.1.2

inside_standby:

10.1.2.2
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5 1t 0|& 2 fme-create-ftd-ha-standoy-ip-playbook.yaml & LI C}.

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml
fnmc- creat e-ftd-ha-standby-i p-pl aybook. yam

fmc-create-ftd-ha-standby-ip-vars.yml fmc-create-ftd-ha-vars.yml inventory.ini
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<#root>
--- - name: FMC Update FTD HA Interface Standby IP hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_con
user. domai n

}}" register_as: domain - name: Task02 - Get FTD HA Object cisco.fmcansible.fmc_configuration: operati
ftd data. outside _nane

}}" register_as: outside_interface - name: Task04 - Get Inside Interface cisco.fmcansible.fmc_configur
ftd data.inside_nanme

}}" register_as: inside_interface - name: Task05 - Configure Standby IP-Outside cisco.fmcansible.fmc_c
ftd_ha. out si de_st andby

11"} monitorForFailures: true path_params: objectId: "{{ outside_interface[0].id }}" containerUUID: "{
ftd_ha.inside_standby

11"} monitorForFailures: true path_params: objectId: "{{ inside_interface[0].id }}" containerUUID: "{{
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10EHAH|. £/ /ciscoffme_ansibleZ 0|5 510{ & ansible-playbook -i <inventory_name>.ini <playbook_name>.yaml -

e@"<playbook_vars>.yml"S &350 ansible 22 K gL(Ct.

0| oflofl A &2 2lL|Clansible-playbook -i inventory.ini fmc-create-ftd-ha-standby-ip-playbook.yaml -e@"fmc-create-ftd-ha-standby-ip-

varsyml".

<tfroot>

cisco@inserthostname-here:~$



cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fmc-create-ftd-ha-playbook.yaml

f nc-create-ftd- ha-standby-ip-pl aybook. yam

fnc-create-ftd-ha-standby-ip-vars. ynl
fmc-create-ftd-ha-vars.yml

i nventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i

e dededefedededefdededehdded N dde NN fddededdedddd

PLAY [FMC Update FTD HA Interface Standby IP] #¥¥ddiiiiis
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<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-create-ftd-ha-standby-ip-playbook.yaml -e@"fmc-create-ftd-ha-standby-
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https://github.com/CiscoDevNet/FMCAnsible/tree/main

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



