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FTD1_FTDOL(Primary Instance01)2| HA &#EHE & 215t24® show running-config failover &% 2! show failover HH

<#root>
/I confrim HA status of FTD1_FTDO1 (Instance01 of Primary Device) >
show runni ng-config fail over

failover failover lan unit primary failover Tan interface ha_link Ethernetl/4 failover replication htt

show f ail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/4 (up) ...... This host: P
...... Other host: Secondary - Standby Ready <---- Instance0l of FPR0O2 is Standby Interface diagnostic

Al8 ghow running-config failover 2! show failover @™ 2 AF&35H0{ FTD1_FTD11(Primary Instance02)2| HA AEHE & QIgtL|Ct.
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<#root>
/I confrim HA status of FTD1_FTD11 (Instance02 of Primary Device) >
show runni ng-config fail over

failover failover lan unit primary failover lan interface ha_link Ethernetl/8 failover replication htt

show f ail over

Failover On Failover unit Primary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance02 of FPR0O2 1is Standby Interface diagnostic (192.16

FTD2_FTDO02(Secondary Instance01)2| HA AEHE Q1524 show running-config failover 418 &I show failover HHS =&
Ct.

<{froot>



// confrim HA status of FTD2_FTDO02 (Instance01 of Secondary Device) >

show runni ng-config fail over

failover failover lan unit secondary failover lan interface ha_link Ethernetl/4 failover replication h

show fail over

Failover On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... This host:
Other host: Primary - Active <---- Instance0l of FPRO1l is Active Active time: 31651 (sec) slot 0: UCSB-

FTD2_FTD12(E & QIAEIAQ02)0| HA &ENE & l5t2T A¥ show running-config failover & show failover HdE +&FLICH

<#root>
/I confrim HA status of FTD2_FTD12 (Instance02 of Secondary Device) >

show runni ng-config fail over

failover failover lan unit secondary failover lan interface ha_link Ethernetl/8 failover replication h
Other host: Primary - Active <---- Instance02 of FPRO1l is Active Active time: 31275 (sec) slot 0: UCSB-
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1EHA|. Win10-0104 A Win10-022 2| FTP @132 A|&FgtLCt.

27| ™ show conn 2 AEH35104 FTP 4Z0| & Instance010 25 ™ E|o] /= X| & IFLICH




flags UONL // Confirr

<#root>
/I Confirm the connection in Instance0O1 of FPRO1 >
show conn
TCP outside 192.168.20.1:21 inside 192.168.10.1:49723, idle 0:00: 11, bytes 529,
show conn
TCP outside 192.168.20.1:21 inside 192.168.10.1:49723, idle 0:00:42, bytes 530, flags U O N1
3EHA|. Win10-030{| A Win10-042 2| FTP A ZAS A|ZHefLICH
4EHA. FTP show conn @1Z20| & Instance020i| 25 MA [0 QU=X| & QlstedH HHES AS#EL|C}.
<#root>
/I Confirm the connection in Instance02 of FPRO1 >
show conn
TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 02, bytes 530, flags U ONL // Confirr
show conn
TCP outside 192.168.40. 1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 13, bytes 530, flags U O N1
BHES ALE35t0{ ASA CLIO| 2dFFL|ch A& enable & crashinfo
2 ZANZ2 SsAlduct.

connect ftd FTDO1 2! system support diagnostic-cli
Ar835tod 7|2/HE|E ] X0 A InstanceOl

SEHA| M
forcewatchdog Y&
<#root>

Firepower-modulel>
connect ftd FTDO1

>
system support diagnostic-cli

FTDO1>

enabl e
FTDO1# FTDO1#

Passwor d:
crashinfo force wat chdog
Do you wi sh to proceed? [confirm

r eboot .



(2]

CHE|X| eF& LTt FPRO2 show failoverOfl A Instance012| AFENE =015} 2

ol

EFAl. Zoll ZX|= Instance010| Al 450 FTP @42 0|
(@]

T HH show conng A5 T MESHAA|

<#root>
>
show f ail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... Thi s host:
O her host: Primary - Failed Interface diagnostic (192.168.80.2): Unknown (Mnitored) Interface inside (

show conn

TCP outside 192.168.20.1:21 inside 192.168. 10. 1: 49723, idle 0:02: 25, bytes 533, flags U NL

72 A Instance010{| A Er 8t SE 2 Instance020d| P& O|x|X

Instance029| AEHE & Qg L|Ct

(o]
-
0
~
ol

ofot&L|CH A& show failover 2! show conn S AL 6104

<ttroot>

>
show fail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

show conn

TCP outside 192.168.40.1:21 inside 192.168. 30.1:52144, idle 0:01:18, bytes 533, flags U O N1

8EtH|. FMCOI| M Devices> AlIZ O|SEFLICH HA AEHE & QIghL|Ct.

‘FTD1 FTDOL: Primay, Standby

FTD2 FTDO2: HX, &4

FTD3_FIGH3{Secondary, Active] Snod

FTD_FTD11[Primary, Astive] | Sncrt



ol

HA & B = ¢l

J

ok
T
>
lo
0
pul
[
4>
o
()
u
gl
ik
Mgk
4>

oEtA|. (MEH AFEHFPRO19| Instance010| HAto 2 Eolzt &LICt. Ol= FMC GUI EE& FRP

CLIOIA & =~ &Lt

FMCOl M Devices(E|HFO|A) > All(R2F)2 O|SELICH FTD01 FTD02 HAO CHEF HA AEE TEHSHEd Switch Active Peer (B I
of MEHE SElgL L.

FTD2_FIDR{Sacandary, Acthv) Snom 3

FTT PTG 1 [Primasy, Asiive) oo 3

A% HA AHE}

Firepower CLIOIAM ASA CLI connect ftd FTDO1E system support diagnostic-cli A|&F5t2{H Aldl 9l HRd2 24t |ch A8 enable &
failover active HEE At&3t04 FTDO1_FTD02_HAOI CHSH HAE Z&t&tLict.

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli

Attaching to Diagnostic CLI ... Press '"Crl+a then d' to detach. Type help or '?" for a list of avail al
enabl e

firepower#

fail over active

ol Zx| MEfo] REAHS HAFSEd™ B show failover 2 show failover history AEgHL|CH

<ffroot>



>
show fail over

Fai l over On Failover unit Secondary Failover LAN Interface: ha_link Ethernet1/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

>

show fail over history

From State To State Reason -

ol CiHa 23 & #9stehuct

>

< debug fover option> B2 Al&5to{ Hof =

<#froot>

>
debug fover

auth Failover Coud authentication cable Failover LAN status cnd-exec Fail over EXEC conmand execution

]
P

https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-avail ability-on-firep.html

https.//www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-1nstance/multi-Instance_solution.html

https://www.cisco.com/c/en/us/support/docs/avail ability/high-avail ability/217763-troubl eshoot-firepower-threat-defense-hi.html #toc-hl d-
46641497
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