FMCO{| A NetFlow T3

|:||_'|7=' K-I_I?I_

NetFlowO{ A Z=E] F I}
NetFlowol| E2H=| SaiA FIt
—.:X{ _“7E

e Mg

b
LU‘

A 7H

Ol EMoIME HEI 74 0|8 S '%L*%PE Cisco Secure Firewall Management Center0{| A
NetflowE +45t= 2ol CHSH B gLt

A T A

oo

CtS Aol chet XA S 2Rt U™ S LICH

» Cisco FMC(Secure Firewall Management Center)
» Cisco FTD(Secure Firewall Threat Defense)
* NetFlow Z2EZ

Ol EMe| HE= Chg 2ZEQ o A stESo{ HHE 7[gte =z FLICH



Ol 2A2l B S5 B B0l ClH0|AE ECHZ AMEYSLICH Ol 2Mol AFSE 2 E Clbt
Olak Z7|5HEI(7|2) AL|aBolMo 2 AR EIRSLICH BA UIEXIT} &S B2l B 2E
Wy ol HAAQl WE S 0l2] SXI5HAIY| HHEHLICH

Ol Mol #AXQ 27 ArE 2 Chet Z&LICH

« T 7.4 O|&4 2 A&35tE= Cisco Secure Firewall Threat Defense
« T 7.4 O|&2 A&3t= Cisco Secure Firewall Management Center

NetFlowO{| A Z=IE{ F7}

1EtA|. Devices > Platform SettingsZ O|S gtL|C}.

o Firewall Management Center

Owerview Analysis Policies Devices Objects Integration
— —
Device Management VPN Troubleshoot
S Dashb: d NAT Site To Site File Download
witch dashisoord)
Ummary as oar Qes Remote Access Theeat Defense CLI
Provides & summary of activity on the sgplance
I Platform Settings Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation 005 FlexConfig Troubleshooting Packet Capture
Cenrtificates

Upgrade
* Unique Applications over Time Upgrade Package Management
Threat Defense Upgrade

Chassis Upgrade

I
P
i
%
02
12
=
>

= - 1T sHOS A o=
20tAl ELIE ClHto|&of & E3 & Y A E +-EefLich
Firewall Manag?ment Center Owerview Analysis Policies Devices Objects Integration Deploy Q 60 o9 admin ~ il o

Platform Settings Device Type Status

, . - Targeting 1 devices -
Poli rewall fen -
olicy for Secure Firewall Threat Defense Ugto-diste on ol brgeted divicas rd

X4 XH I:H S|

o T [

3EHA|. NetflowES MEHEFL|CE.



i FII’E‘WEI|:|_ M_a_hgg?_ment__genter Overview Analysis Policies Devices Objects Integration

Policy for Secure Firewall

Enter Description

ARP Inspection

Banner
Interface Inspect Enabled
DNS

External Authentication

Fragment Settings

HTTP A
ICMP A

MetFlow

SMTP Server

SNMP

chronization

UCAPL/CC Compliance

Performance Profile
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Policy for Secure Firewall

Enter Description

(D Enable Flow Export

Active Refresh Interval (1-60) Collector

| 1 | minutes

Delay Flow Create (1-180)

| | seconds

ICMP
Template Timeout Rate {1-3600)

MNetFlow

| 30 | minutes

Traffic Class
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Add Collector
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Add Collector 7]

Host
| MWetflow_Collector | -+

.ﬂ.vallable Interface Groups (1) Selected Interface Groups (0)
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MNetflow_Export

Add

@ Select at least one interface group.
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| Metflow _class
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MNetflow _ACL

Event Types

Collector Created Denied Updated Torn Down
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>system support diagnostic-cli
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<tfroot>

firepower#show running-config policy-map

1

policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP



parameters

eool action allow

nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class Netflow class_Netflow ACL

fl ow export event-type all destination 192.168.31.1

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
!

1.3. flow-export Z1I|12{|0|M S & QIgtL|Ct.

<#root>
firepower#show running-config flow-export

fl ow export destination Inside 192.168.31.1 2055
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<#root>
firepower#show access-Tlist Netflow_ACL

access-1ist Netflow_ACL; 1 elements; name hash: Oxbad5d4bf
access-1list Netflow_ACL 1line 1 extended permit ip object Inside_Network any (

hi t cnt =44

) Oxb704fc5b
access-1ist Netflow_ACL 1ine 1 extended permit ip 10.1.2.0 255.255.255.0 any (

hi t cnt =44

) 0xb704fc5b
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<{froot>

firepower#show flow-export counters

destination: Inside 192.168.31.1 2055
Statistics:

packets sent 101

Errors:

block allocation failure
invalid interface

template send failure

no route to collector

failed to get lock on block
source port allocation failure

[eNeNolNoNeNel

lad x4

— O A

rkl

» Cisco Secure Firewall Management Center Device Configuration Guide, 7.4



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html#task_52043F55A3F64D14BCD173839876146Fa

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



