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Upgrade the Software
This section provides the upgrade path infermation and a link to complete your upgrade.
Upgrade Link
Tor complete your upgrace, oo the ASA upgrade guide,
Upgrade Path: ASA Appliances
Tos ViEW YOUT CUMent version and model, use one of the follawing methods:
« ASDM: Choose Home » Device Dashboard > Device Information.
= CLE Use the show verston command,

Ba

For guidance on security issues on the ASA and which releases cantain fixes for each issue, see the ASA Security Advisories.

5,

Nat ASA 5,20 was the final version far the Firepower 2100,
ot

ASA 9.18 was the final version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and 5M-44 for the Frepower 9300.
ASA 9.16 was the final version for the ASA 5506-X, 5508-X, and 5516-X.

ASA 9.14 was the final version for the ASA 5525-X, 5545-X, and 5595-X.

ASA 9.12 was the final version far the ASA 5512-X, 5515-X, 5585-X, and ASASM.

ASA 9.2 was the final version for the ASA 5505,

ASA 9.1 was the final version for the ASA 5510, 5520, 5540, 5550, and 55E0.

Tabe 2 rade Path

Current Version

Interim Upgrade Version Target Version
Any of the followng:
+8.22

Any of the following
+9.22
+9.20
89.18 Any of the following:
+9.22
+9.20
+8.19

Any of the following:
+8.22
+9.20
+8.19
+9.18

Any of the following.

Thiz table provides upgrade paths for ASA. Some older versions require an intermediate upgrade before you can upgrade 1o & newer version, Recommended wersons ane in bold.

i to check the upgrade guidelings Tor Gach releasi BEDWeEn YOU SLrting Version and your ending version, You may need 10 change your configuration before upgrading in SOMEe cASes, of ¢lse you could SXperiente an outage
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Firepower 4100/93002t sHE) 2 CIRZ
£ MEfslof gLIcH = 22la =& Ho| EA|FLICH
Q. Product Name e.g. 2911

Downloads Home |/ Security / Firewalls [ Next-Generation Firewalls (NGFW)
105 and NX-05 Software

3000 Series Industrial Security Appliances (ISA)
Optical Networking

Adaptive Security Appliances [ASA)

Routers

Firewall Management

Servers - Unified Computing

Secure Firewall Migration Tool

Storage MNetworking

Switches

Unified Communications

Universal Gateways and Access Servers
Video

Wireless

EHLICH Of ol Alodl Liet e 2 S st=lol 2
=]

ASA 5500-X with FirePOWER Services
Firepower 1000 Series

Firepower 2100 Series

Firepower 4100 Series

Firepower 9300 Series

Secure Firewall 1200 Series

Secure Firewall 3100 Series

Secure Firewall 4200 Series

Secure Firewall Threat Defense Virtual

Software Download

Downloads Home [ Security [ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall 3100 Series / Secure Firewall 3120

Select a Software Type

Adaplive Security Appliance (ASA) Device Manager
Adaptive Security Appliance (ASA) Software
-irepower Loverage an: ontent ates
Firepower Threat Defense (FTD) Software

Firewall Migration Tool (FMT)

FAMAIR. dado|= A&l 2 E: Cisco Secure Firewall ASA Upgrade GuideOd|



https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
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Software Download
Bownl i ty / F Is | Mext-C i N i 3100 Series | Secure Firewall 3120 | Adaptive Security Appliance [ASA) Software- 9,20
(Q search.. ) Secure Firewall 3120
Expand AN | Collapse Al Release 9.20.3 Interim Related Links and Documentation
- _ A My Notifications Release Notes for 9.20.3 Interim
Suggested Release .
9.20.3 Interim
= \! Interim releases contain bug fixes which address Mainten Lzt T mag al full
EARphos supported by Cisco TAC, and will remain on the d nal {:E: ] availab
9.20.3 Interim
9.22.1 File Information Release Date Size
e Cisco Adap urity Appliance for the Cisco Firepower 3100 Series 21-0ct-2024 664.32 MB LA °
9.18.4
Al Rleas - for the G PO 100 S 26-Sep-2024 664,37 MB 4+ Wy .
Interim >
a >

E2 X 3. ASDMO{M Tools(E)E S8 ASA/ASDM G| 0|E & Ql Alml| > Check for
ASA/ASDM Updates(ASA/ASDM I O| E & Q)
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
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https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html
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=, Cisco ASDM-IDM Launcher clsco

Device TP Address / Name: 192.0.2.1 ;J
Usarname:
Fassword:

|| Remember the username of the specified device on this computer

QK Close

i | olela

<#root>

2024-06-16 13:00:03,471 [ERROR] Error::Failed : Request processing

88887 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Failed : Request processing
2024-06-16 13:00:03,472 [ERROR] Error::Access token request processing failed

88888 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Access token request processing f
2024-06-16 13:00:04,214 [ERROR] getMetaDataResponse :: Server returned HTTP response code: 403 for URL:
89630 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - getMetaDataResponse :: Server returned H

2024-06-16 13:00:04,214 [ERROR] error::Meta data request failed.

89630 [ Thread-30] ERROR com ci sco. dntommon. util.DMCommonEnv - error::Meta data request failed
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Fixed Software

When considering software upgrades, customers are advised to regularly consult the advisories for
Cisco products, which are available from the Cisco Security Advisories page, 10 determing exposure
and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory
and confirm that current hardware and software configurations will continue 1o be supported
properly by the new release. If the information is not clear, customers are advised (o contact the
Cisco Technical Assistance Center (TAC) or their contracted maintenance providers.

Cisco ASA, FMC, and FTD Software

To help customers determine their exposure to vulnerabilities in Cisco ASA, FMC, and FTD Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisones that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed”). If applicable, the tool also returns the earliest release that
fixes all the vulnerabiliies that are described in all the adwisories that the Software Checker identifies
("Combined First Fixed”)

To use the tool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to search for vulnerabiliies that affect a specific software release. To use the
form, follow these steps:

1. Choose which adwisones the tool will search-all advisones, only advisones with a Critical or
High Secunty Impact Rating (SIR), or only this advisory.

2. Choose the appropriate software.

3. Choose the appropriate platform.

4. Enter a release number-for example, 9.16.2.11 for Cisco ASA Software or 6.6.7 for Cisco FTD
Software

5, Chck Check

Only this advisory ~ | Cisco ASA Software ~ |
‘Secure Firewall 3100 Series |

9.18.3 || Check |

. NH TS MEY = U B2, X M I1H = O g Lol HEE 7ISE L



Home / Cisco Security / Cisco Software Checker

LISCO Securnty

Cisco Software Checker

° Results for selected Cisco Security Advisones
Show advisor y list

* Export Selected

software release(s)

Security Advisories That Affect This Release @

FIRST FIXED DR NOT
PUBLICATION DATE IMPACT AFFECTED

Cisco Adaptive Security Appliance and Firepower Threat Defense Software [ T e cliuar
] AnyConnect Access Control List Bypass Vulnerabities 2024 Oct 23 Mediurr

COMBINED FIRST FIXED OR NOT AFFECTED i@

8.18.3.559.18.4
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https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
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https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
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Command Line Interface...
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ASDM Java Console...
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End-of-life milestones
Table1. End-of-life milestones and dates for the Cisco Firepower Threat Defense (FTD) 7.1.(x), Firepower Management
Center (FMC) 7.1.(x), Adaptive Security Appliance(ASA) 9.17.(x) and Firepower eXtensible Operating System (FX0S) 2.11.(x)
Milestone Definition
End-of-Life The date the document that announces the end-of-sale and end-of-life of a June 23,
Announcement Date product is distributed 1o the general pubdic, 2023
End-of-Sale Date: The last date 1o order the product through Cisco point-of-sale mechanisms. December
App SW The product is no longer for sale after this date. 22, 2023
Last Ship Date: The last-possible ship date that can be requested of Cisco and/or its conftract March 21,
Azpp SW manufacturers, Actual ship date 15 dependent on lead time. 2024
End of SW The last date that Cisco Engineering may release any final software December
Maintenance maintenance releases or bug fixes. After this date, Cisco Engineering will no 21, 2024
Releases Date: longer develop, repair, maintain, or test the product software.
App SW
End of New Service For equipment and software that is not covered by a service-and-support December
Attachment Date: contract, this is the last date to order a new service-and-support contract or 21, 2024
App SW add the equipment and/or software 10 an existing senvice -and-supporn
contract,
End of Service The last date to extend or renew a senvice contract for the product. December
Contract Renewal 21, 2025
Date:
App SW
Last Date of Support: The last date to receive applicable service and support for the product as December
App SW entitled by active service contracts or by warranty terms and conditions, After 31, 2025
this date, all support services for the product are unavailable, and the product
becomes obsoleta.
HW = Hardware 05 SW = Operating System Software  App. SW = Application Softwarne
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Release Notes for Cisco Secure Firewall ASDM, 7.22(x)

This document contains release information for ASDM version 7.22(x) for the Secure Firewall ASA,

Important Notes

+ Mo support in ASA 9.22(1) and later for the Firepower 2100-ASA 9.20(x) is the last supported version.

+ Smart licensing default transport changed in 9.22—In 9.22, the smart licensing default transport changed from Smart Gall Home to Smart Transport. You can configure the ASA to use
Smart Call Home If necessary using the transport type callhome command. When you upgrade to 9.22, the transport s automatically changed Smart Transport. If you downgrade, the
transport Is set back to Smart Call Home, and if you want to use Smart Transport, you need to specify transport type smart .

System Requirements

ASDM requires a computer with a CPU with at least 4 cores. Fewer cores can result in high memory usage.
ASDM Java Requirements

You can install ASDM using Oracle JRE 8.0 (asdm-version.bin) or OpenJRE 1.8.x (asdm-openjre-version.bin),

Table 1. ASDM Operating Systemn and Browser Requirements

Operating System EBrowser Oracle JRE OpenJRE
Firefox Safari Chrome
Microsoft Windows (English and Japanese): Yes No support | Yes 8.0 version 8u261 or later 1.8
« 11
Note MNo support for
+ 10 Windows 7 or 10
32-bit

Note See Windows 10 In ASDM Compatibility Motes If you
have problems with the ASDM shortcut.

« 8

«7

+ Server 2016 and Server 2019
« Server 2012 R2

* Serwer 2012

+ Server 2008

Apple ©5 X 10.4 and later Yes Yes Yes (64-bit 8.0 version Bu261 or later 1.8
wersion only)

O CHE ASA 2! ASDM Compatibility Per Model(2 &8 ASA 2/ ASDM S 8Hd) EO|E2 G2 &

= U&LICH

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19

ASA ASDM ASA Model
ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 10710E 2110 Firewall 3105 4112 Firewall 4215 9300

2120 3110 4115 Secure
2130 3120 4125 Firewall 4225

This is the minimum ASDM
version that can support this

ASA version 2140 3130 4145 nmi’;'l‘fz -
3140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
9.19(1) 7.19(1) YES YES - YES YES YES . YES YES
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» https://lwww.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://lwww.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776
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@ Cisco ASDM-IDM Launcher v1.9(0) — x bur

&, Cisco ASDM-IDM Launcher Py

Device IP Address [/ Hame: 10.62.148.30 ;I
Usarname: admin
Fasswond: Ty

[ ] Remember the username of the specified device on this computer

0K Close
| Il & 0B
Convrinht @ 2006-2019 Ciscn Svstems. Inc. All rinhts reserved. |5?*h‘3“""r Java console

g Jhol= & 2rolstLICY,
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A CH2 Java 2 ASA

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

2X 2. Z&tE|X| ¢t = ASA & ASDM HA

SEtE|X| of= ASA L ASDM HHEO| s ZEA<S ASDM UI0]| HM|AE £~ & LICH.

C|HO|A QS| CLIOIA ASDM HHAE Mx|5tD, TFTPE S5l ASAL| Z2HAlo] O|O|XK|E S A8t CHS
otzh 7to|=0f AHE CHE "asdm image" B2 AF& 35104 ASDM O|0|X|E A5l oF &LICt.
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of

<{froot>
asa#

copy tftp flash

Address or name of remote host []? 10.62.146.125
Source filename []? asdm-7221.bin
Destination filename [asdm-7221.bin]?

Verifying file disk0:/asdm-7221.bin...
Writing file disk0:/asdm-7221.bin...

INFO: No digital signature found
126659176 bytes copied in 70.590 secs (1809416 bytes/sec)

<#root>
asa#

config term nal

asa(config)#

asdm i mage di sk0:/asdm 7151-150. bin

asa(config)#

copy run start

Source filename [running-config]?
Cryptochecksum: afae0454 bf24b2ac 1126e026 bla26a2c

4303 bytes copied in 0.210 secs

24l 3. ASDM ! OpenJDK x|

Cisco ASDM O|0|X|= OpenJDKE SAMO 2 X|5tK| et&LICt [HEFA CHS 27HK| S S At
8 & &Lt

+ Oracle JRE: A E PCO|A ASDMZ A|&t 5= Java Web Start HEFIS Z & ELICH O &
HE AFE5HE{™ 64H|E Oracle JREE ZZ PCOll x| oF & LIC}H Xtdl 2 A1 RIAIO|E0f A
CIR2C & = &L

« OpenJRE: Y&l JRE O|0|X|= Oracle O|0|X|2t &t X[EH, AFO|Fd=2 O[O|X| Api|of|
ASDM2Z A|2t5t= Java Web Start 7|S0| 222 2Z PCO 64H|E Oracle JREE MX|E
ZIQ 7t gicks ZWLICh. kA OpendRE 0|0|X|2] 2 7|7} Oracle JREECH ELIC.
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Oracle JRE vs OpendRE

Oracle JRE OpendRE
A= SAE Javas Ax|5HoF &
- —_— = = =] - =
ot ofl OFL| L (AHA Java S &)
= o] OILIQURE A A)
skt A&
olgIx| 27| s Java S8 £F 40|22 o AHH
o|O|X| ol& asdm-xxxx.bin asdm-openjre-xxxx.bin
Software Download
Downloads Home [ Security [ Firewalls | Next-Generation Firewalls (NGFW) [ ASA 5500-X with FirePOWER Services § ASA 5508-X with FirePOWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1
(& search.. ) ASA 5508-X with FirePOWER Services
Expand All Collapse All Release 7.22.1 Related Links and Documentation
A My Notifications Release Motes for 7.22.1
Latest Release e
7.22.1
7.20.2 File Information Release Date Size
Faoes Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-Sep-2024 120.79 MB i \,—," I
) Oracle JRE ASDM Oracle JRE-based
7.18.1.161 asdm-7221.bn requires Oracle JRE to be installed
Advisories [
LG ~ Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB 2w h

7]

T b integrated with OpenJRE.
asdm-openjre-7221.bin AS
Advisories [

£l: ASDM Launcher A& B4Z35t24{8 HX{ 7|& ASDM LauncherE X|7{&t C} S HTTPSE S4l
ASAO] @3Z45t0{ Mf HHE M X|ELICE.
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OpendDK: 1A 7HE 3 HEIY 268, @ E &4 GPL 20| Ml A,

Oracle JRE: THEFY 240 i, = 2to|MlA0|H, T2EHM A8 S fla 4 Y& 2to|dA
7} ZQstL|C}.

OpenJRE: HELY &3 T, LE &4, GPL 20[dlA,
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» https://www.oracle.com/java/technologies/javase/jre8-readme.html

22X 4. ASDM 2! Java Azul Zulu Z &

Oracle JRE 7|2t ASDM O|0|X|&= Java Azul Zulug Iiér | ek&LICt gtH, ASDM OpenJRE 7|
Ht O|0|X|= Azul Zulu S8 2 MZELICH AR 7ts 8t SM0] T8t 'Problem 3' HE AL S &

OISt AIA|2.
2 5. A1 disk0:/asdm-xxx.bin ItU|M A|ZLIKE &S £+ QP& LICH

of:

<ffroot>
asa#

copy tftp flash:

Address or name of remote host [192.0.2.5]7
Source filename []? asdm-7171.b1in
Destination filename [asdm-7171.bin]?

Accessing ftp://192.0.2.5/asdm-7171.bin. . trrvrvvrvrrrrrrrrrrprrrrrrrrerrrrrrnnd
Verifying file diskO:/asdm-7171.bin...

%MRNI NG Signature not found in file diskO:/asdm 7171. bi n.

=A| 4 - HE EHA|
Ol itXo 2 ASA CH ASDM &t EX|L|CH ASDM £ 8t 710|EE & 215t 11 ASDMO]
ASA O|0|X|2t E&t|=X| &QIstL|Ct ASA 2! ASDM S &4 DHEZIAE= CF2 AFO|Eol| A &0l
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776
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HZ2S 2 0|T ASDM O|0[X|E A&5te 5t84 ASDMO| RHEHE[T "%ERROR: Signature
not valid for file disk0:/<filename>"0| ASA CLI0{| ZE A[E/LICH. ASDM & Z|A 7.18(1.152) 0|4
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3. Secure Firewall 31000{| A A E|= ASALS| AR AZE Q|01 Cisco HH1 IDE = Ql&L|ct
CSCwc12322 "FPR3100 ZE4&Z | C|X|&2 M ASDM oO|0O|X| &l 2 /"

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc12322
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asa#

copy tftp://cisco:cisco@92.0.2.1/cisco-asa-fp2k.9.20.3.7. SPA

Address or name of remote host [192.0.2.1]7
Source filename [cisco-asa-fp2k.9.20.3.7.SPA]?
Destination filename [cisco-asa-fp2k.9.20.3.7.SPA]?

Accessing tftp://cisco:<password>@192.0.2.1/cisco-asa-fp2k.9.20.3.7.SPA...
rrrrrrrrrrrrrrrrnrnd | T I I A I O A A

Verifying file disk0:/cisco-asa-fp2k.9.20.3.7.SPA...

%ERROR: Signature not valid for file diskO:/cisco-asa-fp2k.9.20.3.7.SPA

24 sl g - B =l

ASA 9.14(4.14) O|Af0ofl= ASDM 7.18(1.152) O|&to| Z28fL|C}. O|X| ASAE ASDM O|O0|X|7}
Cisco C|X|& M o|O|X|QIx| &QIgtLIC} O] =% ALE0| Q= ASA HHEIS 2 7.18(1.152)ECt 2
cHEl ASDM O|0|X|E A& stE{ 5t ASDMO| XHEFE| T "%ERROR: Signature not valid for file
disk0:/<filename>"0| ASA CLI0{| ZE A& L|C}.

O|2{&h ¥4E2 Cisco ASDM 2! ASA AT E Qo] EEI0|HESH o] I = A FAFA(CVEID
CVE-2022-20829)2 2 QI3 & =94 LcH

» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05291
» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05264
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2 8. Secure Firewall Posture(Hostscan) & &4

Hostscan EHH™ 2 ASA HHTECF AnyConnect HHZ0Y| I Q|E & LICHE CHS F 7K HEE 25 32
= AU&LCH AZEQ|o{ CHREE - Cisco Systems:

https://software.cisco.com/download/home/283000185
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E35/ASA ZE HO|E2

Table 2. ASA and ASDM Compatibility and 9.
nsure your HW model is listed here
ASA ASDM ASA Model Ensure your H odel is listed h

ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 1010E 2110 Firewall 3105 4112 Firewall 4215 9300
2120 3110 4115 Sacure
ars 5a his 2130 3120 4125 Firewall 4225
ASA versian 2140 3130 4145 Secure
Firewall 4245
/ 140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) . - = - - . YES - -
9.19(1) 7.19(1) YES YES YES YES YES YES YES

T M EME AZEQ|of 22 HO|X|LCt

https://software.cisco.com/download/home/286291275
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7.20.2 File Information Release Date Size
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<#root>

ciscoasa(config)#

cal | - hone

ciscoasa(cfg-call-home)#

http-proxy 10.1.1.1 port 443
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Type Active

AnyConnect Clisnk
SSLITLSDTLS
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IKEv1 IPsec
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