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ICMP(Internet Control Message Protocol) Z{Z!oi| &£ & I{Z! HE "o E7+t - #2|xt 2 x| 2EH
"& Ol Lct.

Cisco FTD(Secure Firewall Threat Defense) Zi%q 01:

<#froot>

device#

show capt ure CAPO

106 packets captured

1: 08:12:45.864243 198.51.100.205.7351 > 192.0.2.2.47668: udp 111
2: 08:12:46.400812 198.51.100.205.7351 > 192.0.2.2.47668: udp 124
3: 08:12:46.406320 192.0.2.2 > 198.51.100.205 icmp: host 192.0.2.2

unreachabl e - admn prohibited filter

4: 08:12:47.936856 198.51.100.205.7351 > 192.0.2.2.47668: udp 124
5: 08:12:47.943936 192.0.2.2 > 198.51.100.205 icmp: host 192.0.2.2

unreachabl e - admn prohibited filter

6: 08:12:49.216739 198.51.100.205.7351 > 192.0.2.2.47668: udp 124
7: 08:12:49.222278 192.0.2.2 > 198.51.100.205 icmp: host 192.0.2.2

unreachabl e - admn prohibited filter

8: 08:12:50.096079 198.51.100.205.7351 > 192.0.2.2.47668: udp 124
9: 08:12:50.106363 192.0.2.2 > 198.51.100.205 icmp: host 192.0.2.2
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» ASA(Adaptive Security Appliance)
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Unreachable - Communication Administrative Prohibited)0l si{E & L|C}t. 0|28t HIA|X|= EEH=E 0|
HE3 A4 22 Qls TZE 4 giE Z0| ofL|2t £ oF Z42H te= ACL(Access Control List)Of|
ola BA|HMo 2 HEEIRSS LIEHHLICEH

El
N
N
02
HL
gl
1z

1B ICMP HE HIAIXK|2] AL Al

El

%18 ZUE 504 Of(El CIEFO|201M ICMP Type 3, Code 13 SEHE MAsHEX| ZolgtLic

(AR
0| A2 HE HAIX|= §HE IP £4(192.0.2.2)0d| M A|ZHELICEH



2EH7A|. plel 2! s & AAFELICH

ICMP 75 HIAIXIS AEHEl 22l THZlol CHEH B2 8 ZaerLict ofyjols 22 31|18 Ea/H#

U AA QU EXMX|IPFEA, Z2EZE ME ZE 8157} ZeHEL|CT

3CHA|. HE HIAIX|2F EBH =

:l':é
i
lo
o
i
oz
gl

z

HEElE &Y EeiH 580l ICMP &2 URIAZLICH o|§ S04, CAPO ZIX0|M IP FAT}

192.0.2.291 C|H}O|AO|AM ZE 73510 CHEt UDP ECHEIE HESMELICTH

SAE L2 LH7] 2! 245 S & 0f THZE MM 2442 OfF peap THIO| HIsH Rt
SLICH B8xiel 2442 Qs 0|7 12! 2R T Y(pcap HA)S CHE S T 83t LIS 2hy
g ®Zsrct

A 2l & 2 molzE HE

- HEE EfO|Y W

0ok
0%
rn
1]
m
o
=)
HI
X
Ijo
%

ZE Hel2 YutMo 2 CtE & StLbILIc.

L

ok

T 30



off HIAIX|7F 2 sli& LIt

o
=]
2
x
rr
jul
o
[>
[m
ou
>
Q)
-
HU
o

=

rk

L

» https://datatracker.ietf.org/doc/html/rfc792

» https://datatracker.ietf.org/doc/html/rfc1812

» https://lwww.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-
firepower-firewall-captures-to-e.html
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