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<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside?2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe
vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe
vpdn username pppoe password %%
sla monitor 1
type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2
timeout 5
frequency 5

sla monitor schedule 1 1ife forever start-time now
track 1 rtr 1 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1
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Edit Physical Interface @

General IPvad IPwE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:
[ Use PPPoE w“

VPDN Group Name *:
[ RTR1

vpdn group RTR1 regquest dialout pppoe

PPPoE User Name *: . interface G0/0
[ppme . pppoe client vpdn group RTR1

PPPoE Password *:

vpdn group RTR1 localname DPROS
¥vpdn username pppoS password *FE**

(ooses

Confirm Password *:

=

PPP Authentication:
[mp ~ vpdn group RTR1 ppp authentication pap

PPPOE route metric:

[II

Enable Route Settings: inte rfla‘-':e G0/0
iR address pppos sstIigutig
IP Address:

[

Store Username and
Password in Flash:

O

cnce (3

fmc U12] 2| PPPoE QIE{H|0|A ZAm|8|o|AM



Edit Physical Interface @

General IPwd IPvE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:

[ Use PPPOE y ]

VPDN Group Name *:

ez ] ¥Rdn group RTR2 request dialout RRROS
PPPoE User Mame *: interface G0/1

[ pppoe ] pppgoe client ypdn group RTR2

PPPoE Password *:

] ¥pdn group RTRZ localname pppog
vpdn username pppgog password *FEE*

[sesss

Confirm Password *;

| esens |

PPP Authentication:

[ == ] vpdn group RTRZ ppp authentication pap
PPPOE route metric: interface G0/1

[ 10 ] pppoe. client route distance 10

(1- 255)

Enable Route Settings:

] 3-:2, address BEpCE. setroute

IP Address:

&g 192.0.2.1/255.255.255. 228 or 192.0.2.1/25

Store Username and
Password in Flash:

0
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Type: ® ieva O pve
Interface*
| outside? w ]

Available Network C* +

Q. Search

10.0.0.164

10144.61.0

10.199.60.96
10.62.184.23

|< < Viewing 1-100 of 2742 > |

Gateway
| 1721611 w | +

Metric:

E |
(1-254)
Tunneled: | | (Used only for default Route)

Route Tracking:
| trackl « | +

Edit Static Route Configuration

(Interface starting with this icon @ signifies it is available for route leak)

Selected Network
net-172.16.253.0

.

Ensure that egress virtualrouter has route to that destination

SLA 2 L|E{ 7HA| Zdx| 22| 0fM:




MName:

l track|

Frequency (seconds):

%,

(s

Threshold (milliseconds):

[ s000

%

Data Size (bytes):

28

MNumber of Packets:

e

2

Available Zones/Iinterfaces

P

Yo

[ C} Search

L

rLY .

inside_ig

outside_ig

csf1230 inside_ig
clupea
clupea-mobile

v001inside

L vD08.clupea-gast

Edit SLA Monitor Object

Description:

|

SLA Monitor ID*:

;

.

Timeout (milliseconds):

[ 5000

ToS:

E

Monitor Address®:

[ 172160

Selected Zones/Interfaces

Add

outside2_ig

Cancel
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<tfroot>

firewall#
show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)
State Last Chg
PADI_SENT 225 secs

SessID TunID Intf
5 outside2

23
SESSI ON_UP 150 secs

14 4 outside

firewall#

show vpdn pppi nterface

PPP virtual interface id
PPP authentication protocol is PAP

Server ip address is 10.10.1.1

Qur ip address is 10.10.1.10
Transmitted Pkts: 33, Received Pkts: 33, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0
= 2 was deleted and pending reuse

PPP virtual interface id

firewall#

show route



S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslog:

<#root>

Mar 15 2026 20:23:26: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:23:26: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 4, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dynz:

Mar 15 2026 20:23:26: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [@0/0] tableid [O

2. outside2 QIE{H|O|AE E35l| RTR22t2| PPPoE M|A40| AAXI Q& LCH.

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg

24 5 outside2 SESSION UP 76 secs

14 4 outside SESSION UP 349 secs

firewall#

show vpdn pppi nterface



PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 67, Received Pkts: 67, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2

PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 54, Received Pkts: 54, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslog:

<#root>

Mar 15 2026 20:27:59: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 0.0.0.0 [10/0] on [outside2] [@0/1] tableid [0O]



Mar 15 2026 20:27:59: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:27:59: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 5, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 15 2026 20:27:59: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.

Mar 15 2026 20:28:04: %ASA-6-622001:

Addi ng tracked route 172.16.253.0 255.255.255.0 172.16.1.1, distance 1, table default, on interface outs

Mar 15 2026 20:28:04: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O0]

A
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<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/ 2668 to outside: 10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [

Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes



match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#
show cap capo2
4 packets captured
1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4. RTR10IM A 23 27 E AZEI0|MH LT 252 ClEHO0|AE Sl
shE Ol of 120| A2F ot
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<#root>
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Mar 15 20:43:19.679: %1 NEPROTO 5- UPDOWN:  Li ne protocol on Interface G gabitEthernet0/1, changed state t

Ht }H#
o -

ol

<tfroot>

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP |ink down: Peer not responding

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 15 2026 20:44:17: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 10.10.1.1

Mar 15 2026 20:44:17: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:44:17: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [Q0/0] tableid [O]

Mar 15 2026 20:44:17: %ASA-7-110007:

De

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinmestanp: 147 resol ver_cnt: 0 ifcout: outside rest

Mar 15 2026 20:44:17: %ASA-6-317077: Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Mar 15 2026 20:44:17: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp
Mar 15 2026 20:44:17: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0

firewall#



show route

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2
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LHE &= U&Lct.
« 2tAEE 2|8l SX PAT(Port Address Translation)E 2|5 2
Euct.

ASA ZAx[efo|M

<ffroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTR1

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 localname pppoe
vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 localname pppoe
vpdn username pppoe password #¥¥¥*

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 Tife forever start-time now
sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside2
num-packets 2
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timeout 5
frequency 5
sla monitor schedule 1 1ife forever start-time now

track 1 rtr 1 reachability
track 2 rtr 2 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

FTD Z1x|28i 0| M

O Mo M= FTDE PPPoE Z4x|1ei|0|MBt CHELICH ZAx|a8|o|M EtAl= 2|F 2IE{H 0|4 of
2Holl pppoe E2H0|R1E route track x BE +52 FII5t0{ "EE S K7t L& = g H-#4Hd 0|53
MIMO| FTD ZHI|aalolMa SYELICH FMC Ul 7|BEMo 2 ZEI0|ME Mo ChEt E=Z K|

15t X| ot 2 B 2 FlexConfigE A& 35HofF & LICH
Ct& At S modsiof gt

1. FlexConfig 2ol o|= Mo = Z (et 2 HAE 0| Z & Elo] UX| et&LCt. O] FIexConfig
Zo| 40| SHHEX| =elsoF &LCt Z4m[a2|o[M0] Z Aujstod HEQIZ &
O| g =~ U&LICt EEF FlexConfig #4838 £ &5t T CHE WA OOl E= E ] E[X| ‘Eg*_'.:_%

£& Aelste A TodstAAl2.

0

2. 715 HoM FMC7t 2E E= xE M7 LICH FlexConfigoll M HiZ8F HHEULICH X|&HE
= X|5t24™ FlexConfig 7HX| 2| HHZ & Everytime2 2 M5t 1 T 9| FlexConfig 7HA 0l A HH 3 54
oF g LICH.

FlexConfig Z1I| 2|0 EHA|

1. Q|5 QIE{m|o|A0f CHEl SLA 2! PPPoE 22I0|HE Zim|ago|Me| ZAm|aeolMe {8t
FlexConfig 7HAE A 448tL|C}. DeploymentZ OnceZ A3t TypeS AppendZ Ad%d5H0k &L
Ct. O] ol0oi M= track 2, SLA 27+ AFSEILICEH track 2 rir 2 =& 7H54HY0| F2HEIU}&LICH



Edit FlexConfig Object

Name:

[ pppoe_add_sla_pppoe_config ]

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

EX Deployment: [Once ~ Type: [ Append ~

9.1.1 interface cutside

r schedule 2 life forever starc-time now

int GO/0

PPRRe client route track 2

SLA& FlexConfig
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Everytime2 2 M35l 1 TypeS AppendZ A& 5ok ghLICH

Edit FlexConfig Object

Mami:

| pppoe_add_track_reachability |

Description:
| |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Ed Deployment: | Everytime - Type: | Append w
zoack 2 zzz 2 seachabilizy

E =& FlexConfig
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Cancel

[ Praview Config J

Peliey Assignments (1)

[:

fx1
Enter Description
Available FlexConfig C “4 Selected Prepend FlexConfigs
= # Mame Description
User Defined
“a
I-: pppoe_r e, (_'f)'\fI(J'
System Defined
3 Default_DNS_Configure
Default_inspection_Protocol_Disable
"B Default_inspection_Protocol_Enabile
3 DHCPVE_Prefio_Delegation_Configure
=% DHCPE_Prefix_Delegation_UnConfigurd
o DNS_Configune
= DNS_UnConfigure
“a Selected Append FlexConfigs
- i Mame Description
“fiInspect_IPv6_Configure 1 pppoe_add_sla_pppoe_conflg
o Inspect_IPvE_UnConfigure
2  pppoe_add_track_reachability
alSIS_Configure
=
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<#root>
firewall#

show vpdn sessi on pppoe state



PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
12 3 outside SESSION UP 80 secs

12 4 outside2 PADI_SENT 74 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 71, Received Pkts: 71, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside
C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

Syslog:



<ffroot>

Mar 14 2026 22:54:46: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/0, changed state to up
Mar 14 2026 22:54:50: %ASA-6-305009:

Built static translation fromoutside:0.0.0.0 to inside:0.0.0.0

Mar 14 2026 22:54:50: %ASA-6-603108

Bui |t PPPCE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dy
Mar 14 2026 22:54:51: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 22:54:52: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 22:54:52: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G0/0] tableid [O]

Mar 14 2026 22:54:52: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:

2. outside2 QIE{H| 0| A E £33 RTR22t2| PPPoE M| 0| AXE|A&L|C}.

<#root>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)
SessID TunID Intf State Last Chg

12 3 outside SESSION UP 412 secs

13 4 outside2 SESSION UP 89 secs

firewall#

show vpdn pppi nterface



PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 238, Received Pkts: 238, Error Pkts: 0
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 10.10.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2

Syslog:



<tfroot>

Mar 14 2026 22:59:45: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/1, changed state to up
Mar 14 2026 23:00:13: %ASA-6-603108:

Built PPPOCE Tunnel, tunnel _id = 4, renmpote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dy

Mar 14 2026 23:00:14: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 14 2026 23:00:18: %ASA-6-622001:

Addi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface out

Mar 14 2026 23:00:18: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O]

Mar 14 2026 23:00:18: %ASA-7-110006:

Add Entry:172.16. 253. 0/ 255. 255. 255. 0 nh: 172.16.1.1 nh_cnt: 1 flags: 0 ti mestanp: 339 resol ver_cnt: 0 ifcout

3.PCIP 4 192.168.1.201lA 10.10.253.2 & 172.16.253.22 2| TiZ!0| M&ELICt. PATE QI5H
= capo ! capo2& Z4x{5t04 O| 2R A QIE{HO|A IP FA(HEE FA)E EAISfLICH

OII

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/ 2668 to outside: 10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP translation from

inside:192.168. 1. 2/2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [

Capturing - 456 bytes

]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [



Capturing - 456 bytes

]
match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured

1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4. RTR10|M ¥4 213 @ FE AIZCO|MELICH 282 CIE{H0|AE Sl Y B2 2 H UL H
st "2 track12| EFO|THO] k2 CHE LC}

RTR1:



<ffroot>

Mar

E;

ol

15 21:06: 11. 608

Fed

<#root>

Mar

Mar

Mar

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

15 2026 21:06:

KSEC-CSF1210-1#

show route

S*

I.

o2k

EtREel HE A2 7|& HE0 MEEX| E&LICH Mt H L2 S2E MEE =
E

14:

14:

14:

14:

14:

14:

%ASA-3-317012:

%ASA- 6- 622001:

Y%ASA- 6- 317078:

Y%ASA- 7- 110007:

Y%ASA- 6- 317077

%ASA-7-110006:

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface TenG gabitEthernet0/0/0, changed st

Interface IP route counter negative - Ethernetl/2

Renovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outsic

Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

al:

30
=
m
il

BHE 7IZ G0 ME "VIE" H2E A% ASHLICH WU B2 MY F ¥¥S 0/A 4
UBLICH Watol M M Z2E AHSSHZ S XIAI5242 floating conn EFOIHE & 438H3tHs %0
Z&LI0H floating-conn AlZH Z1h7h E448HE|T 00| Obdl 2o MAE FS O LIS 2 E A8
& 4 U ElE1 O] AlZt 2THZ 9470| 2El 4 QoD 2 Of LIS HEE ABSTE HHS CHA



MHE = QU&LICH https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-
command-ref-T-Z/m_ta-tk.html 2] floating-conn0i| CHEF MBS EHEFHAAIL.

EC 37 U HEIE-AEHHIO| O|& 3

7H2| PPPoE M|MTH &4 MEjO|T, CIE MM &M MMo| Eaio| SEHE WH77FR| HIE

i %
-
&
L

gonn RTR1 &g
< I’y [T}
- E0 L] o
. SRV1
o GO0 o % GO .
inside % & N ’
*—EO0 Gol2—e[T [ ® e
o 9 o
PC 2 192.168.1.8/24 . | W ) J 1 L] GO
GO " Gori RTR3
B0
GoH T "GO SRV2
A1) I aul '_» "
P!

RTR2

EMCi7| EEEX|

« PPPoEE @&l¥d G0/0 2! G0/1 QIE{H|o|A0f T+ ELICH

« RTR1 2 RTR2E PPPoE ME{L]|LC}.

* route-distanceE AIE3stH &2 2|F QIE{HO|AE &3 RTR10] CHE 7|2 B2 E MX|
grLict RTR20| CHEt 7|2 BE2E 2t*E HEPt H 31 M3 7 H $&LUCt

- 9|¥ QIE{HO|AE &3l RTR10| CHE 7|2 B27F FHEL|CH MEd AFEO|X|BF RTR2E &
ol Z20f CHEt Zof =ZXIE O WEH s> gLct

« outside2 QIE{H|0|AE E8F RTR20{ CHEt PPPoE M|412 Q|8 QIE{H|0|AE £8F RTR10]
CHEt 7|2 2ol Ar8E E=0| Ct2F Z<02t ™ ELICH

« X|HEl AlZtol| 17H2| PPPoE M|AMDH &4 AFENQIL|CE.

. ZHASHE @8l 5™ PAT(Port Address Translation)= 2|5 & 2|52 QIE{HO|AE S35l 74
Eloict


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html

ASA ZiI|1gi[o]M

<tfroot>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTRL

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

pppoe client secondary track 2

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password #¥¥¥**

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 Tife forever start-time now

track 2 rtr 2 reachability

object network net-192.168.1.0

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface
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Edit FlexConfig Object ®

Name:

| pppoe_add_secondary |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

1 Deployment: Once W Type: Append




SLAE& FlexConfig
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Edit FlexConfig Object 6]

Hame:

pppoe_add_track_reachability

Description:

A Copy-pasting any rich text might introduce ling breaks while generating CLL Please verily the CLI before diployment.

Insert | Ed Deployment: | Everytime ~ Type: | Append
temck 2 7tz 2 seschability

E 248 FlexConfig
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fx" [ Preview Config ] [ Cance

Enter Description

Available FlexConfig “i Selected Prepend FlexConfigs

= # Name Description

Policy Assignments (1)

User Dafined

=
(1]

“B pppoe_add_sta_pppoe_config

=% pppoe_remove_config
System Defined
" Default_DNS_Configure
=0 Default_inspection_Protocol_Disable
"B Default_inspection_Protocol_Enable
"B DHCPVE_Preflc_Delegation_Configure
=9 DHCPVE_Prefix_Delegation_UnConfigurd
"B DNS_Configure
% DNS_UnConfigure

] .0 Selected Append FlexConfigs

-2 # MName Description

1 pppoe_add_secondary

“n Inspect_IPvE_Configure
2  pppoe_add_track_reachability

=% Inspect_IPvE_UnConfigure
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<#root>
firewall#
show vpdn sessi on pppoe state
PPPoE Session Information (Total tunnels=1 sessions=1)
SessID TunID Intf State Last Chg
13 3 outside SESSION UP 72 secs
firewall#
show vpdn pppi nterface
PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1
Qur ip address is 10.10.1.10
Transmitted Pkts: 60, Received Pkts: 60, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0
interface id = 2 was del eted and pendi ng reuse
=™ lEmo|A
X =|
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PPP vi rtual
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Syslog:

<{froot>

Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:Peer not responding
Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP Tink down:
Mar 14 2026 23:40:50: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 14 2026 23:40:50: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 3, renote_peer_ip = 10.10.1.1

Mar 14 2026 23:40:50: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:44: %ASA-4-411002:

Li ne protocol on Interface G gabitEthernet0/0, changed state to down

Mar 14 2026 23:39:44: %ASA-7-713906: IKE Receiver: Interface 3(outside) going down
Mar 14 2026 23:39:44: %ASA-3-317012: Interface IP route counter negative - GigabitEthernet0/0
Mar 14 2026 23:39:44: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G 0/0] tableid [O]

Mar 14 2026 23:39:44: %ASA-7-110007: Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:
Mar 14 2026 23:39:48: %ASA-6-622001:

Rermovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 23:39:48: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:48: %ASA-6-603108:

Bui |t PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 14 2026 23:39:48: %ASA-6-317078: Deleted CONNECTED route 172.16.1.10 255.255.255.255 via 0.0.0.0 [O
Mar 14 2026 23:39:48: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outside2] [G O0/1] tableid [0]

Mar 14 2026 23:39:48: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

firewall#

show vpdn sessi on pppoe state



PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside PADI_SENT O secs
14 4 outside2 SESSION UP 82 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1 was del eted and pendi ng reuse

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server 1ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0O
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

S 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2



S 172.16.253.0 255.255.255.0 [1/0] via 172.16.1.1, outside2

C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

3.PCIP &4 192.168.1.20{ A4 10.10.253.2 2! 172.16.253.22 2| TiZl0o| M&EL|C}. 7|2 B2 9|
o= 2ls 2 & mZ!0] outside2 QUE{H|O|AE Sl S ELICE 8 PATE I8l capture
capo2E O|2BA QIE{HO|A IP FA(DHEE FA)E EAIELICH

<#root>

Mar 14 2026 23:46:07: %ASA-6-305011:

Built dynamic ICWP translation frominside: 192.168. 1. 2/ 2677 to outside2:172.16. 1. 10/ 2677

Mar 14 2026 23:46:09: %ASA-6-305011:

Built dynamic ICVWP translation frominside: 192.168. 1.2/ 2678 to outside2:172.16. 1. 10/ 2678

firewall#

show cap

capture capo type raw-data interface outside [Capturing - 0 bytes]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 912 bytes

1
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show cap capo2

8 packets captured

1: 23:46:07.533694

172.16.1.10 > 172.16.253.2 icnp: echo request



2: 23:46:

07.541842

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:46:
4: 23:46:
5: 23:46:

172.16.1.10

6: 23:46:

10.10.253.2

7: 23:46:
8: 23:46:

4. |82 OIE{H|0|AE 8 AZ27I 237 &|1 RTR10{| Ci§t PPPoE M| 0| CHA| A& EIL|C}.

08.534075 172.16.1.10 > 172.16.253.2 icmp: echo request
08.540621 172.16.253.2 > 172.16.1.10 1icmp: echo reply
09.773031

> 10.10. 253. 2 icnp: echo request

09.780034

> 172.16.1.10 icnp: echo reply

10.773946 172.16.1.10 > 10.10.253.2 icmp: echo request
10.778569 10.10.253.2 > 172.16.1.10 icmp: echo reply

outside2 QIE{H[O|AE S MM2 EF/ S RAIE SEiZ T™EHEL|CH

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg

17

firewall#

3 outside SESSION UP 89 secs

show vpdn pppi nterface

PPP virtual

interface id = 1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10



Transmitted Pkts: 58, Received Pkts: 58, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0O
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslog:

<#root>

Mar 15 2026 00:04:36: %ASA-4-411001:

Line protocol on Interface G gabitEthernet0/0, changed state to up

Mar 15 2026 00:05:27: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel_id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _

Mar 15 2026 00:05:35: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default,

Mar 15 2026 00:05:35: %ASA-6-603109:

Tear down PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1

Mar 15 2026 00:05:40: %ASA-6-622001:

interface_id = 1, client_dyne

on interface outside



Renmovi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface ot

Mar 15 2026 00:05:40: %ASA-6-317078:

Del et ed STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G 0/1] tableid [O0]

5.PCIP 4 192.168.1.2~10.10.253.2 & 172.16.253.22| {Z/2 2|7 QEHO|A(F BE)E &
ol &S ELICH E3F PATZ Q8 2 capo= O|1EllA QUE{HO|A IP FA(DNEE FA)E EAIE
LICH.

<ffroot>

Mar 15 2026 00:17:27: %ASA-6-305011:

Built dynamic ICVMP translation frominside: 192. 168. 1. 2/ 2685 to out si de: 10. 10. 1. 10/ 2685

Mar 15 2026 00:17:29: %ASA-6-305011:

Built dynamic ICVMP translation frominside: 192. 168. 1. 2/ 2686 to outsi de: 10. 10. 1. 10/ 2686

firewall#

show capture

capture capo type raw-data interface outside [
Capturing - 912 bytes

]
match icmp any host 10.10.253.2
match icmp any host 172.16.253.2
capture capo2 type raw-data interface outside2 [Capturing - 0 bytes]
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show capture capo

8 packets captured

1: 00:17:27.680247

10.10.1.10 > 10.10.253.2 icnp: echo request



2: 00:17:27.688761

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 00:17:28.680415 10.10.1.10 > 10.10.253.2 1icmp: echo request
4: 00:17:28.683405 10.10.253.2 > 10.10.1.10 icmp: echo reply
5: 00:17:29.732673

10.10.1.10 > 172.16.253.2 icnp: echo request

6: 00:17:29.739799

172.16.253.2 > 10.10.1.10 icnp: echo reply

7: 00:17:30.732979 10.10.1.10 > 172.16.253.2 icmp: echo request
8: 00:17:30.736656 172.16.253.2 > 10.10.1.10 icmp: echo reply

8 packets shown
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