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(1) Initiate certificate request for fi-asav.example.com
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(2) HTTP-01 Challenge: put xyz at http://fi-asav.example.com/abc
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{3) Prepare Challenge Response
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ASA Web Service

{4) Port 80 web query for challenge (http://fi-asav.cisco.com/abc)
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Advanced Qptions by

Enrollment mode paramekers and SCEP challenge password are not available For self-signed certificates.

Certificate Parameters  Eprollment Mode  SCEP Challenge Password

FODM: Fi-asav.example. com

Additional FQDMs:
E-mail:
IF Address:

[ ] Include serial number of the device

0] 4 Zancel Help
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Advanced Options %

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment

(@) Request from a CA

Source Interface: |outside o

Enrolment Protocol : | acme « | [ | Let's Encrypt  https: /|

Authentication Metho «w | #uthentication Inkterface: | -- Mone -- e
Key Pair: (@) RSA (| Modulus ;| 512 v
[ ] Regenerate the key pair
[ ] Install Ca Certificate
A Certificate; Browse Certificate
[ ] Auto Enroll Auto Enroll Lifetime (10-997%: futo Enroll Regenerate Key
oK, iZancel Help
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1 MB{ URLO| RIS 22 &M EIL

Source Inkerface:

htkps: i | com: 4001 facmefacmedireckory

Enrollment Protocal : acme | [ ] Let's Encrypt

R

Authentication Method:  http01 - Authentication Interface: | oukside
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m Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available For self-signed certificates.
CertFicate Parameters Envolment Mode  SCEP Challenge Password

() Request by manual enroliment
() Request From a CA
Source Interface: |outside w

Enrollment Protocol 1 | scme « | [ | Lets Encrypt  htkps:)| ca-scme.examplefcom: 4001 acme):

Autherticabion Method: httpDl « | Authenbication Inkerface: | outside "

Key Par: (®)RSA (JECDSA  Moduus: 512

|+ Regenerabe the key pair

[+] Install CA Certificate

CA Certificate: | C:\Users\AdministratoriDesktoplsubca_acme_pri Browse Certificabe

|| futo Ereoll Auko Enrodl Lifebime = |80 | (10-99)% | | Auto Enroll Regenerabe Key

a4 Caricel Help




6. (ME ALE) ID 2B Mol CHE RtS S5 &3t

Auto Enroll(AtHS S5) &QIEt2 MENSE T Auto Enroll Lifetime(AtS S8 =)o BHEEE X|HE
L|C}.

0| 7|5 & AHE85tH QB M7H BH E[7| ol iS22 AAELICH HEE2 QS Btz ™ol
MEZZMNATL AIEEE HEE ZAHEYLICE o E E0{80%2 MHEstH QUBM7E RE 7(242
80%0 ZESHH AAl T2 MATE AZHELICE

(5] Advanced Options bt

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment

(@) Request from a CA
Source Inkerface; oukside e
Enrolment Protocol : | acme « | [ | Let's Encrypt  https:ff https:fica-acme. example.com:4001

duthentication Method: | hktp0l - | Authentication Interface: | -- Mone -- e

kKey Pair: (@ RSA ( )ECDSA  Modulus: 512

Install CA Certificate

4 Certificake: | Cr\Users\administrator Deskboplsubca_acme, crt Browse Certificate

Auto Enroll  Auto Enroll Lifetime @ (80 |{10-99)% [ ] Auto Enroll Regenerate Key

2K, iZancel Help




<ffroot>

asav(config)# crypto ca trustpoint private_acme
asav(config-ca-trustpoint)# enrollment protocol ?

crypto-ca-trustpoint mode commands/options:

acrme Automatic Certificate Managenent Environment

cmp Certificate Management Protocol Version 2
est Enrollment over Secure Transport
scep Simple Certificate Enrollment Protocol

mo
x
m
=
9'|_-
r
[ul

2. TR Mo{E FHQlsted™ QB S T HTTP-01 Y'H

asav(config-ca-trustpoint)# enrollment protocol acme authentication ?

crypto-ca-trustpoint mode commands/options:
http0l Use the HTTP-01 method, which opens port 80 on the specified
interface

Let's Encrypt as the ACME CAE MEHEILICH ACME ZEEZE X|H5t= Cf

3.
72 XA URLE AMZ &Lt

asav(config-ca-trustpoint)# enrollment protocol acme url ?

crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
LetsEncrypt Use the Let's Encrypt CA

rr



£ 1: LetsEncrypt 7|2/E7} 44 E|M Let's Encrypt M URLO| AHS 2 2 & EILICH.

4. Q15 MO| RSA 7| 4, FQDN(Fully Qualified Domain Name) 2! = 0|§& & o|giL|Ct.

crypto ca trustpoint private_acme

enrollment interface outside

enrollment protocol acme authentication http0l outside

enrollment protocol acme url https://ca-acme.example.com:4001/acme/acme/directory
fgdn fj-asav.cisco.com

subject-name CN=fj-asav.example.com

keypair rsa modulus 4096

auto-enroll 80 regenerate

crl configure
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N &1 CATE EoF grateof o]0 Q7HLE Let's EncryptE AFS 8 7 0| EHHIE
L|C}.

asav(config)# crypto ca authenticate private_acme
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIBwzCCAWqgAwIBAgIQedxaTD0J1G6tLgAGt16t1zAKBgggqhkjOPQQDAjASMRAW
DgYDVQQKEwdjYS1hY21TMRgwFgYDVQQDEW93jYS1hY211IFJvb3QgQOEwHhcNMjQx
[truncated]
ADBEAiB7S4YZfn0K82K2yz5F5CzMe2t98LCpLRzoPIXMo7umlAIgH+K8EZMLStLN
AJQopTlycJENo5D7kUmVrwUBBjREqQVII=

————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: 40000000 40000000 40000000 40000000
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

(o))
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asav(config)# crypto ca enroll private_acme

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=fj-asav.cisco.com

% The fully-qualified domain name in the certificate will be: fj-asav.example.com

% Include the device serial number in the subject name? [yes/no]: no

Request certificate from CA? [yes/no]: yes

asav# show crypto ca certificates private_acme
CA Certificate
Status: Available

o>



Certificate Serial Number: 79d0000000000000000000008b
Certificate Usage: General Purpose

Public Key Type: ECDSA (256 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Root CA

O=ca-acme

Subject Name:

CN=ca-acme Intermediate CA

O=ca-acme

Validity Date:

start date: 23:20:19 UTC Nov 26 2024

end date: 23:20:19 UTC Nov 24 2034

Storage: config

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: 8c82000000000000000000000000000000000077
SHA1 PublicKeyInfo hash: 974c0000000000000000000000000000000009el

Certificate

Status: Available

Certificate Serial Number: 666000000000000000000000000000be
Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Intermediate CA

O=ca-acme

Subject Name:

CN=fj-asav.example.com

Validity Date:

start date: 20:51:00 UTC Feb 14 2025

end date: 20:52:00 UTC Feb 15 2025

renew date: 16:03:48 UTC Feb 15 2025

Storage: immediate

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: e6e00000000000000000000000000000000089a
SHA1 PublicKeyInfo hash: 5e30000000000000000000000000000000009f
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%ASA-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.
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%ASA-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 717069: ACME S5 Al A| HE A|
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%ASA-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>
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%ASA-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>
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