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« Cisco ASA(Adaptive Security Appliance) EH%1 8.4 0|4
« FMCv(Secure Firewall Management Center) %1 6.2.3 0|4}

Firewall Migration Tool2 Ct& C|HIO|A S§& X[ ELICH.

» Cisco ASA(8.4+)

+ Cisco ASA(9.2.2+) with FPS

+ Cisco Secure Firewall Device Manager(7.2+)
o AAMNHE(r75-r77)

* Check Point(r80)

 Fortinet(5.0+)

- Palo Alto Networks(6.1+)

HiE EE

ASA Zdx|ef|o|ME nto|ag|olMdet7| Toll ChE =fdS A=-ELict

ASA AI|zo|ld o 7HK 27|

ASA C|HIO|AE ofo|zi|o|MétedH B ZAEIA E of show running-configE A28t 74L} CHE 2
ElAE 2 E0f show tech-supportE AH&5t04 ZAL|[20|ME 7HX2 Tt ] .cfg E& .txt TFLE X
&3t Secure Firewall O+0|22|0|Md =& ALE5H04 HFE 0l & LICE.

ASAO0|AM PKI 215 M LHELHZ| & Management Center2 7tX{2 7|

A ASA |32l 0| MM CLIE S35l 7|8 AF&5H0{ PKCS12 T2 PKI QIS ME LHE L E{H

ChHS BES AFSELICH

ASA(config)#crypto <trust-point-name> pkcs12 <passphrase>E LH

Bl A&LCH

O ChS PKI 215 ME 2| MIE{(Object Management PKI Objects)2 7HX{S LIC}H XFM|EH LIS 2
Firepower Management Center Z1I|124|0|M 70| E 2| PKI X E & X SHAIAIL.

AnyConnect IH7| K| 2! T 2 10} Q) 7444

AnyConnect ZZ2 U} 2 ME4 AL 0|0H 22| ME| EE= Secure Firewall O0-O|2E[0|M E2 S8l

Z2CE £ U&LICH.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

<A Y QIR|/AA T O|F> <CHE> FA

ASA# copy diskO:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <----- Anyconnect
7| x| S AL of.

ASA# copy disk0:/ external-sso- 4.10.0407 1-webdeploy-k9.zip tftp://1.1.1.1 <----- QI HEIKX{ I}
71Xl SAtL] of.

ASA# copy disk0:/ hostscan_4.10.04071-k9.pkg tftp://1.1.1.1 <--—-- Hostscan I 7| X| S AFQ| 0.
ASA# copy disk0:/ dap.xml tftp://1.1.1.1. <----- Dap.xml S At2] o

ASA# copy disk0:/ sdesktop/data.xml tftp://1.1.1.1 <----- Data.xml = At 2| 0|

ASA# copy disk0:/ VPN_Profile.xml tftp://1.1.1.1 <----- Anyconnect Z 2 I} S A}9| 04
CHRECE§ If7|X|E #a| MEZE 7tX{=ZLICHObject Management > VPN > AnyConnect File).
a-Dap.xml 2! Data.xml2 Review and Validate(dE %! &) > Remote Access VPN(HZ HAl|lA
VPN) > AnyConnect File(AnyConnect It &) MM O| Secure Firewall(2. 9+ ¥stH) oto|azo|MH &
oM ZE| ME 2 H2=5H0F ErLCt.

b-AnyConnect ZZ El2 2| ME{0] 27 =2 =3t 7{Lt Review and Validate(ZE & AS) >

Remote Access VPN(&Z4 HM|A VPN) > AnyConnect File(AnyConnect It ) Al M 0| Secure
Firewall OFO| 1201 E2 S YEEE = U&LICH
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Firewall Migration Tool 7.0.0.7 for Mac
Firewall_Migration_Toal_v7.0.0.1-11241, command
Adhvisories [

Firewall Migration Tool 7.0.0.7 for Windows
Firgwall_Migration_Tool_v7.0.0.1-11241.exe
Advisories [

Firewall Migration Tool 7.0.0 for Mac
Firewali_Migration_Toal_v7.0-11136.command
Advisories [
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fmc_License(1).log

wblv-ip-fw-2-pri-show-tech (3)(1).cfg

VPN_conf.txt
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(Y Documents

Firewall_Migration_Tool_v7.0-11136.command
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® ¢ ® wdhaar — Firewall_Migration_Tool_v7.0-11136.command — Firewall_Migr... |

ontext migration.'], 'FDM-managed Device to Threat Defense Migration': ['migrate

the Layer 7 security policies including SNMP and HTTP, and malware and file pol
icy configurations from your FDM-managed device to a threat defense device.'], '
Third Party Firewall to Threat Defense Migration': ['Check Point Firewall - migr
ate the site-to-site VPN (policy-based) configurations on your Check Point firew
all ( R80 or later) to a threat defense device (Version 6.7 or later)', 'Fortine
t Firewall - Optimize your application access control lists (ACLs) when migratin
g configurations from a Fortinet firewall to your threat defense device.']}, 'se
curity_patch': False, 'updated_date': '25-1-2024', 'version': '6.0-9892'}}"

2025-01-16 16:51:36,906 [INFO | views] > "The current tool is up to date"
127.0.0.1 - - [16/Jan/2025 16:51:36] "GET /api/software/check_tool_update HTTP/1
1" 200 -

2025-01-16 16:51:40,615 [ | 1>

2025-01-16 16:51:40,622 [INFO | common] > "proxies : {}"

2025-01-16 16:51:41,838 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

127.0.0.1 - - [16/Jan/2025 16:51:41] "GET /api/eula_check HTTP/1.1" 200 -
2025-01-16 16:51:41,851 [INFO | cco_login] > "EULA check for an user"
2025-01-16 16:51:46,860 [ | 1>

2025-01-16 16:51:46,868 [INFO | common] > "proxies : {}"

2025-01-16 16:51:48,230 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

:27.9.6.1 - — [16/Jan/2025 16:51:48] "GET /api/eula_check HTTP/1.1" 200 -

T
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cisco Firewall Migration Tool (Version 7.0)

Select Source Configuration @

Source Firewall Viandor

Select Source ~

Cisco Legacy Firawalls

Cisco ASA (8.4+)
Cisco ASA [9.2.2+) with FirePOWER Sarvices

Cisco Secure Firewall Device Manager (7.2+)

Third Party Firewalls

Check Point (r75-r77)
Chack Point (r80-r81)
Fortinet (5.0+)

Palo Alle Matworks (8.0+)
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cleca Firewall Migration Tool
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Cisco ASA (8.4+) Pre-Migration Instructions

@ This migration may take a while. Do not make any changes to the Firewall Management Center (FMC) when migration is in
progress.

Session Telemetry:

Cigeo collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to
Cisco's collection and use of this telemetry data for purposes of tracking and following up on firewall device migrations and performing
related migration analylics.

Acronyms used:

FMT: Firewall Migration Tool FMC: Firewall Management Center

FTD: Firewall Threat Defense

Before you begin your Adaptive Security Appliance (ASA) to Firewall Threat Defense migration, you must have the following items:
# Stable IP Connection:

Ensure that the connection is stable between FMT and FMC.
® FMC Version:

Ensure that the FMC version is 6.2.3 or later. For optimal migration time, improved software quality and stability, use

the suggested release for your FTD and FMC. Refer to the gold star on CCO for the suggested release.

® FMC Account:
Create a dedicated user account with administrative privileges for the FMT and use the credentials during migration.
® FTD (Optional):
To migrate the device configurations like interfaces, routes, and so on, add the target device to FMC. Skip this step if
you want to migrate only the shared configurations like objects, NAT, ACL, and s0 on.
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