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« {7 9.23.1 0|42 A5 E ASAv(Adaptive Security Virtual Appliance).
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« Flexible PLR Licensing Model 7|52 At&3t AFEXI7F ASA 2l2(A 9.23.1 O|RE 2F
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VMware, KVM, Hyper-V, Nutanix, OpenStack S Z2t0[8! S} ZSHZ0|MT X|HE LICH.

o

o 2to|MAE +7dst7| Mol AI|ag ol ¢y E set= ol E&LICH

0



Flexible Permanent License Reservation(PLR) S5 EtA:

i

1. ASAVOI M BHE QE{H0|AE ¥ configure terminal2 2124504 Z4I|a8|0|M ZEZ E0
L.

2. ASAv CLIOJ M flexible PLR @E & 2/245t04 MEASt QIEIO|EHEE MEHELICE O] ool M=
asav50_plrO| ME4EL|CY,

2to|MlA smart flex-model asav50_plr
0|7 HZoi| M asav50_pir2 10GB RAMO| /& C|HtO|A 2] R} Ho{QL]Ct.
O] ZEXtg e #ét= QELO|EHED et EEtX|H A 7tsEt 2 & 2EO|EHETJF CSSM2
Smart Accountofl LI EL|C}

CE ASA st=gllo 2 o] Z< o] 230 2to|dla HETL Z7|FELICH.

CLI = 1: Cisco Secure Firewall ASA Series 28t 224 CLI Z4T|2i0|M 7I0|E, 9.23

3.PLR ZEE A|%t5tedHd S Q=24FLICH license smart reservation(2HO|MA ADFE 0§ 2F).

lciscoasav(config)# license smart flex-model asav50_plr

lciscoasav(config)# license smart reservation
[ciscoasav(config)#

4. B 2to|MA smart reservation request universal2 /235104 ASAv CLIGIM Q% ZEE 71X
ZLICk. CSSM(Cisco Smart Software Manager Portal)0llA{ 0i|2f @3 I EE SAL5t0o{ =gt

ciscoasa(config)# license smart reservation request universal
Enter this request code in the Cisco Smart Software Manager portal:
UDI: PID:ASAv,SN:9B6ST9ACC24

Request code: DB-ZASAv:9A6ST9ABC24-Bk2XuYYa9-90

5. CSS Moﬂ 270Ql5t 1 Licenses(2+0|4llA) B2 Z 2|8 CHS License Reservation(2+ 0|4l A of of
% 25t 2 20| HUELICH Proceed(TI™)E S =2IFLICH
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/general/asa-923-general-config/intro-license-smart.html#concept_AE8E3A3A2E6241D390364DB878690091
https://software.cisco.com/
https://software.cisco.com/

General Licenses Product Instances Event Log

By Name By Tag

Available Actions - Manage License Tags I License Reservation... G—i Show License Transactions Search by License o,

Advanced Search +

O License Billing Available to Use In Use Substitution Balance Alerts Actions

@  Cisco ASAV10 Universal License Prepaid 5 0 = +5 Actions -
@  Cisco ASAv100 Universal License Prepaid 5 0 - +5 Actions
@®  Cisco ASAV30 Universal License Prepaid 5 1 - +4 Actions -

(1 Reserved)

@ Cisco ASAvS Universal License Prepaid 10 0 - +10 Actions -
@  Cisco ASAVS0 Universal License Prepaid 5 0 - +5 Actions -
@® Cisco ASAvU Universal License Prepaid 50 0 - +50 Actions «

Use of the Software contained in this Smart Account is subject to Cisco’s General Terms. Cisco may
restrict the availability or features of this Smart Account or the Smart Licensing capabilities in any
region, or modify or discontinue features to comply with applicable laws and regulations. You may
only use the Software in the country for which it is purchased and intended to be used.
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Smart License Reservation

STEP 3

Review and Confirm

STEP 2

Select Licenses

ster 1
Enter Requast Code

You can reserve licenses for product instances that cannol connect 10 the Inlernel for security reasons

You will begin by generating a Reservation Request Code from the product instance.
To learn how (o generale this code, see the configuration guide for the product being licensed.

Once you have generated the code:
1) Enter the Reservation Request Code balow
2) Select the licenses to be reserved
3) Generate a Resarvation Authorization Code
zali da on the product instance lo activate the features

* Reservalion Request Code:

STEP 4

Autharization Code

DD-ZASAv: SAFBUGLEV58-MBvVZRMISp-FB|

Upload File

e | WD

0jo
jo

— — o S —
7. EAE PLR XA E 52 2ol
=
FELich
Smart License Reservation
STEP 1 v STEP 2 STEP 3
Enter Request Code Select Licenses Review and Confirm
Product Instance Details
Product Type: ASAHIGH
UDI PID: ASAv
SAFBUGLEVSS

UD| Serial Number:

Licenses to Reserve

8. MF HEE 4

STEP 4

Authorization Coda

In order o continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

E 3l 1 Generate Authorization Code(21& ZE
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Smart License Reservation

STEP 1 e STEP 2 (v STEP 3

Enter Request Code Select Licenses Review and Confirm

Product Instance Details

Product Type: ASAHIGH
uDI PID: AShy
UDI Sarial Number: GAFBUGLEVSE

Licenses to Reserve

License

Cisco ASAVED

ASAVE

STEP 4

Authorization Code

Expiras Quantity to Reserve

1

Caneel Back

9. EAIE Q15 ZEE SAtetT otd 2 F=IELICH

Smart License Reservation

STEP 1 v STEP 2 v STEP 3 W'

Enter Requesi Code Select Licenses Review and Confirm

Product Instance Details

Praduct Type: ASAHIGH
uDi PID: ASAv
UDI Serial Number: SAFBUGLEVES

Authorization Code:

I DAGstm-WxiY8M-cuGgEd-bUuGQJ-NAgaFg-hSRmRm-XgWetg-sHLjrm-g5 I

To leam how to enter this code. Sae the confiouration ouide for the oroduct baina licensad

STEP 4

Authorization Code

\J The Reservation Authorization Code below has been generated for this product instance. Enter this code into the Smart Licensing settings for the product, to enable the icensed features.

Download as File Copy to Clipboard

10. ASAvO] @15 I =& MX[ELICH

ciscoasa(config)# license smart reservation install DAGabc-

ABCD6E-fgH1Jk-1MnOPQ-RStuVr-sTUvWx-YzAbcd-eFGh1ij-kL

INFO: ASAv platform license state is Licensed.




11. show license feature
LICt. AEdSt QIEIO|E T

[ciscoasav(config)# sh lic features

QAEIMLUP4D4
YES

Serial Number:
Export Compliant:

License mode: Smart Licensing
License reservation: Enabled
ASAv Platform License State:
Active entitlement:

ASAvV50_PLR,

Licensed
enforce mode:

Firewall throughput limited to 106 Gbps

Licensed features for this platform:

Maximum VLANs

Inside Hosts

Failover

Encryption—DES
Encryption—3DES—AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Botnet Traffic Filter
Cluster

ciscoasav(config)# §

gl =0l AH1m|ggo|Mof| A{EE License HH
show run c}O|MIA

B0 R R RE RR R RE RR R AR RR RR O RR RE RR R AR W

1824
Unlimited
Active/Standby
Enabled
Enabled

e

Enabled
10000
Disabled
10000
10000
Enabled
Enabled
Enabled
Disabled
10000
Enabled
Enabled

lciscoasav(config)# sh run license
|
license smart flex—-model asav50_plr
license smart reservation

ciscoasav(config)#

13. R & Sof x| aeiolMol &4
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write memory

ciscoasav#write memory
Building configuration...
[OK]

ciscoasav#
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g 24

PLR

1. ASAVOI| A HZS
Zroct.

lIH)I

QIE{H|O|AE ¥ configure terminal2 &235t04 AL/ 20| ZEZ S04

2. license smart reservation return @& ¢1235104 0d|f Bt I EE 7110 LRI HS E FAL
ghoict.

ciscoasa(config)# license smart reservation return

WARNING: ASAv platform license state is Limited functionality.
Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:ASAv,SN:9A6ST9AXQ24

Return code: DrT1lpZ-8cRT2N-jhC8fj-64ABCD-xXYZeM-qD1

7|s0| MEt=o|=2 2 ASAvZ} FRH H7HE glo|MA R AlRHE| T Ql&LLCt.

3. CSSMOil 22215t 11 Product Instances(M|& QIAEA) 42 Z2IgFL|C}.

General Licenses Product Instances Event Log
Authorize License-Enforced Features... P 9AF8UGLBVSE 0,
Name Product Type Last Contact Alerts Actions
UDI_PID:ASAv; UDI_SMN:9AF8UGLBVSS; ASAHIGH 2024-Aug-01 04:50:40 (Reserved Licenses) Actions

Showing 1 Record

4. x| EECHR S 226t MHE MeE LI

General Licenses Product Instances Event Log
Authorize License-Enforced Features... g SAFBUGLEYSE o,
Name Product Type Last Contact Alerts Actions
UDI_PID:ASAv; UDI_SN:9AFBUGLEVSS; ASAHIGH 2024-Aug-01 04:50:40 (Reserved Licenses Aclions +

Transfer...

Rehost Licenses from a Failed Product...

5.CHE & xtof oflef @ A EE 204 1 of|9f MHE S RIFLICH

=



Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the
Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

DGstme-U8VuhQ-wK27M1-y4aNa2-X7IWEBG-

NSw

* Reservation Return Code

Remove Reservation Cancel
4
MAE XMHE &= U&LIC
QAFBUGLEVSSE o,
Alerls Actions

Mo Records to Display

Last Contact

6. CSSM 2! ASAvO{ A 20|

Product Instances

General Licenses
i
Product Type
No Records Found

Authorize License-Enforced Features

Name

ciscoasa(config)#
Warning: ASAv platform license state is Unlicensed
MAIR.

Install ASAv platform license for full functionality

| :|3l_o:| PLR EEO'"A-I HHI'X:|L-I'

04242 o
oS o=

IghL|ct

= o)
= =

7. ASAv CLIO{| M O]
2FOo|MIA QS smart 04| 2F
H|&f &S ghL|ct

4242
o=
smart flex-model asav50_plr
Ax|aefolMol M M7HER= K]

8. Flexible PLR
CHO|MIA SAS
(o]

9. Z}o|AMlA Q20| AlsH =
running-config 2O MIA &



lciscoasav(config)# no license smart reservation
lciscoasav(config)# no license smart flex-model asav50_plr
lciscoasav(config)# show running-config license
lciscoasav(config)#

10. show license 7|5 2| £ & Ql5t0q EtO|MATI &5

ciscoasa(config)# show license features
Serial Number: 9AF8UGL8V58
Export Compliant: NO

License mode: Smart Licensing

ASAv Plattorm License State: Limited Functionality

No active entitlement: no feature tier and no throughput level configured
Firewall throuahout limited to 10 Gbobs

Licensed features for this platform:
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption—-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Botnet Traffic Filter

Cluster

1024
Unlimited
Active/Active
Enabled
Enabled

2
Disabled
2
Disabled
20000
20000
Disabled
Disabled
Disabled
Disabled
2

Enabled
Enabled

®® @8 ®® S SE EF S EF BEF SF S EE FE E EE e wE e

ciscoasa(config)#

1. MFE Sof Zu|asfoldo| £2AEX| f =5 A ME AlZF Ax|asf|olsMol K& &L
CH.
write memory

ciscoasav#write memory
Building configuration...




Registered 2! Authorized 2

1. Show License all H&2 AEE

&LCh.



lciscoasa(config)# show license

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 96 2024 ©5:56:07 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Aug 06 2024 05:56:07 UTC

2. Smart Agent 217} disk0:/smart-log/agentlog

ol 0|ME 20| M License Registration Successful(Z}0|MA S5 &) HAIXIE &ol 2to|4Al
A7t SSHO R SEE[U=X| =HIFLICH

<tfroot>

more diskO:/smart-Tlog/agentlog

2024-09-17 05:28:27.658: Received reservation install message type 19

2024-09-17 05:28:27.658: Received auth_code = DArTlp-f7dLoA-gx4RLa-mHiWEf-3cJAaa-kJe5]i-EzfdSP-rC6hp5-v
2024-09-17 05:28:27.658: >> PIError: Tue Sep 17 05:28:27.658 UTC-SAResInstall_v2-0OPLR Parse Error: Inco
OPLR auth length

2024-09-17 05:28:27.658: >> PIError: Tue Sep 17 05:28:27.658 UTC-SAResInstall_v2-0OPLR Parse Error: Inco
OPLR auth length

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-AGENT_REG_SUCCESS:Smart Agent for Licensing
Registration successful. udi PID:ASAv,SN9A9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Notice - %SMART_LIC-5-IN_COMPLIANCE:A11 entitlements and licenses
on this device are authorized

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-AUTH_RENEW_SUCCESS:Authorization renewal succ
State=authorized for udi PID:ASAv,SN9A9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LI C 6- RESERVED | NSTALLED: Uni ver sal License Reservat

Aut hori zation code installed for udi PlID: ASAv, SNOA9ABC24

2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LI C 6- EXPORT_CONTROLLED: Usage of export controlled f

is allowed



2024-09-17 05:28:27.671: >> PISyslog: Info - %SMART_LIC-6-RESERVED_INSTALLED:Universal License
Reservation Authorization code installed for udi P:ASAv,S:9A6ST9SMQ24

2024-09-17 05:28:27.673: Received Smart Agent Noti f yRegi st er Success

2024-09-17 05:28:27.673: Processing registration result 1

FXOS Firepower 0{Z2}0|21A O] ASA ANLE ElO|MA EX| SHZA

rkl

E=C

CLI # 1: Cisco ASA Series &8t 2 CLI Z11|T2{|0|4 710|=. 9.8
Cisco Secure Firewall ASA Series 7|5 2tO[AlA

Cisco Secure Firewall ASA ZI2|A HE 9.23(x)

Smart Software Manager 2 Z2|0|A AFE MM



https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/215920-asa-smart-license-registration-and-troub.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/release/notes/asarn923.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/release/notes/asarn923.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/release/notes/asarn923.html
https://www.cisco.com/web/software/286285517/151968/Smart_Software_Manager_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286285517/151968/Smart_Software_Manager_On-Prem_8_User_Guide.pdf
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