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Active Standby Both of ASAs process traffic simultaneously
Standby Active

Active Standby Only the Primary Unit processes traffic
Active Standby

Standby Active Both of ASAs process traffic simultaneously
Active Standby

Standby Active Only the Secondary Unit processes traffic
Standby Active
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<#root>

failover lan unit primary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby 1

failover group 1

O00<--- group 1 is assigned to primary by default preempt 30 failover group 2 secondary preempt 30 fai

b. M AE O ChE Fof Z&| TBS TABLICHIIE SX2 ALY HHAEOM HY ),

<#root>
admin-context admin
context admn

<--- admin context is assigned to group 1 by default allocate-interface E1/3 config-url disk0:/admin.c
join-failover-group 1

<--- add conl context to group 1 ! context con2 allocate-interface E1/5 allocate-interface E1/6 config
join-failover-group 2

<--- add con2 context to group 2
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c. changeto context conl1A|A &

TAEELCHZE 2| conl HEAEN| M HH
interface E1/1 nameif conl-insideip address 192.168.10.254 255.255.255.0 standby 192.168.10.253 security-level 100 no shutdown interface EL/2 nameif
2fLIC} con2 ZAEA E o| QIE{m|O|A0f CHEH IPE

ZHEIAE 0| M con2 ZAEIAEE ¢
EolM HE M),

d. changeto context con2A| A E|
al PN
interface E1/5 nameif con2-inside ip address 192.168.30.254 255.255.255.0 standby 192.168.30.253 security-level 100 no shutdown interface E1/6 nameif
AEOM
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failover lan unit secondary failover lan interface fover E1/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby
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a B X show falover &
fover Ethernetl/4 (up) Version

<tfroot>

asatt

show fail over
Failover On Failover unit Secondary Failover LAN Interface
<--- group 1 and group 2 are Standby status in Secondary Unit Group 1 State

Secondary

St andby Ready



Active time: 0 (sec) Group 2 State:
St andby Ready

Active time: 945 (sec) conl Interface conl-inside (192.168.10.253): Unknown (Waiting) conl Interface c

Primary
<--- group 1 and group 2 are Active status in Primary Unit Group 1 State:
Active

Active time: 1637 (sec) Group 2 State:
Active

Active time: 93 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface c

b. (ME4 AFE) nofailover activegroup 2 HHE 2 A0 7|2 Xl OF 28 Ch7| 4EHE =822 MEFLICHZIE R AlA
B HEAE|M M), O|F7 5tH Wt S Sutste ECiE RE=9| #HE2 ¥E £+ UsLIT
<#root>

no failover active group 2
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El/& fover EI/8 fover_link
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..... Active IP . Active IP
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Active IP : Z
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<#root>
asalact/pri/conl#
show conn

5 in use, 11 most used
I —-- Confirm the connection in Primary Unit TCP

conl-out si de

192.168.20.1: 21

conl-inside 192.168.10. 1: 49703

-------------------------

VLANS 1"3{‘5
El/6 con2-outside =
192. 168, 40. 254 :

-

, idle 0:00:11, bytes 528, flags UIO asa/stby/sec/conl#

show conn

5 in use, 11 most used
I -—-- Confirm the connection in Secondary Unit TCP

AlstistLICH changeto context conl. & ASA % ZF oM FTPIZ40| MM L




conl-outside 192.168.20.1:21 conl-inside 192.168.10. 1: 49703

, idle 0:00:14, bytes 528, flags UIO
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<#root>

asalact/sect

show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) ...... Group 1 last
Secondary

Group 1 State:

Active

<--- group 1 of Secondary Unit is Switching to Active Active time: 5 (sec) Group 2 State:

Active

Active time: 10663 (sec) conl Interface conl-inside (192.168.10.254): Normal (Waiting) conl Interface
Primry

Group 1 State:

Fai | ed

<--- group 1 of Primary Unit is Switching to Failed status Active time: 434 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.253): Failed (Waiting) conl Interface co

5EHA|. Eof ZX| £ FTP A &0l

to FTPAZ0| SEEIX| fAEX| F IR LICH

ol

Al#E changeto context con1 Al 5t04 A|A R ZHRIAE O M conl ZHRIAEE 014

<#root>
asalact/sec#t
changet o context conl

asa/act/sec/conl# show conn 11 in use, 11 most used
! --- Confirm the target FTP connection exists in group 1 of the Secondary Unit TCP

conl-outside 192.168.20.1:21 conl-inside 192.168.10.1:49703

, idle 0:00:09, bytes 529, flags UIO

6B M AlZt B3 ol

7|2 /%2f LinkUP EV101M 30& (M AlZhE 7ICt2lH Zolf ZX| HEf7t e HEf(THE 12| EBiE 5 & UR)= SotzhLict.

<{froot>

asa/stby/pri#

Goup 1 preenpt mate



0000<--- Failover is triggered automatically, after the preempt time has passed asa/act/pri# show fail
Primary

Group 1 State:

Active

<--- group 1 of Primary Unit 1is switching to Active status Active time: 34 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface
Secondary

Group 1 State:

St andby Ready

OO0<---- group 1 of Secondary Unit is switching to Standby status Active time: 125 (sec) Group 2 State:
Active

Active time: 10816 (sec) conl Interface conl-inside (192.168.10.253): Normal (Monitored) conl Interfac

>
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<#root>
asa/act/pri(config)# failover group 1 asa/act/pri(config-fover-group)#
mac address E1/1 1234.1234.0001 1234.1234. 0002
asa/act/pri(config-fover-group)# changeto context conl asa/act/pri/conl(config)# show interface E1/1 |

1234. 1234. 0001
, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl

1234.1234. 0002



, MTU 1500 <--- Checking virtual MAC on the Secondary Unit(conl) side

IR
rr

<#root>
asa/act/pri(config)# changeto context conl asalact/pri/conl(config)# int E1/1 asalact/pri/conl(config-if)#

mac- addr

1234.1234. 0001 standby 1234.1234. 0002
asa/act/pri/conl(config)# show interface E1/1 | in MAC MAC address
1234.1234. 0001
, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl
1234. 1234. 0002

, MTU 1500<--- Checking virtual MAC on the Secondary Unit(conl) side

714 MAC FA0| A5 MAEE X|HELICH Ol HHS BHS AL85104 3 E 4+ mac-address auto <prefix prefix> QU& LICH 7+
MAC 40| 4| LIC|

N
ol HAIR A E o B WHEElE A2 xx.yyzz.zzzz%]
A2: 178 gt

xx.yy : BE SMol XIHE <prefix prefix>0fl 2|5 MM E|ILICHHFAHE 16T+ 2 HEHE £ =02 4QF).
727777 : LH 5 F+R2E{0 |5l M&EL|C}.

} mac-addressauto = o IL|C}.

o

QlE{m|o|A0f CHE HWRIo = 7HA MAC FAE MY

<#root>

asalact/pri(config)#

mac- addr ess aut o

INFO: Converted to mac-address auto prefix 31



asa/act/pri(config)#

show run all context conl

<--- Checking the virtual MAC addresses generated on conl context
allocate-interface Ethernetl/1

mac-address auto Ethernetl/1l a21f.0000.0008 a21f.0000.0009
allocate-interface Ethernetl/2
mac-address auto Ethernetl/2 a21f.0000.000a a21f.0000.000b
config-url disk0:/conl.cfg

join-failover-group 1

asa/act/pri(config)#

show run all context con2

<--- Checking the virtual MAC addresses generated on con2 context
context con2

allocate-interface Ethernetl/5

mac-address auto Ethernetl/5 a2l1lf.0000.000c a21f.0000.000d
allocate-interface Ethernetl/6

mac-address auto Ethernetl/6 a2l1lf.0000.000e a21f.0000.000f
config-url disk0:/con2.cfg

join-failover-group 2

7t MAC FA0 At ddnt +8 4d 2F AHEX| 2 B2 7|2 7Y MAC FATt AFSELICH

7|E 7t MAC A0 Ciet REMIEH LI 2 Cisco Secure Firewall ASA Series B2 2 X 7} 0| =04 A Command Default of mac address=
EESS ESPNIR
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