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Inline Sets - before 7.7.0

Inline Sets with Hardware Bypass

FDM 7.4.1 7.7.0
REST API 7.4.1 7.7.0
Platforms 1000, 2100 (up to 7.4 only), and 3100 Series equipped with a network module:
3100 Series « 8 Ports:
o FPR-X-NM-6X1SXF
* 6 Ports:
o FPR-X-NM-6X10SRF
o FPR-X-NM-6X10LRF
o FPR-X-NM-6X25SRF
o FPR-X-NM-6X25LRF
£ 1: 3100 Series ! 5t=9J|04 HEO|TfA FHE
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Inline Sets Inline Sets with Hardware Bypass
Licenses Required Essentials Licenses Required Essentials
Works in Evaluation Mode Yes Works in Evaluation Mode Yes

IP Addressing Not required IP Addressing Not required

Supported with HA'd devices Yes Supported with HA'd devices No

Other (only routed mode) Yes Other (only routed mode) Yes

Multi-instances supported? Not Supported on Multi-instances supported? Not Supported on
3100 Series 3100 Series

Supported with clustered devices? | Not Supported on Supported with clustered devices? Not Supported on
3100 Series 3100 Series
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Status

Description

IPv4 Address IPvb Address Advanced

€) This interface is a member of an inline set. You cannot configure IP addresses on inline set members.
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inline_oxample Infing 1500 firstinterface & secondinterface

FDM & x| REST API
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BE 7IE Qletel HEel S5 7hMHSLch
» GET :/devices/default/inlinesets/{objID}
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{ "interfacelnfolList™:
[ 1

nterfaceld™: "

string"”,
"hardwareName": "Stri.l'l.g",
"bypassinterfacePeerld”: "string”,
"speedCapability™: [ "SFP_DETECT" ),
"duplexCapability™: [ "AUTO" ],
"interfacePresent™: true,
"splitinterface”: true,
"autoNegCapable": true
'lI_ _;FI._ I’Ell",i.l'lg“,

"type": "InterfacelnfoEntry”

"1d"; "string",
"type": "Interfacelnfo”,
] | i
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{
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string”

OIE{H|0|A HE REST API
CIE{H|O|A X E REST API 0

- CIE{H|0|A HE REST API of &JL|Ct.
- Interface without Hardware Bypass support(Ethernet 1/4).
St=%{o{ HtO|THA X|2o| Z & &l QIE{m| 0|A 4 (Ethernet2/1 & Ethernet 2/2).



{ "interfacelnfoList™: |

:
"interfaceld"; "da%edc2d-58ba-11¢f-b764-ffealbBd9fal2",

"hardwareName™: "Ethernet]/4",
"bypassinterfacePeerld”: null,

“interfaceld": "dbeRd2c]-58ba-11ef-bT764-396644d1¢752",
"hardwareMame™: "Ethemet2/1",
"bypassinterfacePeerld”: "dc74ibc3-58ba- 1 lef-bT64-114423dbcbd 7",

"interfaceld"; "deTd4fbe3-58ba-1 1ef-bT64-11d423dbebd 7",
"hardwareMName™: "Ethernet2/2",
"bypassinterfacePeerld": "dbeSd2c]-58ba-11ef-b764-396644d1c752",

th
"id": "defanlt”,
"Iype": "interfaceinfo",
"links"™: § "seli™: "hitps:fuS0cDdp2-
vrouter.cisco.com:25455/api/fdm/va/operational/interfaceinfo/ 1 /'default”
'
i

OlE{mo|A HE REST API of
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{
“id": "string”,
ype™: "string”,
"nar n-_" "string”,
"lapMode”: "boolean”, /{optional) false by default
"mi"™: "integer”, /Moptional) 1500 by default
"propagateLinkState"; "boolean”, /Moptional) false by default
"failOpenSnortBusy™: "boolean”, /{optional) false by default
"failOpenSnortDown®: "boolean”, /{optional) false by default
"bypass™; "string", /{optional) DISABLED by default
"InlinePairs"™;
[t
"first"; {
"id"; "string",
“type™: "physicalinterface”,
"name": "string"
b
“second™: {
H'.I.I.": Hﬁntl'i]'-lg"-..
"type":"physicalinterface”,
"name": "string”
b
"type™: "inlinesetpair”
], /7 list can be empty
"links"; {
"self™; "string"”

}E Saec PN 7.7.01FT TOI: FDM HW Bypass with
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1, §

"name": "inline_set_example”®,
I'lt}rp-E:ll: "iI'I].iTlEE'E:t“;
"tapMode”: false,
"mtu”: 1500,
"propagateLinkState": false,
"failOpenSnortBusy™: false,
"fallOpenSnortDown"; true,
"bypass™: "STANDBY™,
"inlinePairs"; [

{

e A {

"id": "12345-6789-1234-56789",

M, 1k

"type": "physicalinterface™

"second”: {
"id": "12345-6789-1234-56T89",
"type": "physicalinterface”

|

L1

i
]

ype": "inlinesetpair”



2. Qletel gt g BrELICHEH O|ZE o= API B AM7| & X).

POST/C[HO|A/7|&/R1ELRI ME
3. Eot H BHET|(HO|2E oIMl= API BF M 7| FZ)(MEY A
POST/object/securlty i
x|of £H(WO|ZE M= API B A 7| & X).
AP—.—/—‘.E—%'/-TL-’;S.

o

)-

St=glof HHO|HA R QIBHY! ME 7A U 75

1. 2/E{H|0|A ID & St=9|0{ HFO|THA QIE{H|O|A ¥of CHEt HEE IS LICHHO|2E o=
AP| Ef M 7| & X)),
GET/operational/interfaceinfo/{objld}
2. 2lgtel HehE BtELICHHO|ZEE o= API BFA7| & X).
POST/C|HIO|A/Z7|2/212t2! ME
3. 2ot ¥ BtEJ|(HO| 2= HX|= API B M 7| &) (MEH A
POST/obJect/securlty Rk
X0 FH@OIZRE A= API BH M 7| & X).
M I2F8I75

o

)-

olatel &

— [

o
e
A

1. QIE{H|O|A IDE 7HXZLICHHEHIO|2ZE o= API BFM7| & X).
GET/C|H}O|A/7|&/QIE{H 0] A
2. letel Egrg 7S L.
GET/Exl/7|=/21ete) &g
3. ¢elgtel EErg HEFLICHIO|ZE o= API BH A 7| 7 X).
PUT/devices/default/inlinesets/{objld}
4. ¥x|of BHEZELICHTO|ZE of = API EfA7| & X).
MNZF/2E7F

CtE2 FlgLch

<#root>

> show runni ng-config inline-set

inTine-set test_inline_0
interface-pair test2 testl
inTine-set test_inline_1l

har dwar e- bypass st andby

interface-pair test27 test28



inline-set test_inline_2
hardware-bypass bypass
interface-pair test26 test25

> show i nline-set

InTine-set test_inline_0
Mtuis 1600 bytes
Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s di sabl ed

Interface-Pair[1]:
Interface: Ethernetl/3 "testl"
Current-Status: DOWN
Interface: Ethernetl/4 "test2"
Current-Status: DOWN
Bridge Group ID: 519

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off
hardware-bypass mode is standby
Interface-Pair[1]:

Interface: Ethernet2/7 "test27"
Current-Status: DOWN

Interface: Ethernet2/8 "test28"
Current-Status: DOWN

Bridge Group ID: 618

> show i nline-set

Inline-set test_inline_1

Mtuis 1500 bytes

Fail-open for snort down is off
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off

har dwar e- bypass node i s bypass

Interface-Pair[1]:

Interface: Ethernet2/6 "test26"
Current-Status: DOWN

Interface: Ethernet2/5 "test25"
Current-Status: DOWN

Bridge Group ID: 610



> show i nterface

Interface Ethernetl/7 "", is admin down, line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
Available but not configured via nameif

Interface Ethernet2/7 "", is admin down, line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/8

Available but not configured via nameif

Interface Ethernet2/8 "", is admin down, 1line protocol is down
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Har dware bypass is supported with interface Ethernet2/7

Available but not configured via nameif

=X 2

0424
oo

show running-config inline-set
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Edit New Inline
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Edit New Inline Set

€@ Invalid interface pair for Bypass. Interface Ethernet2/4 can be paired with
Ethernet2/3.

€@ Invalid interface pair for Bypass. Interface Ethernet2/5 can be paired with
Ethernet2/6.

€ Bypass is not available for Interface Ethernet1/3.

€ Bypass is not available for Interface Ethernet1/4.

Name MTU
test 1500
General Advanced
Bypass
Standby v

Interface Pairs

@ firstinterface (Ethernet2/1) v —@— @] secondinterf... (Ethernet2/2)

@ fourthinterfa... (Ethernet2/4) _@_ (@ fifthinterface (Fthernet2/5) v

This pair of interfaces does not support the selected bypass mode.

(@) interface3 (Ethernet1/3) e —@— (@] interfaced4 (Ethernet1/4) v

This pair of interfaces does not support the selected bypass mode.

Add another pair

e

GUI 43
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Hesponse Body

"error': {
"severity": "ERROR",
"key™: "Validation",
"messages”: |
"description”™: "Invalid MTU value, The MTU should be greater
than or equal to 1500.",
"eode”: "mvalidMuValuelnlnhneSet",

"location™: "mtu"

p—

L

i

Response Code

422

REST API A&

Ol YB|A Q| T8 M ALY

. Qlztel £l 22| QIE{H 0|A & EtherChannel 0| AHBH XS &FL|CE
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« DHCP MH
« DHCP /30|
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« TCP 72 7|
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« NAT
« VPN
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* QoS
* Netflow
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root@FPR-3110-Pair:/home/admin# cd /ngfw/var/log/cisco/
root@FPR-3110-Pair:/ngfw/var/log/cisco# cat ngfw-onbox.log | grep "InlineSet"
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator: 548 - Invalid
interface pair for Bypass. Interface Ethernet2/4 can be paired with Ethernet2/3.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:548 - Invalid
interface pair for Bypass. Interface Ethernet2/5 can be paired with Ethernet2/6.
2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:541 - Bypass
is not available for Interface Ethernetl/3.

2024-08-28 12:35:00 ajp-nio-8009-exec-1: ERROR InlineSetValidator:541 - Bypass

is not available for Interface

« GUIOIA EE{EE EelgtLct,
O|HIEE= GUIIM EAIELICEH
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o rewall Device Manager i o = b
= | e S e e Manitaring Palicios Objects Device: firepower
(# Dashboard . |:\ cure Firpwall 3170 Thres :-:.-.- tense @
Systom () () ()
BE®

Average Throughput

All Interfaces =

Threats

Events CPU Usage

@ @ ® E ;j;:ll-:v‘l-’srnrru-'

o [ [ [ )
| | |

Oeps

Memory Usage Disk Usage

B usen

B Frco
2% e -~ ] 33 GB Used _1: 1/
i A i By

22% i o e 833 GB Fren [AS)

ik SECURE

FDM ZL|HE

« CLIOIAM EBN=! &t =Holst o},

<#root>

> system support trace

Enable firewall-engine-debug too? [n]:
Please specify an IP protocol: ICMP
Please specify a client IP address:
Please specify a server IP address:
Monitoring packet tracer debug messages

[ packets show up here ]

FAQ

Q: FDM2| 212+l Zgtoll M HAZE RXIHEL7?
A: Bypass7t 8i= @lztel &gho| X[ Euct.

Bypass7t Rl QlEtQl e XIEIX| ef& Lt

Q: 21! EZ| BPDUZ} QIEHQ! EIE Aol A RFEHEILI7F?

A:OtL|2, RFEFE|O] /U K| E&LICE.
Q: 310004 M FTW ZtE7} R|HEIL|7H?




A : 0f. FTW netmod+= 3100 Series7t 7.1/9.172 T =l 0|F X|HE|RESLICE StEY 0] R35|=
7.7.082E AL E £ U&LICH.

Q: 3100 FTW 7tE2| B2 FMCO A Disabled, Standby, Bypass-Force S 2| Bypass 2 =7} X|&E
L7k

A:StES|0] 23|= FTW 7tE7} &=HEl 3 o ClHFO|AOM 7.7.08 E AL S &= JU&LICH

Q: £ E ' Aol Eci=o| HICHEQl B2 ZE 0| U= 22! &EHo| X|[HE L7t

A : PortChannel 74 &L oi CHMHE Z % | =™>E|X| &t 22 FTDO|M X|H5t= B BFEA| X
¢d5HoF & LCt.

Q: Snort7t ZAto]| AlzfE B2 failopenO| X|HE LI7H?

A : Firepower Management Center Z1I|12{|0|4 7}0|=9| O Mo CHEF AHEME FHETSAAIL.

B H

Qletel M = of M FTD QIE{m|o|A 2

Firepower Management Center 71| 124|0|4 7t0|=, H{F 6.3
« Cisco Secure Firewall 3100 Series 5t=E9{0{ & %| 7}0|=E

« Cisco Secure Firewall 3100 Series H|O|E{ AIE



https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline_sets_and_passive_interfaces_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/3100/fw-3100-install/m-overview.html#id_80729
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/secure-firewall-3100-series-ds.html
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