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1. WX HES D RIEHE URL EE= IP TAE Al5H{ok gLICH O] AlLtZ|22] B2
consider malware.wicar.org2 X5 &AIL.
2. o|O|X|ofl ZAIEI CHZ URLOA| CHEF HMIA T} successful. malware.wicar.org@! x| Q151 C}
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cHA|

T B TestMalware! - WICAROrg - Test X | -+ / = O X
e I (1 https://www.wicar.org/test-malware.htm| I U SR = ,=' Q
WICAR.org - Test Your Anti-Malware Solution! HOME  TEST MAL)

Select a test payload...

Each test will open up a new browser window at http://malware.wicar.org/. You may wist
all tests should be blocked by your anti-malware defences. If a blank window loads, then

EICAR TEST-VIRUS

MS14-064 XP and below

[SSL] The official EICAR.COM anti-virus test file. [55L] All Windows NT/G5/98/2000/XF IE3+
This is a 16bit DO5 COM file and cannot Internet Explorer Windows OLE Automation
run on recent O5Ses, but should be detected. Array (pre XP) CVE-2014-6332
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C:\Usersh\Administrator:netstat -ano findstr ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTAELISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTABLISHED
TCP ESTAEL ISHED
TCP 192.168.8.61:58635 F88.94.116. 246 BE ESTABLISHED
TCP 192.7 .B.61:56863¢ 788.94.116., 24 . ESTAELISHED
TCP 192.168.8.61:58637 7B8.94.116.246:443 ESTABLISHED
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« 2ZIP:192.168.0.61

o 2174 |P: 208.94.116.246
. ZEHZE: ST S

. CHAF T E 80 2! 443

7. 0| ME 7} QI© ™ Cisco Secure Endpoint Portal(Cisco Secure Endpoint Z&)2 0|&S35t0{ £4
E dtaied Hm|Ta(o|AS AAISHL|C}
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1. Management(Z 2|) > Host Firewall( 2 A E B 3}4 )E 0|53t 11 New Configuration(A Z4I| 1

“luil Secure Endpoint aarcl @ L ® 2

Host Firewall Configurations Auditlog

B8  Dashboard

Default.. Rules Policies Groups Comput.. Last Modified @

No matches found

Analysis

» Outbreak Control
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L Secure Endpoint

Dashboard

Inbox

Overview

Events

Analysis

Outbreak Control

Management

Administration

New rule in: MaliciousConnection

General

Rule name

BlockMaliciouslPs

Position

Top

Enforce

Direction

Out

Protocol

TCP




5. 24 2 CH& IPE R|HFLICE.
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1. Secure Endpoint Portal( 20 = Z Q1 E Z Ed)0f| A Management(Z 2l) > Policies(Z =) £ 0|
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2. HEE 2251 3AE Wl o2 o|SELICH
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bl Secure Endpoint

¢ Policies

Edit Policy: TZ

ER Windows
Name

Deescription

Modes and Engines
Host Firewall &
Enabled
Host Firewall rules will ba enabled.

Host Firewall Configuration | Mal

Outbreak Control
Device Control
Product Updates

Advanced Settings

1. HE R X0 M URL malware.eicar.orgE AF&35t0{ R EHE(AS S & QIELICEH

HE XM HERT AMAT HREIRELICH 27

2. AtEHS ElIEt = HAZ0| MHEIX| A h=X| & QIR LICE netstat -ano BHEE AFSELICH| &
A URL(208.94.116.246)1 A E IP7} EA|IZIX| &L == findstrO| ™ EIA& LICH.

2O 4E
1.9 =EXZQENM EHZE 0|SEL|C.

C:\Program Files\Cisco\AMP\<7H=E{ B & >\FirewallLog.csv



timestam ¥ protocol ¥ | locallp | ¥ | localPort| ¥ | remoteip | remotePa ¥ action | verbose | ¥ |ruleGuid | ¥ |ruleNama ¥ | auditRulg ¥

26:23.4 TCP 192.168.0.61 50675 208.94.116 246 g I TRUE  bCOIE75-55 BlockMaliciousiPs
27:33.8 TCP 152.168.0.61 51100 208.94,116.246 443 QUTGOING ok it i e TRUE bEcdiZ?5-65 BlockMaliciousiPs
27:48.6 TCP 162.168.0.61 51101 208.94.116 245 i { TRUE  bBeai3?s-55 BlockMaliciousiPs
26:29.8 TCP 192.166.0.61 51105 208.94.116.246 OUTGOING gram F: exe TRUE  bécdf3?5-65 BlockMaliclouslPs
34:24.7 TGP 182.168.0.61 51209 208.94,116. 245 icros { TRUE  b6cof3?s-55 BlockMaliciousiPs
34:25.7 TCP 162.166.0.61 51210 208.94.116.246 OUTGOING \Program F exe TRUE  bécdf3?5-65 BlockMaliclousiPs
34:25.2 TGP 192.168.0.61 51211 208.94.116.246 i i TRUE  b6cdf3?s-85 BlockMaliciousiPs
34:25.7 TCP 162.168.0.61 51212 208.94.116 246 OUTGOING exe TRUE b&cdt3?5-65 BlockMaliciousiPs
34:25.8 TCP 152.168.0.61 51213 208.94.116. 246 (OUTGOING exe TRUE bECITE-66 BlockMaliciousiPs
34:25.3 TCP 192.168.0.61 51214 208.94.116 246 OUTGOING g exp TRUE  becof3?S-65 BlockMaliciousiPs
24:26.0 TCP 192.168.0.61 51215 208.94,116.246 QUTGOING 5584 1 ) i 7 TRUE bECHIZIE-E5 BlockMaliciousiPs
34:50.4 TCP 192.166.0.61 51216 208.94.116 246 5564 C L & TRUE  b6COIS?5-65 BlockMaliciousiPs
34:50.4 TGP 192.168.0.61 51217 208.94,116.248 OUTGOING 5564 C 0 r TRUE  b&cof2?5-85 BlockMaliciousiPs
34:50.7 TCP 182.166.0.61 51218 208.94.116.245 5564 C! 1l { TRUE  bAcdi3?s-65 BlockMaliciousiPs
34:50.8 TCP 192.168.0.61 51219 208.94.116.296 DUTGOING 5564 C:\Program Fil i TRUE  b&cdf3?5-65 BlockMaliciousIPs
34:50.6 TCP 182.168.0.61 51220 208.94.116. 245 OUTGOING 5564 C:\Program Files (xB6)\Microsomt\Edgeipplication\msedge exe TRUE  bcdi3?s-55 BlockMaliclouslPs
34:50.1 TCP 152.168.0.61 51221 208.94.116.246 OUTGOING 5564 C: exe TRUE b&cdt3?5-65 BlockMaliciousiPs
34:50.6 TGP 182.168.0.61 51222 208.94.116 245 5564 i { TRUE  bécol?s-85 BlockMaliciousiPs
38:132 TCP 162.168.0.61 51384 208.94.116 246 OUTGOING 5280 C: exe TRUE bEcdf3?5-65 BlockMaliciousiPs
38:13.3 TCP 182.168.0.61 51385 208.94.116 246 5280 C: . icati exe TRUE  bAcofa?s-55 BlockMaliciousiPs
38:13.9 TCP 192.168.0.61 51386 208.94.116.246 OUTGOING 5280 C oofeiC exe TRUE  becof3?5-65 BlockMallciousiPs
04 7# 2 ?_ H:' %I. Ll EI‘ 38340 TCP 192.168.0.61 51387 208.94.116.296 QUTGOING 5280 C i & TRUE bECHIITS-B5 BlockMaliciousiPs
== = = 38:13.3 TCP 192.168.0.61 51383 208.94.116.245 OUTGOING 5280 C Y rome.exe TRUE  becdi3?5-65 BlockMaliclousiPs

QH[EE ALESto 3t 20 AM
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