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* Python3 pip
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python pip§ Ax[Et Foi= 0| BEES A&st0q cabby 2tO|E 22§ M X[stH ELICH

python3 -m pip install cabby
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(cabby) bash-3.2$ taxii-collections -h

usage:

taxii-collections [-h] [--host HOST] [--port PORT] [--discovery DISCOVERY] [--path URI] [--https
[--cert CERT] [--key KEY] [--key-password KEY_PASSWORD] [--username USERNAME]
[--proxy-url PROXY_URL] [--proxy-type {http,https}] [--header HEADERS] [-v] [-

(cabby) bash-3.2%$ taxii-poll -h

usage:

AlienVault - A 2

taxii-poll [-h] [--host HOST] [--port PORT] [--discovery DISCOVERY] [--path URI] [--https] [--ve
[--key KEY] [--key-password KEY_PASSWORD] [--username USERNAME] [--password PASSWORD]
[--proxy-type {http,https}] [--header HEADERS] [-v] [-x] [-t {1.0,1.1}] -c COLLECTION
[-b BINDINGS] [-s SUBSCRIPTION_ID] [--count-only]
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Personal profile

’\P’ O pulses

4 0 contributions

alienvault 7H2] == Z

taxii-poll --path https://otx.alienvault.com/taxii/poll --collection user_

--username abcdefg --password *¥%%*

h https://otx.alienvault.com/taxii/poll colle« on USEF_diEQO‘hEI“
ord
Polling using data binding: ALL

Sending Poll_Request to https://otx.alienvault.com/taxii/poll
@ blocks polled
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taxii-poll --path https://otx.alienvault.com/taxii/poll --collection user_AlienVault --username abcdefg

--path https x.alienvault.com/taxii/poll --collecti user_AlienVault\
rd anything

Polling using data binding: ALL

Sending Poll_Request to https://otx.alienvault.com/taxii/poll

:stixVocabs="http:, ix.mitre efault_vocabularies-1" xmlns:DomainNameObj="http:/
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https://otx.alienvault.com/api
https://otx.alienvault.com/api
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taxii-collections --path https://otx.alienvault.com/taxii/collections --username abcdefg --password ***

(cabby) bash-3.2% toxii-collections --path https:/fotx.alienvault.com/taxii/collections --username
ord anything
Sending Collection_Information_Request to https tx.alienvault.co fcollections
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. Add Source(AA FI7HE ZEIgHLICH

. A E 0|&: otx.alienvault.com

. Z2 ZZ: ftaxi/poll

. =M 0|&: user_<your_AlienVault_username>
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Edit Source

Mode —Cluster: Hosted_Cluster [ change Mode... v

b Centralized Management Options

The settings below are for the configuration of STIX over TAXII sources only.

Source Details

|

Source Name: Ialienvault_diegoher

Description (Optional):

TAXII Details

|

Hostname: (7) |otx.alienvault.com

Polling Path: (7). [/taxii/poll

Collection Name: (?) |user_d1egoher

Hours I ] mins

(Maximum 24 Hours.)

Polling interval:

1

Age of Threat Feeds: () | [3g Days
(Maximum 365 Days.)

T

Time Span of Poll Segment (?) 0 Days

The maximum time span for a poll segment is the value entered in the 'Age of Threat Feeds' field.
Use HTTPS: @ves O No

Polling Port :@

4

T

EL

Configure User Credentials: @ Yes O No

(® Basic Authentication

Username: |,<,_,rz

Password: I..o..oo.

Use Global Proxy: OvYes @ No
To configure Proxy Server, go to: Security Services > Security Updates
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External Threat Feeds Manager

Mode —Cluster: Hosted_Cluster Change Mode... ¥

b Centralized Management Options

External Threat Feed Sources

Add Source ]

Hostname

otx.alienvault.com
alienvault_diegoher 1h 10 Jun 2025 12:43:56 Idle 1] [T Poll Now
Collection Name
user_diegoher

* You can configure up to 8 external threat feed sources only.

Key: | Pelling Suspended
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1. Mail Policies(H| & Z3%4) > External Threat Feeds Manager(2|5 £/3 I|= #2|AHZ 0|5 &
L|C}.

. EHAEH REZ HFEFLICH

. Add Source(2A F7HE E=IFLICH

. 3AE 0O|&: otx.alienvault.com

. E3 B & jtaxi/poll

. Z3M 0|&: ALEXt_AlienVault

X E: 443
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Edit Source

Mode —Cluster: Hosted_Cluster [ change Mode... v |

I Centralized Management Options

The settings below are for the configuration of STIX over TAXII sources only.

Source Details

Source Name: Ialienvault_diegoher

Description (Optional):

TAXII Details

|

Hostname: (7) |otx.a|ienvau|t,com

Polling Path: @ |Itaxlljpoll

Collection Name: (7) [user_Alienvault

Hours ID mins

(Maximum 24 Hours.)

Polling interval:

T

Age of Threat Feeds: (7 | [3 Days
(Maximum 365 Days.)

Z‘

Time Span of Poll Segment @ 0 Days

:

The maximum time span for a poll segment is the value entered in the ‘Age of Threat Feeds' field.

Use HTTPS: @

ves () No
Polling Port: (7)

gln

Configure User Credentials: @ves OnNo

@ Basic Authentication

Username: I xyz

Password: I..l..l..

Use Global Proxy: Oves @® no

To configure Proxy Server, go to: Security Services > Security Updates

alienvault &4



External Threat Feeds Manager

Mode —Cluster: Hosted_Cluster 'Change Mode...

b Centralized Management Options

External Threat Feed Sources

Add Source |

Hostname

otx.alienvault.com
alienvault_diegoher 1h 10 Jun 2025 12:43:56 Idle 0o W Poll Now

Collection Name
user_AlienVault

* You can configure up to 8 external threat feed sources only.

Key: | Polling Suspended

alienvault I|=

F 718t £ Poll Now(X|= E3)E Z=lgLiCt
CI=2 =relgruct

CLIE &3l ESA0| 212151 threatfeed E1E HESI0{ HEE FolgLCH

on: user_AlienVault

Z2! alienvault I|=

=0 = & JAK0[ o2 e #HE TS EES THME Tl WE & = UL



=t

=
o
i

i
&

. 298 LM M TIE} RIIEII ESAE B2 A48 B
£ 7bxSLch



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



