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Access|Control

-

Admin User Cisco Email Threat Defense Cisco Security Cloud Control
Access request
Redirect to authentication
Request SAML verification
Return SAML destination
.‘ ............................................
SAMU redirection
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Authentication Process
Access granted
Redirect to ETD (Access grantec*}
Admin User Cisco Email Threat Defense Cisco Security Cloud Control Cisco Duo (MFA)
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ciseo Security Cloud Control

@& Crganization

@ Home Welcome to Security
Cloud Control

Better visibility. Easier

| Favorites : ,
management. Effective security.

@ platform Management

" Assignroles - Integrate identity provider (IdP)
Create organization users and assign roles to control Provide single sign-on (S50) te your organization's users.
access.
Assign Configure
@ 2025 Cisco Systems, Inc. Privacy Policy General Terms

257, Domain Management(=HI Q! #2))Z o|S&fLC}.

Z Mol M Platform Management(Z31&

asco  Security Cloud Control

Platform Management | -

& Organization
» Organization Details

| @& Home Access Management
Administrator Access
Activity Log

p Favorites >

tive security.

Product Subscriptions
9 platform Management P
Subscriptions

Integrations

Domains 74

Identity Providers

-, Integrate identity provider (IdP)

ssign roles to control Provide single sign-on (S50) to your organization's users.

Assign Configure
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Default Enterprise » Organization Details
7T Home Access Management
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n services Activity Log
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Product Subscriptions
2 Platform Management i
i Subscriptions
Integrations
Platform Integrations No domain has been claimed yet.
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Identity Providers -+ Add domain
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Add New Domain
Q GIQAI'\IJ.'!UIJI!

o — Domain
omain
Home
Enter your domain name,

Domain name

| Favorites “ test.emailsec.test ]|

@ Pplatform Management >

Concal m
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I Security Cloud Control

Add New Domain

& Organization

N @ Gk Verification
Home Upload the TXT record to the domaln’s DNS server, Then click Vertfy.
Verification
o - Record name
Favorites
Type
‘? Platform Management >
Value

© 2026 Ciseo Systams, Inc. Privacy Pollcy  General Terms
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» Organization Details
4> Home Access Management ecurity Cloud
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Product Subscriptions
@ platform Management e
Subscriptions

Integrations

Domains

Identity Providers =

. Integrate identity provider (1dP)

ssign roles to control Provide single sign-on ($50) to your organization's
users.

Assign Configure
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Link to external identity provider

Identity provider ID

|

Obtain this identifier from the organization managing the identity provider.
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Edit identity provider

o Setup | Setup

Follow the steps below to configure your identity provider (IdP). For detailed
instructions please read our documentation 7

Identity provider name *

[ 1 0.9.0.0.0.9.69.0.0694

Duo-based MFA

By default, Security Cloud Sign On enrolls all users into Duo MultiFactor Authentication (MFA) at no
cost. We strongly recommend MFA, with a session timeout no greater than 2 hours, to help protect
your sensitive data within Cisco Security products.

(D Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your IdP, you may wish to disable MFA at the Security
Could Sign On level.

< Cancel m
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Edit identity provider

@ Sk Configure

Depending on your provider, use the following methods to set up your IdP.

Security Cloud Sign On SAML metadata

Public certificate

Entity ID (Audience URI)

)

Single Sign-0n Service URL (Assertion Consumer Service URL)

Technical notes for Security Cloud Sign On

+ Security Cloud Sign On uses the SAML 2.0 HTTP POST binding to send

ATHA|. Cisco Duo& Y11 Applications(0HZ E2(71|0|4M) Mo 2 0[S Tt F Add application(oHZ 2|
Aol =7hHE S=gLIct
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Collapse Applications
~ of your services or platforms. You can protect
Home Manage
Applications o
&- users ¥
Application Catalog 26
B Devices H Authentication Proxy harity[CA) pinning bundle will expire in 2026, Duo products that use cartificale pinning requira a software update for continuwed use aftar
Y Poiicles ¥ Configure Single Sign-0n (S50)
S i 550 Settings
i= Applications
Due Central
___'_'| Reports ¥
= Filters 5 results + Add application
o Monitoring > —_— L
:- Billing - Protection Provisioning Application Application Policy Application-Group
Type Type Palicies
fz1 Settings 2FA - 1Password - -
— == Duo Admin Panel - - =
Duo Access
Gateway
550 w— Cisco Security Cloud — —

Cisco DUO OfE 2|7 0|4

i
miu

M0l A Cisco Security CloudZE A48t Add(F7})

Sign On - Single
Sign-0n

Google Workspace -
Duo Access
Gateway

Microsoft 365 - Duo
Access Gateway
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< Applications

Application Catalog

Browse all of our available applications and filter by supported features. View
documentation links for more information about each application.

[ (. Cisco Security Cloud contr0|| ® ]][ Supported Features v ]

InIr
CISCO

Cisco Security Cloud Sign On

SsO

Secure access using Duo SSO and SAML,
with MFA and flexible security policies.

+ Add Documentation &

5EHA|. Cisco Duo OHEZ2|H| 0| Mo M 2ted HEE 8L

Cisco SCCO{|A{ Cisco DuoZ QIEE| ID & Bt 2391 MH|A URLE SAFEFLICH

Downloads

XML file 4 Download XML 1 Copy XML

Service Provider

Entity ID (Audience URI) * https://www.okta.com/sami2/service-providerfspzbcwujns

Enter your Cisco Security Cloud Sign On Entity ID {(Audience URI)

Single Sign-On Service URL https://sign-on.security.cisco.com/sso/sami2/0oalnbh73ac
(Assertion Consumer Service
URL) * Enter your Cisco Security Cloud Sign On Entity 1D {Audience URI)

Custom attributes Check this box if your Duo Single Sign-On authentication source uses non-standard attribute names.
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Edit identity provider
@ SAML metadata
Setup

Select a method for providing your SAML 2.0 IdP metadata.

@ Configure ~
(® XML file upload () Manual configuration

o SAML metadata g
Upload your SAML metadata file

+

-

Click or drag a file to this area to upload
File has been uploaded
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= ik Policies Switch to expanded view
Dun's policy angina gives you tha ability to control how your us<rs authanticats, from whara, using
@& Home wiich typas of davices. Poboies can e defined system-wide, par apphcation, of for spacific
groups.

&= Users ¥ Policy documentation f  Haw does policy wark O
Wy Divices s

n Wo've made updates 10 improve the view of your policies, Yous policies have not changed and you kS

can atways switch back if you prater the expanded view,
(1) Policies >
Learn More O
=  Applications 5
5 Reports >
Q Search l Palicy apply typa ~ 2 palicies m

So,  Manitoring »

] Name Applications and Groups O Summary Timestamp (CEST) D Actions
I=|  Biling »

(]  cGlobal Policy & All Sppieationg Rules (18} Sep 04, 2025 5:58PM  Actions
X Settings 0O resta Rules (3} Aug 20, 2025 3:28PM  Actions v

: =
Cisco #2

0| oflof A= olO|x|ofl EA|El CHE Authorized Networks(2IEE HEQ|F) MME T80 24
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Im Account

Edit Policy

You're ediling the Glabal Palicy which is used by all applications. This can be overridden with custom policies.
Loarn mora about policies ©f

Revert 1o default
beptite setting will be applied.
& New User palicy
© Authentication poficy Your IP address is 151186.181.22

@ User ocation Allow access without 2FA from th [does not atf

Devices. Example: 182,0.2.8, 198,51100.0-198,51100.20,
& Trusted Endpaints 203.0M3.0024

© Duo Deskiop & device heaitn
© Remombared devices

@ Operating systems

@ Browsers

& Piugins

~  Require enrcliment from these networks

W Ghecked, wrrrnbed users will i SUGHGT 13 Do P ULe? policy, ein if 10 lagin is from ene of she B
addresses specified above.

Require MFA fram these nitworks:
b |
Networks
@ Authorized networks
& Anorymous networks

Deny access from these networks m

Aihiickintin B Deny access from any other network not specified above.
© Risk-based facter selection Deny sccess from these netwarks:
S Authentication methods
© Duo Mobile app Example; 192.0.2.8, 198,51100,0-198.51100.20,
& Tampered devices 202.013.0/24
& Screen lock
@ Full-disk encryption

@ Mabile device biomatrics
Anonymous netwerks
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Collapse 7 Authentications
Shown al every 8 hours.
o Home 1
2 Users “
1 Davices ¥ n " 2 a 4 s L 7 B8 2 w n 12 L2 " 15 W ” W 19 0 n 22 n 24 % 26 ra m
Sap
1 Palicies
= Applications
Shewing 1-7 of 7 items
| Reports
Preview Risk-Based Factor Selection Enabled - Showing 25~ rows

& Monitoring

Biling Timestamp {CEST] Result User Appiication fisk-Based Policy Assessment @ Aooess Device Auttrertication Method
e 11854 PM " Granted i Email Threat Defense Sign On No detections ¥ Muc Ub X 26.0 (2543540 ¥ Duo Push
31 Settings S s Unes agproved A3 reported by Dua Deskiop
T:45:48 PM * Denied s Email Threat Defense Sign On Rizk-bazed policy not enabied ¥ Mac 05 X 15.61 (24G80) Unkonawn
str 5, 2028 e neowor Unrealistic travel A3 reparied by Dua Desktop
Risk gotected Emforcamant
Risk-based factor salection would have restricted the user to more socums factors m
6:10:55 PM * Denled At Email Threa! Defenze Sigh On Rigk- Mmpelney nol enabled * Mac OS X 15.6.1 (24G00) Unlkonawin
SER 4 3035 Deviodretwer Unrealistic travel As reported by Duo Deskiop
Risk detected  Endorcement
Risk-based factor selection would have restrictid the uber 1 more secue factors Freviaw ingights.
08151 FM ~ Granted — Emall Threat Defense Sign On No dotectiens » Mac 05 X 15,61 (24690 > Dub Push
565 4, 2085 Ut agproved A% Foponed by Dua Dikiop Wbt

6:00:18 PM
SEP4 2028

mmesame  Email Threat Defense Sign On Risk-based policy not enabled * Mac 05X .76 Unionawn
Unrealistic travel As reporied by the browser @
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& Network not allowed

Your organization requires you to be on an
authorized network to login.

Secured by Duo
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