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Add Certificate: | Create Self-Signed Certificate [~ |

Common Name: ISAML_SSG

Organization: ICism

Organizational Unit: IESA_TAC

City (Locality): | |Raleigh

State (Province):

Country: [

ne
IU
Duration before expiration: |1E|25I2l days

Private Key Size: | () 2048
1024




L ]
Certificate Name: | |[samL ss0

Commen Name: | SAML_SS50
Organization: | Cisco
Organization Unit: | ESA_TAC
City (Locality): | Raleigh
State (Province): | NC
Country: | US

Sigmature Issued By: | Common Name (CN): SAML_SSO
Organization {O): Cisco
Organizational Unit (OU): ESA_TAC
Issued On: Sep 20 15:50:27 2019 GMT
Expires On: Sep 7 15:50:27 2069 GMT
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<#root>

openssl

pkcsl2 -in <certname>.pfx -nokeys -out cert.pem -nodes



<ffroot>

openssl

pkcs1l2 -in SAML_SSO.pfx -out UNIX_FULL.pem -nodes

2. HIAE HEIT|0|M F 7He| Bl IS €17 0| 2<name>.crt & <name>.keyZ X|H

4. L &8 <name>.crt I} Yoi 204 X{EErL|C}.

5. HEHEl Tt - BEGIN PRIVATE KEY-----~----- END PRIVATE KEY-----

6. L& <name>.key I+ 0l 204 &0 XM ErLICH
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<{froot>
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openssl

req -newkey rsa:2048 -nodes -keyout domain.key -x509 -days 1095 -out domain.crt
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FFo| ddclE CIMER[ols S 242 F 7He| mto| W ELICH saml_ssl.crt &
saml_ssl.key.

$ openssl req -newkey rsa:2048 -nodes -keyout saml_sso.key -x509 -days 1095 -out saml_sso.crt
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) []:US

State or Province Name (full name) []:NC

Locality Name (for example, city) []:Raleigh

Organization Name (for example, company) []:Cisco

Organizational Unit Name (for example, section) []:ESA_TAC

Common Name (for example, fully qualified host name) []:SAML_SSO

Email Address []:user@example.com
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(encrypted.key)E E£24%f

<#root>
openssl

rsa -des3 -in unencrypted.key -out encrypted.key



<#root>
openssl

rsa -des3 -in saml_sso.key -out saml_secure.key

$ openssl rsa -des3 -in saml_sso.key -out saml_secure.key
writing RSA key

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

$ 1s
saml_sso.crt

saml_sso.key
saml_secure.key

215 M & 7|7t SAML SSO SP == A SSO SP AHoi CHsl EH|Z[A&LICH

Cisco Email Security Appliance - 91E 8% 7}0|E

Cisco Content Security Management Appliance - =& AI2 X} 710|E

Cisco Web Security - |5 AFZ X} 710|E



https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/web-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/web-security-appliance/products-user-guide-list.html
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