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Identity End User Service
Provider Browser (Agent) Provider

End User accessing a deeplink

- SP generates SAML request
- Includes RelayState as:
Service Provider redirects - “fdocs/abl123678/f_123
3 SAML authentication request back to browser

with RelayState=/docs/ab123678/f_123

4,

Il
- IDP parses SAML request ( Browser rel _args SAML request
- Stores RelayState value:
- Idocs/ab123678/f_123
Identify/Authenticate
D. the user

IDP generates SAML assertion
and sends it back to browser
6 with RelayState=/docs/ab123678/f_123

’ Browser relays SAML assertion
7 back to the SP with
- RelayState=/docs/ab123678/f_123

> 8.

- SPvalidates SAML Response
If user is authenticated, SP sends - Parses RelayState value as:
Q. securitycontext to browser and presents - “/docslab123678/f 123"
the requested resource
‘ “ldocs/ab123678/f_123"
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Edit Service Provider Settings

Service Provider Settings

Profile Name: ]‘Fest
Configuration Settings:
Entity ID:  [mysma
7
Name 1D siser g5 be: G
Format: (¥ s g A : &
Assertion
Consumer
URL: (7
P
sP h file Mo file ch
Certificate; ~ Ghoosefile  No file chosen
Private Key:  Choose file Mo file chosen
Enter passphrase: |..........
Uploaded Certificate Detalls:
Issuer: C-IN\.CN-mvte—stsma.cism.com'\L-hangalure\.D-dsm.com'l.ST-_'_‘rU-ciscu
Subject: C=IN\CN=mytestsma.cisco.com\L=bangalore\D=cisco.com\ST= | cV=cisco
Expiry Qct 11 01:55:18 2029 GMT
Date:
Sign Requests
Sign Assertions
Make sure that you configure the same settings on your Idantity Prowider as well.
Organization : -
el Mame:  [Cisco Systems I
Display Mame:  [mytestsma.ciscoeuq.com
URL:  |nttps://mytestsma.ciscoeug.com:B3/
Technical .
I:
Contact: Emall: |
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Singhé Sign On URL [ ———
Reciplant UL IS LIS E0G, COM B
Destinatian URL Patps i Aastsm IS E00Ug. com: B
Audience Restriction mysma

Dwefaust Relay State

Name 1D Format Emaildeoss

Response Signed

Assertion Signature Skgned

Signature Algorithm RSA_SHAZSE

Digost Algariihen SHAZSS

Assertion Encryption Unancrypted

SAML Single Logout Disabled

suthrComentClasilel PasswordProtected Trarspon

Honar Force Authentication Vo
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Edit Identity Provider Settings

Identity Provider Setting

Profile Name: |Tesl:

Configuration Settings: ° Configure Keys Manually

E?ﬁfi'\-’ D: Ihttp:ffwww.okta.co;_

SS0 URL: https: // I\ 2 com/app/mailorg710125_cis
L) cosma_1 I s <o/ sam|

Certificate: Choose file No file chosen
Uploaded Certificate Details:
Issuer: C=Us\CN=INEEEE =San
Francisco\0=0kta\ST=California\emailaddress=info@okta.com\OU=5S0Provider
Subject: C=US\CN=INER\|-San
Francisco\O=0kta\ST=California\emailAddress=info@okta.com\OU=S50Provider

Expiry Oct 14 12:29:40 2029 GMT
Date:

Import IDP Metadata

lo file chosen
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