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i Add Relying Party Trust Wizard x|

Select Data Source

Seps Select an option that this wizard will use to obtain data about this refying party:

S import data about the rehying party pubkshed onine or on a local network

@ Select Data Source Lise this option to import the necessary data and cestificates from a relying party organization that publshes

@ Spechy [ P its federation metadata online or on a kocal networdk.

(1]

Choose lssuance
Authorization Pulas

Ready to Add Trust
Finish

Federstion metadata address (host name or LIRL)

Example: f3.contoso .com or hitps=//weaw contoso .com./app

% mport data about the relying party from a file

Lise this option to import the necessary data and cerificates from a relying party organization that has
eported its federation metadata to a file, Ensue that this fie is from a trusted source, This wizard will not
vabdate the source of the file

Faderation metadata fils beation: _
[Z:CHS DSM\SAML SMA config'\sma_saml_metadata i | [ Browse.. |

Enter data about the relving party manually
Uisa this option to manually input the necessary data about this rehing party orgarization.
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Cisco ESA - Dev Properties X
Manitaring ldentifiers Encryption Signature Accepted Claims
Organization Endpoirts Prooty Endpoints Motes Advanced
Specify the endpoints to use for SAML and W S5-FederationPassive protocols.
URL Index  Binding Default Re
SAML Assertion Consurner Endpoints
https:fdh1111-esal.iphmx.c.. 0 POST Yes
https:ifdhi111-esa iphmx.c.. FOST Mo
hitps:fdh1111-esa3.iphmx.c. 2 POST Mo
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3. SP ZZ Z! Entity ID Z/2 2 T AFKF SAML 2.0 SSO MH|A URLE Ql=248hLCt.
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Cisco ESA - Dev Properties >

Monitoring Identifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints ~ Motes  Advanced

Specify the endpoints to use for SAML and W 5-Federation Passive protocals.

LURL Index  Binding Default Re
SAML Assertion Consurner Endpoints

https:ffdh1111-esal.iphmx.c.. 0 POST Yes
hitps:fdh1111-esad.iphmecc. 1 POST Mo
https:fdh1111-esad.iphmx.c.. 2 POST Mo
hitps://dh1111-esad.iphmec.. 3 POST Mo
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2. Zt ESA 212 7t URL FAE F7IE CHE OK(E )& Z=IFLICH
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4. 5tLto| A= Z QIE B Default = Yes2 AHELICEH LIHX| =EZQIE E Default = NoE2 M7
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Cisco ESA - Dev Properties X
Manitaring ldentifiers Encryption Signature Accepted Claims
Organization Endpoirts Prooty Endpoints Motes Advanced
Specify the endpoints to use for SAML and W S5-FederationPassive protocols.
URL Index  Binding Default Re
SAML Assertion Consurner Endpoints
https:fdh1111-esal.iphmx.c.. 0 POST Yes
https:ifdhi111-esa iphmx.c.. POST Mo
hitps:fdh1111-esa3.iphmx.c. 2 POST Mo
hitps:/dh1111-esad.iphmx.c.. 3 POST Mo
£ >
Add SAML...
Add W5-Federation. .. Remove Edit
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+ Edit Claims Issuance Policy(

EMAIL_AUTH_SS0
ndate from Federatson Metadata
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Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Izsued Claims

Edit Rule... Remove Rule...
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‘You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP atirbutes. Specify how the attrbutes will map to the outgoing claim types that will be
issued from the nie.

Claim nule name:
LDAP
Fule template: Send LDAFP Altributes as Clams

Atribute store:
Active Directory

Mapping of LDAP attributes to outgoing caim types:

ﬂmb‘“m““““’ Oulgoing Claim Type (Select or type 1o add more)

E-Mail-Addrasses w | Mame 1D

Token-Groups - Ungualified Names v | memberOf
User-Principal-Name w | userPrincipalName
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net stop adfssrv
net start adfssrv



« O3 URLOIAM HIEHIO|E] LS CIREE
https://myserver.domain.com/FederationMetadata/2007-06/FederationMetadata.xml

QIgrLCH.

UEX| &

« &t2 51 ESA EHAEZE sotzLCH
2 olghL|Ct,
ESA EE= SMAO|A I1dP HIEFHIO|E] 7} <2 7|7} Hr—xqog eta g
5tod &t2| 23912 EAESHL|LCY.
X, ac|o g |:|HJL'0| o8 olxs HI|adyo|Mof|A] o ACHE

SAML SSO(EtY 219N E AL
a8 Seg wetEs
x| &elghLct

wn -~

e ElE

MH}R=

SR

rel

« Cisco Email Security Appliance - ¢1E X4 7} 0|
« Cisco Content Security Management Appliance - =& A X} 7} 0]



https://myserver.domain.com/FederationMetadata/2007-06/FederationMetadata.xml
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