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(Machine esal.xyz.iphmx.com) (SERVICE)> clustermode cluster; aliasconfig print
test: test@example.com, test@example2.com, test@example3.com

test2: test@domain.com, test@domain2.com, test@domain3.com
(Cluster Hosted_Cluster) (SERVICE)>
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#!/bin/bash

# Configuration of SSH keys and paths
PROXY_KEY="/ful1/path/folder/.ssh/id_rsa"
SECOND_KEY="/ful1/path/folder/.ssh/id_rsa"
LOCAL_PORT="2200"

PROXY_USER="dh-user"
PROXY_HOST="f4-ssh.iphmx.com"
TARGET_HOST="esal.xyz.iphmx.com"
REMOTE_USER="1ocal_server_user"
REMOTE_FILE="/configuration/filename.csv"
LOCAL_DIR="/ful1/path/folder/Downloads"
LOCAL_FILE_PATH="${LOCAL_DIR}/aliasconfig-file.csv"

# 1. Connect to the proxy and set up the SSH tunnel
echo "Establishing connection to the proxy..."
ssh -i "$PROXY_KEY" -1 "$PROXY_USER" -N -f "$PROXY_HOST" -L "$LOCAL_PORT:${TARGET_HOST}:22"
if [ $? -ne 0 1; then
echo "Error: Failed to establish connection to the proxy.'
exit 1

fi
echo "Proxy connection established."

# Pause for 5 seconds before proceeding
sleep 5

# 2. Export the aliasconfig file from the remote system
echo "Exporting aliasconfig file from the remote system..."
ssh -i "$SECOND_KEY" "$REMOTE_USER"@127.0.0.1 -p "$LOCAL_PORT" 'clustermode cluster; aliasconfig export
if [ $? -ne 0 1; then
echo "Error: Failed to export the aliasconfig file."
exit 1
i
echo "Aliasconfig file successfully exported."”

# Pause for 5 seconds before proceeding
sleep 5

# 3. Download the file to the local directory
echo "Downloading file to the Tocal directory..."
scp -1 "$SECOND_KEY" -P "$LOCAL_PORT" -0 "$REMOTE_USER"@127.0.0.1:"$REMOTE_FILE" "$LOCAL_DIR" 2>/dev/nu
if [ $? -ne 0 1; then
echo "Error: Failed to download the file to the Tocal directory.”
exit 1
fi
echo "File successfully downloaded to: $LOCAL_FILE_PATH"

# Pause for 5 seconds before finalizing
sleep 5

# Finalizing the script
echo "Process completed successfully."
exit 0
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echo "Establishing connection to the proxy..."
ssh -i "$PROXY_KEY" -1 "$PROXY_USER" -N -f "$PROXY_HOST" -L "$LOCAL_PORT:${TARGET_HOST}:22"
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echo "Exporting aliasconfig file from the remote system..."
ssh -i "$SECOND_KEY" "$REMOTE_USER"@127.0.0.1 -p "S$LOCAL_PORT" 'clustermode cluster; aliasconfig export
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echo "Downloading file to the local directory..."
scp -i "$SECOND_KEY" -P "$LOCAL_PORT" -0 "$REMOTE_USER"@127.0.0.1:"$REMOTE_FILE" "$LOCAL_DIR" 2>/dev/nu
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echo "Process completed successfully."

exit O
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$ pwd

/full/path/folder/DownTloads

$ 1s

filename.csv

$ cat filename.csv

# File exported by the CLI at 20250702T125347

test: test@example.com, test@example2.com, test@example3.com
test?2: test@domain.com, test@domain2.com, test@domain3.comd



#!/bin/bash

# Configuration of SSH keys and paths
SSH_KEY="/ful1/path/folder/.ssh/id_rsa"

LOCAL_PORT="2200"

REMOTE_USER="1ocal_server_user"
LOCAL_FILE="/full/path/folder/Downloads/new-filename.csv"
OUTPUT_DIR="/full/path/folder/Downloads"

# Get the current local date in the desired format
CURRENT_DATE=$ (date +"%Y-%m-%d_%H-%M-%S")

# 1. Upload the new aliasconfig file
echo "Uploading new aliasconfig file to the remote system..."
scp -i "$SSH_KEY" -P "$LOCAL_PORT" -0 "$LOCAL_FILE" "$REMOTE_USER"@127.0.0.1:/configuration 2>/dev/null
if [ $? -ne 0 ]; then
echo "Error: Failed to upload the aliasconfig file."
exit 1
fi
echo "Aliasconfig file successfully uploaded."”

# Pause for 5 seconds before proceeding
sleep 5

# 2. Import the new aliasconfig file and commit with a comment
COMMIT_COMMENT="Importing new entries to aliasconfig - $CURRENT_DATE"
echo "Importing the new aliasconfig file and committing changes..."
ssh -i "$SSH_KEY" "$REMOTE_USER"@127.0.0.1 -p "$LOCAL_PORT" "clustermode cluster; aliasconfig import ne
if [ $? -ne 0 1; then
echo "Error: Failed to import the aliasconfig file or commit changes.
exit 1

fi
echo "Aliasconfig file successfully imported and committed with comment: '$COMMIT_COMMENT'."

# Pause for 5 seconds before proceeding
sleep 5

# 3. Print the current aliasconfig and save it to a new file
OUTPUT_FILE="${OUTPUT_DIR}/current-aliasconfig-${CURRENT_DATE}.txt"
echo "Printing current aliasconfig and saving it to: $OUTPUT_FILE..."
ssh -i "$SSH_KEY" "$REMOTE_USER"@127.0.0.1 -p "$LOCAL_PORT" 'clustermode cluster; aliasconfig print' >
if [ $? -ne 0 ]; then
echo "Error: Failed to print the current aliasconfig."”
exit 1
fi
echo "Current aliasconfig successfully saved to: $OUTPUT_FILE"

# Finalizing the script
echo "Process completed successfully."
exit O
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CURRENT_DATE=$ (date +"%Y-%m-%d_%H-%M-%S")
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# File exported by the CLI at 20250709T112719
test: new-data@example.com, new-date@example2.com, new-date@example3.com
test2: new-date@domain.com, new-data@domain2.com, new-data@domain3.com
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echo "Uploading new aliasconfig file to the remote system..."
scp -i "$SSH_KEY" -P "$LOCAL_PORT" -0 "$LOCAL_FILE" "$REMOTE_USER"@127.0.0.1:/configuration 2>/dev/null
if [ $? -ne 0 ]; then
echo "Error: Failed to upload the aliasconfig file."
exit 1
fi
echo "Aliasconfig file successfully uploaded."”
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COMMIT_COMMENT="Importing new entries to aliasconfig - $CURRENT_DATE"
echo "Importing the new aliasconfig file and committing changes..."
ssh -i "$SSH_KEY" "$REMOTE_USER"@127.0.0.1 -p "$LOCAL_PORT" "clustermode cluster; aliasconfig import ne
if [ $? -ne 0 ]; then
echo "Error: Failed to import the aliasconfig file or commit changes."
exit 1
fi
echo "Aliasconfig file successfully imported and committed with comment: '$COMMIT_COMMENT'."
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OUTPUT_FILE="${OUTPUT_DIR}/current-aliasconfig-${CURRENT_DATE}.txt"
echo "Printing current aliasconfig and saving it to: $OUTPUT_FILE..."
ssh -i "$SSH_KEY" "$REMOTE_USER"@127.0.0.1 -p "S$LOCAL_PORT" 'clustermode cluster; aliasconfig print' >
if [ $? -ne 0 ]; then
echo "Error: Failed to print the current aliasconfig."
exit 1
fi
echo "Current aliasconfig successfully saved to: $OUTPUT_FILE"
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(Machine esal.xyz.iphmx.com) (SERVICE)> clustermode cluster; aliasconfig print

test: new-data@example.com, new-data@example2.com, new-data@example3.com
test2: new-data@domain.com, new-data@domain2.com, new-data@domain3.com
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(Machine esal.xyz-66.1iphmx.com) (SERVICE)> grep "commit" system_logs

Wed Jul 9 11:29:42 2025 Info: PID 95790: User local_server_user commit changes: Importing new entries

o
AT EE RHY
0| AT RIE & #XH BashZ E M E|RAX|B Python, PowerShell EE= Perltt Z2 CHE A3 R &
= Z202H o2 €M 2 E= M EE = U= EP%*?J (Rt U EFEo| 72 8- =
= 27 AHEo| o 2 REELCt 0|28t Reide Sdll Ml =2l I EZEE |FXIste SAl0]
24 F AE D 7t UYe oLt ES2 EEE £ JU&LIct

a

Ofx[2F 282}
Ol 7tMHL7IILHELHZ| AT BIE= o{EEt0o|A0M &Y HE ZHu|ado|ME ge2lstr| {8t &
EXMo|ln s &RME NMSELICH FH Ao dEE ) 71K 7| X MY E R S3t6to] 2
A7 =8 & o] HA A S oMt tHMo 2 T g = QIELICH O| ATBEE Z2
MAE ZHASHE ¥ ofLIZ EFAARYZ 7} XY E W L 70 FAE S FH 7IsdE E&E
L|C}.
St olgfet A3 REE ArSotH 5] 048] 7tX| ¥H4E = CHE UCIO|EJ Eedh B2 49
Lot 78 &8 fXI6ts ol =20| Euct 364 4| aoio|Me| H7|xel sied2 FIt 2
ot HEE MBstod Rt A2 Al&Et 55 E= EHE X[REELCH

=le 4mas|ol4 UH0|E 8 ¢S =4, A
&7l Zxstod ChE Kol Huagold
¥

NSEE  UE

mo
Rl
L]
Q'I_
X
-
E
0
il
b
N
=0
A
=
L]
Ll
o mp
MOF



X 23
« CES(Cloud Email Security) &€& M 2| CLI(Command Line Interface) M4
« CLI X|&: PuTTY [Windows/PC At X}

o HIZEHS 9i0| ESAN| 22155 SSH 374 7| Q15 S A= B



https://www.cisco.com/c/ko_kr/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html
https://www.cisco.com/c/ko_kr/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html
https://www.cisco.com/c/ko_kr/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html
https://www.cisco.com/c/ko_kr/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html
https://docs.ces.cisco.com/docs/cli-instructions-putty-windowspc-users
https://docs.ces.cisco.com/docs/cli-instructions-putty-windowspc-users
https://docs.ces.cisco.com/docs/cli-instructions-putty-windowspc-users
https://docs.ces.cisco.com/docs/cli-instructions-putty-windowspc-users
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118305-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118305-technote-esa-00.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



