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<{froot>

esa> sshconfig



Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> sshd

ssh server config settings
Publi ¢ Key Authentication Al gorithns:
rsal
ssh-dss
ssh-rsa
Ci pher Al gorithns:
aes128-ctr
aes192-ctr
aes256-ctr
aes128-chc
3des-chc
bl owf i sh-cbc
cast 128- chc
aes192-chc
aes256-chc
rijndael -chc@ysator.liu.se
MAC Met hods:
hmac- md5
hmac- shal
umac- 64@penssh. com
hmac-ri pend160
hmac-ri pend160@penssh. com
hmac- shal- 96
hmac- nd5- 96
M ni mum Server Key Size:
1024
KEX Al gorit hns:
di ffi e-hel | man- gr oup- exchange- sha256
di ffi e-hel | man- gr oup- exchange-shal
di ffie-hell man-groupl4-shal
di ffie-hell man-groupl-shal
ecdh- sha2- ni st p256
ecdh- sha2-ni st p384
ecdh- sha2-ni st p521
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<#root>
[I> setup

Enter the Public Key Authentication Algorithms do you want to use
[rsal,ssh-dss,ssh-rsal>

rsal, ssh-dss, ssh-rsa

Enter the Cipher Algorithms do you want to use
[aes128-ctr,aesl192-ctr,aes256-ctr,aesl28-chc]>

aes128-ctr,aesl92-ctr, aes256-ctr, aes128-cbhc, 3des- cbc, bl owfi sh-cbc, cast 128- cbc, aes192- cbc, aes256-chc, rijr



aes128-ctr, aes192-ctr, aes256-ctr, aes128- cbc, 3des-chc, bl owfi sh-cbc, cast 128-chc, aes192-chc, aes256-chc, rijr

Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal,umac-64@openssh.com,hmac-ripemd160]>

hmac- nd5, hmac- shal, umac- 64@penssh. com hmac-ri pend160, hmac-ri pend160@penssh. com hnac- shal- 96, hmac- nd5- ¢

Enter the Minimum Server Key Size do you want to use
[1024]>

Enter the KEX Algorithms do you want to use
[diffie-helTman-group-exchange-sha256,diffie-hellman-group-exchange-shal]>

di ffi e-hel |l man- gr oup- exchange- sha256, di ffi e- hel | man- gr oup- exchange-shal

di ffie-hell man-groupl4-shal

i ffie-hell man-groupl-shal, ecdh-sha2-ni st p256, ecdh- sha2- ni st p384, ecdh- sha2- ni st p521

esa> commit
Please enter some comments describing your changes:

[J> Edit the SSHD values
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https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/200885-ESA-Cluster-Requirements-and-Setup.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/200885-ESA-Cluster-Requirements-and-Setup.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118174-technote-esa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/email-security-appliance/118174-technote-esa-00.html
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