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Home » cisco | Devices » Enterprise applications | All applications > FTD-SAML-1

FTD-SAML-1 | SAML-based Sign-on

Enterprise Application

T Upload rretadata file ') Change single sign-on mode

Set up Single Sign-On with SAML

= Test this application

An 550 implementation based on federation p

P security, reliability, and end

implement. Choose SAML single sign-on whenever possible for existing applications that do

more,

Read the configuration guide o for help integrating FTD-SAML-1.

o Basic SAML Configuration
Identifier (Entity 1D)
Reply URL (Assertion Consumer Service LURL)

Sign an URL
Relay State (Optional)
Logout Urd (Optional)

e Antributes & Claims.

givenname

surname
emailaddress

name

Unique User Identifier

e SAML Certificates

Token signing certificate
Status.

Thumbprint

Expiration

Naotification Email

Basic SAML Configuration ®

[El save A7 Got feedback?

Identifier (Entity ID)* @
The unigee 1D that identifies your applicotion to Microsoft Entra ID, This value must be unique ecross all epplications in your
Microsaft Entra tenant. The default identifier will be the oudience of the SAML respanse for IDP-initioted S50,

Default

I https:/ I cisco.com/samiis p/metadata/FTD-SAML-1 ] 0] 10|
Add identifier
Patterns: https,/* YourCiscoServer.comysaml/sp/metadata/TGTGroup

https/ I csco.comfsamlfs;  Reply URL (Assertion Consumer Service URL)* ©
-1 . The reply URL is where the epplication expects to receive the outhenfication foken, This is alio referred to as the Mssertion
huttps/ . cisc0.com/+CSCC c r Service” (ACS) in SAML
me=FTD-SAML-1
Optianal index  Default
Optignal
Optianal | https:// M cisco.com/+ CSCOE+ fsamljsp/acsttgname=FTD-SAMLY | | [ ] @ 0]
Add reply URL
Patterns: httpsy/YOUR_CISCO_ANYCOMNMECT_FODM/ s CSCOE+/SAMLISPACS
LsES ghuErrame Sign on URL (Optional)
usersumame
user.mail Sign o URL is used if you would like to perform service provider-initioted single sign-on. This value is the sign-in page URL for
user.userprincipalname. your application. This field is v if you want to perform identity provider-initiated single sign-on,
et - | Enter a signon URL v |
Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically @
Artive URL ar URL path that takes wsers te @ specific location within the application.

3125987754C6BTCCREREDD214BD,
25/11/2027, 182311

-_—

Home » cisco | Devices » Enterprise applications | All applications > FTD-SAML-1

FTD-SAML-1| SAML-based Sign-on -

Enterprise Application

| Enter a relay state |

SAML Signing Certificate X

Manage the certificate used by Microsoft Entra 10 to sign SAML tokens issued to your app

5 save 4 MewCertificate T Import Certifieate | A7 Got feedback?

T Upload metadata file ) Change single sign-on made 1= Test this application

givenname

surname
emailaddress

name

Unique User Identifier

o SAML Certificates

user.givenname
UsEr.surname
user.mail
user.userprincipalname
user.userprincipalname

Taken signing certificate

Status Active

Thumbprint 3125987754C68TCCBEBEDD2 1480w

Expiration 25/11/2027, 182311

Netification Email ]

App Federation Metadata Url [ inmicraseftenline com,
ICerliﬁcale (Basedd) Downboad

Certificate (Raw) Download

Federation Metadata XML Downboad

Verification certificates (optional)

Required Mo

Active o

Expired 1

o Set up FTD-SAML-1

You'll need to configure the application to link with Microsoft Entra ID.

Lagin URL
Microsaft Entra Identifier

Lagout URL

o Test sinale sian-on with FTD-SAML-1

| httpey/laginmicraseftenline.com,
| https:fstswindows.net/477a5860
| httpsy/floginmicrosoftanline.com,

5 | Expiration Date Thumbprint

Active 25/11/2027, 18:23:01 | 3125987754C687CCBEREDD214BDASESOATIC2118 |
Signing Optian | Sign SAML assertion ~ ]
Signing Algorithm | sHa-256 ]

Notification Email Addresses

I — U




o Set up FTD-SAML-1

You'll need to configure the application to link with Microsoft Entra ID.

Login URL

[ https://login.microsoftonline.com/477a586b-61c2... [

Microsoft Entra Identifier

https://sts.windows.net/477a586b-61c2-4c8e-9a4... [

Logout URL

FTD-SAML-2

Home » cisco | Devices > Enterprise applications | All applications » FTD-SAML-2

FTD-SAML-2 | SAML-based Sign-on

Enterprise Application

» ‘T‘ Upload metadata file E} Change single sign-on mode  {= Test this application

Set up Single Sign-On with SAML

An S50 impl ion based on ion protocols imp
mare,

Read the configuration guide o for help integrating FTD-SAML-2.
o Basic SAML Configuration

Identifier (Entity 1D)

Reply URL [Assertion Consurer Service URL)  hitps:/ /IR cisco.conn/+ CSCC

me=FTR-5AML-2

Sign on URL Optianal
[Relay State (Optional) COptional
Logout Url {Optional) Optional

o Adtributes & Claims

givenname user.givenname
surname USEr.SUmame
emailaddress user.mail

name useruserprincipalname

Unigue User identifier uger.userprincipalname

e SAML Certificates

Token signing certificate
Statug Active

Thumbprint FICFBATBOTETOM4EETIIAT 1 32AF0M

Expiration 27/11/2027, 02:33:11

security. reliability, and and
implement. Choose SAML single sign-on whenever possible for existing applications that do ¢

htps:// R cisco.corn/samifs
-2

https://login.microsoftonline.com/477a586b-61c2... [y

Basic SAML Configuration
Bl save B Gotfeedback?

Identifier (Entity ID)* @
The unigue [0 that identifies your application to Microsoft Entra ID. This velue rmust be unigue oeross all epplications in your
Microseft Entra tenant. The default identiffer will be the audience of the SAML respanse for IDP-initiated 550,

Default
| ttps:// N cisco.com/sam/sp/metadata/FTD-SAML-2 | = o &
Add identifier
P hitpsyr YourC Isp/metadata/TGTGroup

Reply URL (Assertion Consumer Service URL) * &
The reply URL is where the application expects to receive the authentication token. This is olso referred to as the Assertion
Consumer Service” (ACS) in SAML

Index Default

e N RC ]

[t/ I cisco.com/+ CSCOE + fsaml/sp/acsTtgname =FTD-SAML-2 <] |
Add reply URL
Patterns: https//YOUR_CISCO_ANYCONNECT_FQDN/+CSCOE/SAMU/SP/ACS

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-an. This value is the sign-in page URL for
your application. This fleld is unnecessary if you want to perfarm identity provider-initiated simgle sign-on.

Enter a sign on URL "

Relay State (Optional) @
The Relay State instructs the applicotion where to redirect users after authentication is completed, ond the value i typicolly o
URL or URL path that takes users fo o specific focation within the application.

Enter a relay state |




Home 3 cisca | Devices > Enterprise applications | All applications SAML Signing Certificate P
FTD-SAML-2 | SAML-based Sign-on Manogethe cetficte s by NcrosotEnra D 0 i SAML tokes sued 1 you

T MNew Certificate T Import Certificate ke Got feedback?
T Upload metadata file ) Change single sign-onmade  §5 Test this application
. . Status Expiration Date Thumbprint
Unigque User identifier wser.userprincipalname
Active 277112027, 023311 FICFEATBOTETOMEET23AT132AF44623CIIFDIAT
9 SAML Certificates Signing Option Sign SAML assertion e
Token signing certificate Signing Algorithm SHA-256 W
Statiis Active
Thumbprint FICFBATBOTETOMEETIZATIIZAF04: Motification Email Addresses
Expiration 277112027, 023311

Matification Email i 1
App Federation Metadata Url hitps://login.microsoftonline.com,
Centificate (Bazetd) Doawn

Certificate (Raw)

Federation Metadata XML

Verification certificates {optional)

Required No
Active
Expired 0

o Set up FTD-SAML-2

vou'll need to configure the application to link with Microsoft Entra 1D,
Login URL hitpsy/flogin.micresoftonline.com,
Microsaft Entra ldentifier hitpsy/fstewindows.net/d77a5860
Legaut URL httpsy/flogin.microseftonline.com,

o Set up FTD-SAML-2

You'll need to configure the application to link with Microsoft Entra ID.

Login URL | httpsy//loginmicrosoftonline.com/477a586b-61c2... [ |
Microsoft Entra Identifier | https://sts.windows.net/477a586b-61c2-4c8e-9a4... [ |
Logout URL ‘ https://login.microsoftonline.com/477a586b-61c2... El
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% Firewall Management Center

Devices | Certificates

Filter
| Al Cerificates .
Name Domain Enroliment Type
> 1
D em
= 10,106.65.25
2 Giobal Manual (CA & ID)
FID-SAML-1-Kdp-cert Global Monual (CA Only)
FTD-SAML-2-Kdp-cert @bl Manual (CA Onty)
CA Gertificate

« Sisiug:  Avsiisble

Sorinl Mumbor :  FOSMIMNEI 108699400 TebddaThees

= lssued By

CN: Micresof Aus Fedeniled SS0 Cenicats
Isnunet T

GN: Micresof Anure Fedorated S50 Cericatn
Public Key Type :  RSA (2048 bs)
Signature Algorthen :  REA-SHAZSS
Associatod Trustpoints = [ FTD-5AML-1 -idp-cen
Valid From :  1283:11 UITE November 26 5034

Walid To: 12X UTC Nowember 25 2027

Owerview Analysis

Identity Gertificate Explry

Integration Deploy Q. @GP £+ @  admin v o

GA Certificate Expiry

Dec 12, 2029

Mow 25, 2027

Mew 27, 2027

GA Gertificate

- Status:  Awelabie
= Sarial Numbes:  2TEERTSEIDSCCOB04L0E01990068486]
= B By

N Microsolt Azwe Federated 550 Gertibcale

= Bsued To:

N Micsosoll Azwe Federsted S50 Certibeate

» Public Koy Type:  RSA (2048 bits)

+ Signature Aigerithm :  RSA-SHAZ56

+ Associated Trustpoints
o Vabd From: 30317 UTC Movember 36 2024
» Vald To: 20:03:11 UTC Nevember 26 J007

Status

LA

40

LD

s

SECURE
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FMC(Firepower Management Center)E& A8 3104 Cisco FTD(Firepower Threat Defense)0| A
SAML M M™EE Fdste{H CHS BHE FgLIct

1. Single Sign-on Server Configuration(Zt& 212! Mt A x|ag|o|M)2Z o|sEtLCt.
« Objects(7HA) > Object Management(7HA| £2[) > AAA Servers(AAA AH) > Single
Sign-on Server(Zt 2121 MH)Z O|SELICt.
« Add Single Sign-on Server(Zt 23021 M F£7hHE 225104 M| M 7S A|EHE
L|CF.

2. SAML M dd 8 FMELCt
« SAML 9E{Z2I0|= 88 ZZ0|M £=Z&IE|HL IdP(ID 22 AN CIR2ZE§
metadata.xml Zt Lo A =& El Oi7#H~E AE 3504 New Single Sign-on Server 4]
of HeFt SAML Zt2 Y=FfLct



e FX
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- SAML 3 ZAt 2 E|E| ID: metadata.xmlI2| entitylD

- SSO URL: metadata.xml2| SingleSignOnService

- 2730}2 URL: metadata.xml2| SingleLogoutService.
- 7|# URL: FTD SSL ID 213 AM2| FQDN.

- ID B2 QB A: IdP MY QABA

- ldentity Provider Certificate(ID M3 Xt 21& M) MMM SEE 1dP 2IE M
S StLIE HAGFLIC
- O] #& Ao M= FTD-SAML-1 O E Z|7{[0|42] IdP QIE ME AtEELICt

- MHIA SZR QIS AM: FTD M QIZ XA

Edit Single Sign-on Server

Name*
FTD-SAML-Object
Identity Provider Entity ID*

https:{/sts windows.net/47 7a586b

S50 URL*
[ hittps:/flegin.microsoftonline com/:

Logout URL
https:fflogin.microsoftonline com/:

Base URL

|' mttps: /I cisco_com

Identity Provider Certificate*
[ FTD-SAML-1-Idp-cert . ]-|—

Service Provider Certificate

I v |+

Request Signature
--No Signature--

Request Timeout

Use the timeout sel by the provide

Cancel Save
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‘ Firewall Management Center
Denices [ VPN ! Edit Connection Profile

10.106.65.25_VPN NS concel |

Enter Description

Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q @° £3 @ admin~ Wb croipE

Policy Assignments (1)
Local Realm: None Dynamic Access Policy: None
Connection Profile Access Interfaces Advanced
+
Name AAR ‘Group Policy
Authentication: /o _
DefaultWEBVENGroup Authorization: o0 iy DMGrpPolicy s
Accounting: Ny
Authentication: Kavin (RADIUS] _
EME_GERT_LOGAL_VPN Authorization: Kavln RADIUS, [ LocalLAN u
Accounting:  Kavin (RADIUS)
Authentication: FTD-SAML-Object (S50) 7
FTD-SAML-1 Autharization: " [ FTD-SAML-1-gp u
Accout H N
Authentication: FTD-SAML-Object (S50} _
FTD-SAML-2 Authorization: By FTD-SAML-2-gp o
Accou = N

4 2 utof CHEt AAA ZI|Efold =&
A
=2 o

mH
AN Hm 448 Zzub o CHEr AAA HI| 8ol ME el e = oS &L

Edit Connection Profile

Connection Profile:* | FTD-SAML-1

Group Policy:* [ FTD-SAML-1-gp
Edit Group Policy
Client Address Assignment AALA Aliases

Authentication
Authentication Method: | SAML v |

Authentication Server: | FTD-SAML-Object (S50) v

[ ] Override Identity Provider Certificate @
SAML Login Experience: g, VPN client embedded browser @

() Default OS Browser @

Authorization
Authorization Server: [ v |

] Allow connection only if user exists in authorization database
Accounting
Accounting Server: [ B |

» Advanced Settings
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Edit Connection Profile

Connection Profile:* | FTD-SAML-2

Group Policy:* | FTD-SAML-2-gp
Ecit Group Policy
Client Address Assignment AAA Allases
—

Authentication
Authentication Method: | SAML v |

Authenlication Server: | FTD-SAML-Object (SSO) -

Override Identity Provider Certificate @

FTD-SAML-2-idp-cert R

SAML Login Experience: g VPN client embedded browser @

() Default OS5 Browser @

Authorization
Autharization Server: [ v ]

[ Allew connection anly if user exists in authorization database
Accounting
Accounting Server; | v
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SAMLDeploy > Deployment 215 VPN B4 AtE 2 M MUt FTDE B A5t MEHFFLICEH

<ttroot>

firepower# sh run webvpn
webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client



enable
X-content-type-options
X-XSs-protection
content-security-policy
Secure Client image diskO:/csm/Secure Client-win-4.10.08025-webdeploy.pkg 1 regex "Windows"
Secure Client enable

sam idp https://sts.w ndows. net/477a586b-61c2- 4c8e-9a4l- 1634016aa513/

url sign-in https://login. mcrosoftonline.com 477a586b-61c2-4c8e-9a41-1634016aa513/sam 2

url sign-out https://1ogin.mcrosoftonline.com 477a586b-61c2-4c8e-9a4l1-1634016aa513/ san 2

base-url https://nigarapa2.cisco.com

trustpoint idp FTD- SAM.-1-idp-cert

trust poi nt sp ni garapa2

no signature

force re-authentication

tunnel-group-Tlist enable
cache
disable
error-recovery disable
firepower#

<{froot>

firepower# sh run tunnel-group FTD-SAML-1
tunnel-group FTD-SAML-1 type remote-access
tunnel-group FTD-SAML-1 general-attributes
address-pool secure-client-pool
default-group-policy FTD-SAML-1-gp
tunnel-group FTD-SAML-1 webvpn-attributes
authentication saml
group-alias FTD-SAML-1 enable

sam identity-provider https://sts.w ndows. net/477a586b-61c2-4c8e-9a4l1-1634016aa513/

firepower#



<tfroot>

firepower# sh run tunnel-group FTD-SAML-2
tunnel-group FTD-SAML-2 type remote-access
tunnel-group FTD-SAML-2 general-attributes
address-pool secure-client-pool
default-group-policy FTD-SAML-2-gp
tunnel-group FTD-SAML-2 webvpn-attributes
authentication saml
group-alias FTD-SAML-2 enable

sanml identity-provider https://sts.w ndows. net/477a586b-61c2-4c8e-9a4l-1634016aa513/

sam idp-trustpoint FTD SAM.-2-idp-cert

firepower#

Azure Entra AlEdXto| 2aQ1 21
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firepower#
debug webvpn saml 255

2
>

3.

<#froot>

firepower#
show crypto ca certificate

504
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