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Cisco Catalyst 8000V Cisco I0S XE Bengaluru 17.4.1

Cisco 4461 Integrated Services Router
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Cisco 4431 Integrated Services Router

74

HE<3 Clo|o{1 34



Gig1l

S

Cisco Secure Client

C8000v

7|2 WESI3 crofo{ 23

3t Ho{ 228 A5t T, 2Z C|o|E{HIo| A0 AFR X} 0|22 F

aaa new-model
1

aaa authentication Togin SSLVPN_AUTHEN local
aaa authorization network SSLVPN_AUTHOR Tocal
!

username test password ciscol23
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ox ok

2. RSA(Rivest-Shamir-Adleman) 7| 4

crypto key generate rsa Tabel AnyConnect modulus 2048 exportable



ELCH CIE M Aol CHEE REAMIEH LIE 2 PKIO

crypto pki trustpoint TP_AnyConnect
enrollment terminal

fgdn sslvpn-c8kv.example.com
subject-name cn=sslvpn-c8kv.example.com
subject-alt-name sslvpn-c8kv.example.com
revocation-check none

rsakeypair AnyConnect

A OIEQI CN(Common Name)2 AFEX}I7} EOF 70| E9)0](C8000V)0l| 1Z35HE
St= IP &4 B &= FQDN(Fully Qualified Domain Name)2 2 F4daf{oF grL|ct. &
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https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

4. Cisco Secure Clientd] TAE Y 5t7| I8t IP 2H E2 HolgLICH.

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

5. (M= AHE) ABS B0l B EE AMA B2 TAFLICH 0 HHA S22 VPN B
S SOl AMAE £ s Ch4 HEYAR PHELICH AES B0 THEIX| e B 1= E
o= 2E Ea4=o| VPN EfG(XA Ef)2 SHEFLIC

ip access-1list standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

6.HTTP Eot MHHE H|& A5t &t|ct.

no ip http secure-server

7.SSL MjetE = LICh

crypto ss1 proposal ssl_proposal
protection rsa-aesl28-shal rsa-aes256-shal

crypto ss1 policy ssl_policy

ss1 proposal ssl_proposal

pki trustpoint TP_AnyConnect sign

ip interface GigabitEthernetl port 443

SSL ‘YA2 SSL "4 ol ArSE M2 & MZ| X[HE Yo gLt ssL gdoll ZeE ZE o7
B0 ZAE|O|L A& S BfLICE E&Y MEH2 A ofeiof 74 E M4 o740l CHal M4 oH7H
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9 . (MEH ALE) Cisco Secure Client Profile Editor Cisco Secure Client Profile Editore| =22 o}

AnyConnect ZZ2 1} 212 M4derL|Ct Z2Lof| T 5t XML 2= ZZ0| HZ82 2 MBELICH

<tfroot>

true

true

false


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

A1l

A1l

A1l

false

Native



true

30

false

true

false



false

true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon



SingleLocalLogon

AllowRemoteUsers

LocalUsersOnly

false

Disable



false

false

20



false

false

true



SSL_C8KV

ssl vpn- c8kv. exanpl e. com

10. MMEEI XML Z2 0 UE 2IRE{ Q| ZEfA| HIEZ 2|0

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

11.HTTP 2ot MHE HIg&stgLich

no ip http secure-server

2Ccsln T2 o}



12. SSL H&t Hof Mg A HEL|Ct.

crypto ss1 authorization policy ssl_author_policy
client profile acvpn

pool SSLVPN_POOL

dns 192.168.11.100

banner Welcome to C8kv SSLVPN

def-domain example.com

route set access-list split-tunnel-acl

SSL Het Fof Y2 ¢4 FEt0o|UE FAIZ= e 70 o749 B0 L|CH Het &
0 Y22 SSL Z2utof| M F=ELICH

interface Virtual-Template2 type vpn
ip unnumbered GigabitEthernetl

ip mtu 1400

ip tcp adjust-mss 1300

crypto ss1 profile ssl_prof

match policy ssl_policy

match url https://ssTvpn-c8kv.example.com

aaa authentication user-pass Tist SSLVPN_AUTHEN

aaa authorization group user-pass Tist SSLVPN_AUTHOR ss1_author_policy
authentication remote user-pass

virtual-template 2

|K

2L M2 MM g URL ghofl ek EetEuch

rlo
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match policy - match & -E—% A835104 SSL M2 0|5 ssl_policyoll A 22H0|HEof CHEt
SSL = Z & ss|_profE MEHELICE

match url - URL sslvpn-c8kv.example.comC|H E 2|0{| A 22t0[HE0f CHEF SSL T2 1t
ssl_prof& ME4SIY| IS HWHES °E'7c|A|7|L,|IZ|-

aaa authentication user-pass list - 215 §Oil SSLVPN_AUTHEN S 50| A& ELICt.

aaa authorization group user-pass list - T8t £0{ F0i| HHES|Z S5 SSLVPN_AUTHORZ}
T8t £ 04 =™ ssl_author_policy2t &7 APREI L|C}.

authentication remote user-pass - AFE X} O|S/H|UHS E 7| 2 3}
R1E ZEE MolgfLct.

virtual-template 2 - SAE 7t& ©E3E HolghL|Ct.
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SSL VPN ¢4 A% &0i Cisco Secure Clie
Mgt Li& 2 AnyConnect SSL VPN 944
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t2} Secure Gateway 7H0i| & M5t= O[HIE
Ol EME HEFIAMAIL

Cisco Secure Client(AnyConnect) - C8000v 5t0| Bl HH 5 &

Cisco Secure Client S5LVPN Gateway

5 e Soenr et - X

T, et v

| Establish 3-way TCP handshake to host sslvpn-c8kv.example.com port 443 |

| 550 Handshake-Server selects cipher from propesal list and sends cert |

Maps connection to S5L profile my-profile by matching URL sslvpn-c8kv.example.com

‘ Client sends http POST to start Aggregate Authentication Initiliazition phase

POST [HTTP/1L1

Host:sslvpn-cBkv.example.com

User-Agent: Any Connect Windows 5.1.8.105
<group-access=https)/sslvpn-cBkv.example.com</group-access>
<config-auth client="vpn" type="init" aggregate-auth-version="2"7?

Aggregate Auth (auth-request) - Send client authentication request

<config-auth client-"\.'pn" type="auth request"»

<tunnel-greup= ssl_prof <ftunnel-group=

<message-Please enter your username and password </message>
<input type="text” name="username” label=" "= <finput>
<input type="password” name="password" label="" "x <finput>

Al By o1

|ok
O

aaa authentica n login S5SLVEN AUTHEN local
aaa authorization network SSLVPN_AUTHOR local

off CHEr Rt

crypto ssl proposal ssl_prupusal
| _protection rsa-aes256-shal rsa-aesl28-shal

erypto ssl policy ssl_policy

ssl proposal ssi proposal
pki trustpoint TP AnyConnect sigm

| ip interface GigabitEthernetl port 443
1

to ssl profile -profile

match pelicy ssl policy
match url https ffﬁﬁ‘vpn cBkv.example.com

aaa authentication user-pass list SSLVPN_AUTHEN
aaa authoriz on group user-pass list SSLVPN_AUTHOR ssl_author policy
authentication remote user-pass |

 virtual-template 2
!
crypto ssl authorization policy ssl_author policy
pool SSLVEN POOL
def domain example.com
1

ip local pool SSLVFN_POOL 152.168.13.1 192.168.13.10

interface ° Le? type vpn
Giga.bitxthemetl
ip mtu 1400
vpn mode ==


https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html

(B e,
Wy - -
LX) =
aaa n login 1 local
Clsco Secure Client SSLVFPN Gateway aaa a . network = OF local

crypto ssl proposal ssl_proposal
protection rsa-aes256-shal rsa-aesl28-shal
!

crypto ssl poliey ssl_poliecy

ssl proposal ssl proposal

pki trustpoint TP AnyConnect sign

ip interface GigabitEthernetl port 443

"

Invoke AAA authentication for 4 " + local

| Retrieve sessionfuser attributes from AAA eg. Ipv4 address from pool SSLVEN_POOL |

crypto ssl profile my-profile
match pelicy ssl_policy
MIL&HJV n-ciky . exanple . com

[ Client initiates tunnel establishment and request attributes like ip address via CSTF

CONNECT/CSCOSSLC/tunnel HTTR/1.1 <snip...> aan au . 1ist SSLVEN_AUTHEN
Host:sslvpn-cky example.com
¥-CSTP-Hostname: DESKTOP-PMHGETS aaa = 1za ' group user-pass list SSLVEN _AUTHOR ssl_author policy
X-CSTP-MTL: 1399 authentication remote =
X-CSTP-Address-Type: IPvE, IPvd virtual-template
1
Clone \ inte V-Accessl- apply per user features like ACL, QOS5, VRF crypto ssl authorization pelicy ssl_author_policy
. pool SSLVEN POOL
interface Virtual-Access2 Aaf domain _e Talcon
“show derived-config...” I '
b ip local p-o-ol SSLVPH_POOL 192.168.13.1 152.168.13.10
interface Vir 1-Template? type vpn
ip unnumbered Gigab.i.tEthemetl
Server sends all anyconnect client attributes like ip address, domain via CSTP ip mtu 1400
HTTPf1.1 200 OK mode -
server Cisco 105 S5LVPN <snip..» i -
X-CSTP-Address: 192.168.13.8
K-CSTP-Default-Domain: example.com
Tunnel established - User traffic can now be transmitted
A9lHd HAA 582
Cl=2< srelskLCt
|E= 71— H- .

RO E = =

RI5 € HIAESE{™ Cisco Secure Clientol A FQDN(Fully Qualified Domain Name) E£& IP &

1.
A C8000vE Q4% CH2 A4 5HE =dgLIct.

—
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@ Cisco Secure Client

Please enter your username and password.

https: //sslvpn-c8kv.example.comr

& Cisco Secure Client | https://sslvpn-c8kv.example.c... X

Please enter your username and password.

Username: |tgst |

Password: | ®**=*====

Cisco 29t 2E}0|HE A4 AT
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@ Cisco Secure Client — X

Secure Client

CISCO
General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN
N
Connection Information -
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPvE): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Duration: 00:05:47
Session Disconnect: None
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4): 192.168.13.3
Client (IPv6): Mot Available
Server: 10.106.45.225
B rs
Collect diagnostic information for all Y v
installed components.
Diagnostics Reset Export Stats

Cisco Secure Client(AnyConnect) & |

K| #lgrLct.

3.CHZ 22 0|8 AnyConnectVPN > ZZ ME HE ZAIE HEJ} Hot B2 ot HIE
Chal = o

ot ZEof &Y




€9 Cisco Secure Client —

il Secyre Client

General Virtual Private Network (VPN)

AnyConnect VPN

Non-Secured Routes (IPv4)
0.0.0.0/0

Secured Routes (IPv4)
192.168.11.0/24

192.168.12.0/24
192.168. 11.100/32

Collect diagnostic information for all
installed components.

Diagnostics

Cisco Secure Client(AnyConnect) A2 ME HE
C8000vO{ M Z1x|1Ei|o|Mo| MCHZ At Sst=X| & Qlste™ ol MMdg AFEELICH.

1.ssl MM HEE EA|5I2H - & 5 3l ss| session{user user-name |profile profile-name}

<#root>

sal _c8kv#show crypto ssl session user test

Interface :

Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 5.1.8.105

Username : test Num Connection : 1
Public IP : 10.106.69.69

Profile :

ssl _prof

PoTlicy :

ssl _policy



Last-Used : 00:41:40 Created : *15:25:47.618 UTC Mon Mar 3 2025
Tunnel IP : 192.168.13.3 Netmask : 0.0.0.0
Rx IP Packets : 542 Tx IP Packets : 410

sal _c8kv#show crypto ssl session profile ssl_prof

SSL profile name: ssl_prof
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
cisco 10.106.69.69 1 00:49:41 00:49:41

2. sslvpn &€ E Al5t2{™ show crypto ssl stats [profile profile-name] [tunnel] [{] detail]

<#root>

sal _c8kv#show crypto ssl stats tunnel profile ssl_prof

SSLVPN Profile name : ssl_prof

Tunnel Statistics:

Active connections 1
Peak connections 1 Peak time : 1d23h
Connect succeed ;13 Connect failed : 0
Reconnect succeed : 0 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0
Client
in CSTP frames : 23 in CSTP control : 23
in CSTP data : 0 in CSTP bytes 1 872
out CSTP frames 11 out CSTP control 11
out CSTP data : 0 out CSTP bytes : 88
cef in CSTP data frames : 0 cef in (CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server
In IP pkts : 0 In IP bytes : 0
In 1IP6 pkts : 0 In 1IP6 bytes : 0
Out IP pkts : 0 Out IP bytes : 0
Out IP6 pkts : 0 Out IP6 bytes : 0

3. 20| E 2t A El Virtual-Access QIE{HH|O|A 0| MEE AKX A4S &QlghL|Ct.



<tfroot>

sal _c8kv#show derived-config interface Virtual - Accessl

Building configuration...

Derived configuration : 143 bytes

I

interface Virtual-Accessl

description ***Internally created by SSLVPN context ssl_prof**%*
ip unnumbered GigabitEthernetl

ip mtu 1400

end

| _—
=X sS4
o| MMM M EX| a0l A SE = U= HEE MSELict.

1. S|l =2l ECI0|E 7Ho| gArg & Qlst7| ?I8F SSL C|HZA

<#froot>

debug crypto ssl condition client usernane

debug crypto ss1 aaa

debug crypto ss1 aggr-auth message
debug crypto ss1 aggr-auth packets
debug crypto ss1 tunnel errors
debug crypto ss1 tunnel events
debug crypto ss1 tunnel packets
debug crypto ss1 package

2. SSL Zix|eio|MdE #felsty

10
ot
¥
N
Bl
1
hl
0
ol
10
(=
[ul

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR K H R



3. Cisco Secure Client& ZTIE & 27 £(DART)
DART HHE 2 +7%!5t2{2 Run DART to Collect Data for Troubleshooting0ll A El EHAH|E 33t

debug crypto ssi
debug crypto ss1 tunnel events
debug crypto ss1 tunnel errors

<tfroot>

*Mar 3 16:47:11.141: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:14.149: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891B8 total_len=621 bytes=621 tcb=0x0

*Mar 3 16:47:15.948: %SSLVPN-5-LOGIN_AUTH_PASSED: vw_ctx: ssl_prof vw_gw: ssl_policy remote_ip: 10.106.
*Mar 3 16:47:15.948: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: LOCAL] [Tocalport
*Mar 3 16:47:15.949: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=912 bytes=912 tcb=0x0

*Mar 3 16:47:17.698: CRYPTO-SSL: sslvpn process rcvd context queue event

16:47:20.765: X-CSTP-Session-Timeout: 43200
16:47:20.765: X-CSTP-Keepalive: 30

*Mar
*Mar

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] CSTP Version recd , using 1
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-ERR]: IPv6 Tocal addr pool not found
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] No free IPv6 available, disabling IPv6
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0]
SSLVPN reugesting a VA creation
*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Per Tunnel Vaccess cloning 2 request sent
*Mar 3 16:47:20.760: %SYS-5-CONFIG_P: Configured programmatically by process VTEMPLATE Background Mgr f
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[0] VACCESS: Received VACCESS PER TUNL EVENT response.
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Received vaccess Virtual-Accessl fro
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Cloning Per Tunnel Vaccess
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Interface Vil assigned to Session Us
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Allocating IP 192.168.13.4 from address-pool
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Using new allocated IP 192.168.13.4 0.0.0.0
*Mar 3 16:47:20.761: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
*Mar 3 16:47:20.763: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Full Tunnel CONNECT request processed, HTTP r
*Mar 3 16:47:20.763: HTTP/1.1 200 OK
*Mar 3 16:47:20.763: Server: Cisco I0OS SSLVPN
*Mar 3 16:47:20.763: X-CSTP-Version: 1
*Mar 3 16:47:20.763: X-CSTP-Address: 192.168.13.4
*Mar 3 16:47:20.763: X-CSTP-Netmask: 0.0.0.0
*Mar 3 16:47:20.763: X-CSTP-DNS: 192.168.11.100
*Mar 3 16:47:20.764: X-CSTP-Lease-Duration: 43200
*Mar 3 16:47:20.764: X-CSTP-MTU: 1406
*Mar 3 16:47:20.764: X-CSTP-Default-Domain: example.com
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.11.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.12.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.11.0/255.255.255.0
*Mar 3 16:47:20.764: X-CSTP-SpTlit-Include: 192.168.12.0/255.255.255.0
*Mar 3 16:47:20.765: X-CSTP-Rekey-Time: 3600
*Mar 3 16:47:20.765: X-CSTP-Rekey-Method: new-tunnel
*Mar 3 16:47:20.765: X-CSTP-DPD: 300
*Mar 3 16:47:20.765: X-CSTP-Disconnected-Timeout: O
*Mar 3 16:47:20.765: X-CSTP-Idle-Timeout: 1800
3
3


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

*Mar 3 16:47:20.765: X-CSTP-Smartcard-Removal-Disconnect: false

*Mar 3 16:47:20.766: X-CSTP-Include-Local_LAN: false

*Mar 3 16:47:20.766: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] For User cisco, DPD timer started for 300 sec
*Mar 3 16:47:20.766: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=693 bytes=693 tcb=0x0

*Mar 3 16:47:21.762:

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

I2d x4
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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