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Windows(AnyConnect):
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\SWG\

Windows(&2. ¢t Z20[|1E):
C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\SWG\

macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/swg/

« macOS(E ¢t E2t0|HE)
/opt/cisco/secureclient/umbrella/swg/
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Windows(AnyConnect):
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\data\swg_org_config.f]

Windows(EZ 2t 2201 E):



C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\data\swg_org_config.flag

+ macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/data/swg_org_config.flag

« macOS(E¢t EE}0[E):

/opt/cisco/secureclient/umbrella/data/swg_org_config.flag
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{

"exceptionList": [

"www . example.com",

"smh.com.au",

"*_ smh.com.au",

"www.blue.com",

"* www.bTue.com",

"146.112.133.72"

// ...additional entries...

1,

"failOpen": 1,

"logLevel": "1",

"swgAnycast": "146.112.255.50",

"swgDomain": "swg-url-proxy-https.sigproxy.qq.opendns.com",
"swgEchoService": "http://www.msftconnecttest.com/connecttest.txt"

}
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" http://www.msftconecttest.com/connecttest.txt" }.
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Get-WinEvent -Path C:\Desktop\Umbrella.evtx | Format-Table -AutoSize | Out-File C:\Desktop\UmbrelT
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>log show --predicate 'subsystem contains '"com.cisco.anyconnect.swg" || senderImagePath endswith
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[&] Event Viewer (Local) . Cisco AnyConnect Umbrella Roaming Security Module Number of events: 10,873 (!) New events available

7 Custom Views

& Windows Logs
| BAl= Applications and Services Lo @Informatinn 5/10/2020 10:28:18 PM acswgagent
f&] Cisco AnyConnect Diagn @Infor . . ) ) o .
i—| Cisco AnyConnect Secur @Im‘on Log Properties - Cisco AnyConnect Umbrella Roaming Security Module (Type: Administrative) X
{1 Cisco AnyConnect Umbr| || (i) Infory
[+] Cisco AnyConrect Web ¢ | (i) Infory
fs] Hardware Events (1) Infor

Level Date and Time Source

General

f+] Internet Explorer Olnfar Full Name: Cisco AnyConnect Umbrella Roaming Security Module
[+] Key Management Service T L i - - : ;
) og path: %SystemRoot%\System32\Winevt\Logs\Cisco AnyConnect Umbrella Roaming Securit
| Microsoft < o Y Y o
| OpenSSH Event 25 Log size: 3.82 MB(4,001,792 bytes) B
f&] Windows PowerShell - — —
&) Saved Logs Generd Wednesday, February 26, 2020 10:43:11 PM

3 Subscriptions

| . @ Fri Sunday, May 10, 2020 11:28:48 PM

Accessed: Sunday, May 10, 2020 11:28:48 PM

Enable logging

Maximum log size ( KB ): 39062

on

When maximum event log size is reached:
@' Owerwrite events as needed (oldest events first)
(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually)

Clear Log
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* Windows(AnyConnect):
C.\ ProgranDat a\ Ci sco\ Ci sco AnyConnect Secure Mbility dient\Unrbrellal SWG

+ Windows(E2¢t 220|HE):
C.\ ProgranDat a\ Ci sco\ Ci sco Secure Cient\Unbrella\l SWG

+ macOS(AnyConnect):

[ opt/ ci sco/ anyconnect/ unbrel | a/ swg/

« macOS(E ot Z20|E):

/ opt/ciscolsecureclient/unbrellalswy/
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https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
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