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X o« <+ Add ~ 5% Manage tenants What's new 52 Preview features &7 Got feedback? ~

o (@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try. Micr I n
B Preview features center! [
A Diagnose and solve problems Overview  Monitoring  Properties Recommendations  Setup guides
~ Manage
.
aa Users Sign-ing
A8 Groups
B External ldentities

&b Roles and administrators
& Administrative units

Delegated admin
partners

2 Enterprise applications I

[T Devices
QlE{Z2to|= ofZ 2|7 oM
3. ol o] o|O|X|ofl EAIE! CHZ New Application(M OHZ Z2|7i|0|M)S MEqELICE

Home > Default Directory | Enterprise applications > Enterprise applications

22z Enterprise applications | All applications

mE= Default Directory
SI & -+ New application | () Refresh -l Download (Export) @ rPreviewinfo == Columns [l Preview features &7 Got feedback?
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
~  Manage
NMeg zza

AELA|. Add from the gallery(ZEH212] F7}) MMol| A A4 A Xodl Cisco Secure Firewall - Secure
Client® 245t A1 m'doll M Cisco Secure Firewall - Secure ClientS AMEfst CtS A2 FI}HE
L|C}.

Home > Default Directory | Enterprise applications > Enterprise applications | All applications. »

Cisco Secure Firewall - Secure Client (forme... x
Browse Microsoft Entra Gallery

A7 Got feedback?

""" Create your own application 2 Got feedback?

Logo @ Name* @

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single si

leverage prebuilt templates to connect your users maere securely to their apps. Browse or create your own applicatior
Gallery for other arganizations to discover and use, you can file a request using the process described in this article,

Cisco Secure Firewall - Secure Client (formerly AnyConnect) aut...

Publisher (& Provisioning (0]
Cisco Systems, Inc. Automatic provisioning is not
£ Cisco Secure Firewall - Secure Client X Single Sign-on : All User Account Management : All supported
5) Federated 550 (D Provisionin ) . .
2 9 Single Sign-On Mode © URL @
SAML-based Sign-on https:/fwww.cisco.com/gossec
Showing 1 of 1 results Linked Sign-on urefirewall
Cisco Secure Firewall - Read our step-by-step Cisco Secure Firewall - Secure Client
Secure Client (formerly (formerly AnyConnect) authentication integration tutorial
AnyConnect) ) .
authentication l..!se Microsoft Entr_a ID to Manage user access and tl.‘llabh? single
Cisco Systems, Inc sign-on with the Cisco Secure Firewall for Secure Client (formerly
' AnyConnect) SAML authentication.
)

Create

Cisco Secure Firewall - 29t 22| 0|Q1E
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Enterprise Application

5 Overview

[ Deployment Plan

# Diagnose and solve problems
» Manage

> Security

> Activity

» Troubleshooting + Support

E AlE! CHZ Single Sign-on I+

Properties

O

MName ©

)

Cisco Secure Firewall - Secu...

Application ID ©

098b5489-daec-4c73-8del-.. [y

Object ID @

584f4478-7571-4361-9453-.. Iy

Getting Started

1. Assign users and groups

®
Provide specific users and groups access
to the applications

Assign users and groups

=1
=}

=
=

fjo

Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Overview

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

6TH7. Select a single sign-on method(SSO & A 4E4) 1| 0| X|0{| A SAMLS MEHEFL|Ct.

3 Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication | Single sign-on

Enterprise Application

Overview
Deployment Plan

Diagnose and sclve problems

< X B B

Manage

Il Properties

A& Owners

4t Roles and administrators
&2 Users and groups

5 Single sign-on

2 Provisioning

C Self-service

SAML

MEg HE

7EHA.

Single sign-on (SSO) adds security and convenience when users sign on to applications in Micresoft Entra ID by enabling a user in

your organization to sign in to every application they use with only one account, Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more,

Select a single sign-on method

Q

Disabled

won't be able to launch the app from
My Apps.

5l24™ Set up single sign-on with SAML(SAMLE AL
1| 0| X|of| A Basic SAML Configuration(7|2 SAML Z1Z|12i|0|M)o| HE/H oto|2 2

Single sign-on is not enabled. The user

Help me decide

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

3

stof Brd 2001 M)
S Z2lshL|C}.
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Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

7|8 Saml 71z g 0|4

8EH7|. SAMLE A&35t04 SSO M HIO|X|oM CtS HEQ| Ztg =igrLct
a. AExI BIAE AMRIOf CFS THEIS AFR 3510 URLS @248t}

https://<VPN URL>/saml/sp/metadata/<Tunnel_Group_Name>

b. Reply URL(Z|&l URL) 1A E & %tof ChE THE S ALS5H04 URLE 3{ELICH

https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<Tunnel_Group_Name>
[Tunnel_Group_Name = SAML1]

¢ Edit
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SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint

Expiration 2/4/2028, 4.33:14 PM

Notification Email

App Federation Metadata Url https:// . D
Certificate (Baseb4) Download

Certncate (Raw) Download

Federation Metadata XML Download

M1 22 =8 0| QIS M ASA A2 XIE AzureAD-AC-SAML1Z 7H4SLIC. KhAIEH
LHSS ASA 74 MM BEFHIAIL.



10EtA|. Cisco Secure Firewall ™ - 20t ZEI0|1E MMM @7 AHEOf 2l M8t URLE
2 AbgtL|Ct. 0|28 URLE ASAOIA SSO MH 7HAIE FA45t= Ol AR EL LY.

« Microsoft Entra Identifier - VPN Z1I| 224 0|AM2| SAML IDPQIL|C}.
+ Login URL(Z Q! URL) - URL 291¢]Lc}.
+ Logout URL(210}R URL) - URL 2102 L]ch.

Set up Cisco Secure Firewall - Secure Client (formerly AnyConnect) authentication

You'll need to configure the application to link with Microsoft Entra ID.

Login URL https://login.microsoftonline.com/65d917a5-74a4... [

ry

Microsoft Entra Identifier https://sts.windows.net/65d917a5-74a4-42aa-8e3... [
Logout URL https://login.microsoftonline.com/65d917a5-74a4... [
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Ext F7hHE M=gfLic
o Cisco SAML 1| Users and groups

Enterprise Application
¢ L + Add userigroug] F Edit assignment  [i] Remove assignment € Update credential ) Refresh {5 Manage view

B Overview —
m @ The application will appear for assigned users within My Apps. Set “visible to users? to no in properties to prevent this.
Deployment Plan

# Diagnose and solve problems

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
~ Manage

. A2 First 200 shown, search all users & groups
||_ Properties

dis Owmers Display name Object type

&, Roles and administrators

MNe application assignments found
A& Users and groups ¥

3 Single sign-on

u]
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20HA. (&Y FTH Chst &R0 [ALERH EEE [1E]S2 ML

wovl o

Add Assigni

Default Directory

® Try changing or adding filters if you don't see what you're looking for.

Search

¢ Got feedback?

B

4 results found

Users All  Users
None Selected -
elect a role
. Test1 User

B 1 F=7¢

SEMAL (2T F7H CHE &Rt (2] EFE S =FLICHL



Add Assignment

Default Directory

Users

1 user selected.

Select a role
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Add Assignment

Default Directory

Users

1 user selected.

Select a role

Meaf-

IHA 2 F7}

Home > Default Dir Users

Add Assigni
Default Directory @ Try changing or adding filters if you don't see what you're looking for. Selected (U)
") Reset
Search
. el ‘ No items selected
4 results found
All  Users
Users A
Mone Selected Name Type Details
Select a role

D & Test2 User
v

4
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Enterprise Application

Cisco SAML 1| Users and groups

Overview

Deployment Plan

B E

Diagnose and solve problems
~ Manage

Il Properties

&8 Owners

&, Roles and administrators
L& Users and groups

D) Single sign-on

3 Provisioning

C Self-service

HIAE 1 AF2 A} XA

Test2 AHEX} EEH:

o

0

[_] . Test1

& + Add user/group

First 200 shown, search all users & groups

Display name

Enterprise Application

&a Cisco SAML 2 | Users and groups

B2 Overview
[ Depleyment Plan
#+ Diagnose and solve problems
“ Manage
',l' Properties
28 Owners

&, PRoles and administrators

S3 Users and groups b4

3) single sign-on
3 Provisioning

C Self-service

18l ME X|™HE

F el dE x|™E

<#root>

config t

crypto ca trustpoint

Azur eAD- AC- SAML1

revocation-check none

no id-usage

enrollment terminal

o

4 Add user/group

First 200 shown, search all users & groups

Display name

. Test2

Ay

(D Refresh i35 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this,

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

() Refresh 33 Manage view

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this.

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Object type

User

27 Got feedback?

,I'J? Got feedback?



no ca-check
crypto ca authenticate

Azur eAD- AC- SAML1

crypto ca trustpoint

Azur eAD- AC- SAML2

revocation-check none
no id-usage
enrollment terminal
no ca-check

crypto ca authenticate

Azur eAD- AC- SAML2

2CHA|. SAML IdPE R Ad8hLC}.

SAML IdP MHEE T2 H|X{'J5tE{HH OIS HHEE AFSELICH

webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Login URL]
url sign-out https://login.microsoftonTine.com/XXXXXXXXXXXXXXXXXXXXXX/sam12 - [Logout URL]
trustpoint idp AzureAD-AC-SAML1 - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com

3CEHA|. & el VPN E{d 220 SAML @158 XMstL|Ct.

AzureAD-AC-SAML1 IdP &lZ| X[ E AtE3sto{ SAML1 BHid I && T/ E&fLIch



<ffroot>

tunnel-group SAML1 webvpn-attributes

authentication saml

group-alias SAML1 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.1 <---- Overrides the primary IDP certificate in the Single Sign-On (

ATHA| F HE VPN B{'d O 50i SAML 2152 M E§hLct.

AzureAD-AC-SAML2 IdP 2IE| X|HE AFE350{ SAML2 B 2§ 7+ &HL|C.

<{froot>

tunnel-group SAML2 webvpn-attributes

authentication saml

group-alias SAML2 enable

saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/

sam idp-trustpoint AzureAD AC-SAM.2 <---- Overrides the primary IDP certificate in the Single Sign-On (

S5EHA: MY XE.

write memory
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debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255
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