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» Cisco FDM(Secure Firewall Device Manager)
« Cisco FTD(Firepower 2|2 &0{)
» CSC(Cisco Secure Client)
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« Cisco Secure Firewall Device Manager ™ 7.3
« Cisco Firepower Threat Defense Virtual Appliance EH7%1 7.3
« Cisco Secure Client HH™ 5.0.02075
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ol EMoiME ol0| 2t Sste #Z43 UMA VPN ZI|T2efo|M0| UE "2 JHEELICEH

FDMOi A Remote Access VPN(HZ3 AHA|A VPN) > Group Policies(21& H2)Z 0|S35t1, Het?
MEZEAE #Hstzds 28 HMO|M Edit(HE) -HHES 235t 11, Windows Browser
Proxy(Windows E2I KX ZEA|) MMHo 2 0|S & LILCt.

Add Group Policy

Cl, Search for att 1L Browser Proxy During VPN Session

Mo change in endpoint settings

Basic

General

Session Settings
Advanced

Address Assignment

Split Tunneling

Secure Client

Traffic Filters

Windows Browser Praxy

CANCEL 4] 4

Browser Proxy During VPN Session = &CH20i| A Use custom settings(AFE A+ X|H A AHE)E
MEdFL|CE



Add Group Policy

(4, Search for attribute Browser Proxy During VPN Session
Use custom settings o
Basic
General Proxy Server IP or Hostname Port

Session Settings

Advanced BROWSER PROXY EXEMPTION LIST
Address Assignment Mo addresses bypass the proxy
Split Tunneling Add Praoxy Examplion

Secure Client

Traffic Filters

Windows Browser Proxy

CANCEL (0] 4
Proxy Server IP or Hostname(ZE A| AH{ IP EEE SAE 0|8) &Kol ZEA| MH HEE Q298
T Port(ZE) #Rt0l| Aol A7 ZEE ALt



Add Group Policy

Q, Search for attribuite Browser Proxy During VPN Session
Use custom settings W

Basic

General Proxy Server IP or Hostname Port

Session Settings 192.168.19.96 80
Advanced EROWSER PROXY EXEMPTION LIST

Address Assignment Mo addresses bypass the proxy

Split Tunneling Add Proxy Examption

Secure Client

Traffic Filters

Windows Browsar Proxy

CANCEL OK

| pfeeis F4A E= 3AE 0|&0| U= B2 Add Proxy Exemption(Z5
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Edit Group Policy

4, Search for attributs Browser Proxy During VPN Session
Use custom settings
Basic
General Praxy Server IP or Hostname

Session Settings 192.168.19.96

Advanced BROWSER PROXY EXEMPTION LIST
Address Assignment IP or Hostnarme
Split Tunneling example-host.com

Secure Client Add Angtber. Praxy. Exemetion

Traffic Filbers

Windows Browser Prooy

<tfroot>

firepower# show running-config group-policy
group-policy ProxySettings internal
group-policy ProxySettings attributes
dns-server value 10.28.28.1
dhcp-network-scope none
vph-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vph-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

msi e- proxy server value 192.168.19. 96: 80

Part

Port

443

CANCEL
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nsi e- proxy net hod use-server

nei e- proxy except-list val ue exanpl e-host.com 443

nsi e- proxy | ocal -bypass enabl e

vlan none

address-pools value AC_Pool
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway none
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles none

anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

<#root>

Thhk

Date : 07/20/2023
Time : 21:50:08

Type : Information
Source : csc_vpnagent

Description : Current Profile: none
Received VPN Session Configuration Settings:

Keep Installed: enabled
Rekey Method: disabled

Proxy Setting: bypass-local, server

Proxy Server: 192.168.19. 96: 80

Proxy PAC URL: none



Proxy Exceptions: exanpl e-host.com 443

Proxy Lockdown: enabl ed

IPv4 Split Exclude: disabled

IPv6 Split Exclude: disabled

IPv4 Dynamic Split Exclude: 3 excluded domain(s)
IPv6 Dynamic Split Exclude: disabled
IPv4 Split Include: disabled

IPv6 Split Include: disabled

IPv4 Dynamic Split Include: disabled
IPv6 Dynamic Split Include: disabled
IPv4 Split DNS: disabled

IPv6 Split DNS: disabled

Tunnel all DNS: disabled

IPv4 Local LAN Wildcard: disabled
IPv6 Local LAN Wildcard: disabled
Firewall Rules: none

Client Address: 172.16.28.1

Client Mask: 255.255.255.0

Client IPv6 Address: FE80:0:0:0:ADSD:3F37:374D:3141 (auto-generated)
Client IPv6 Mask: FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFC
TLS MTU: 1399

TLS Compression: disabled

TLS Keep Alive: disabled

TLS Rekey Interval: none

TLS DPD: 0 seconds

DTLS: disabled

DTLS MTU: none

DTLS Compression: disabled

DTLS Keep Alive: disabled

DTLS Rekey Interval: none

DTLS DPD: 30 seconds

Session Timeout: none

Session Timeout Alert Interval: 60 seconds
Session Timeout Remaining: none
Disconnect Timeout: 1800 seconds
Idle Timeout: 1800 seconds

Server: ASA (9.19(1))

MUS Host: unknown

DAP User Message: n

Quarantine State: disabled

Always On VPN: not disabled

Lease Duration: 1209600 seconds
Default Domain: unknown

Home page: unknown

Smart Card Removal Disconnect: enabled
License Response: unknown

SG TCP Keep Alive: enabled

Peer's Local IPv4 Address: N/A
Peer's Local IPv6 Address: N/A
Peer's Remote IPv4 Address: N/A
Peer's Remote IPv6 Address: N/A
Peer's host name: firepower

Client Protocol Bypass: false

Tunnel Optimization: enabled
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