Resolve Secure Access APl Remote Access
Events 403 Access Forbidden Error( &2 2 M| A
AP| $474 HH|A O|HIE 403 HMA 2X| 2F 5l
7=|)

Cisco Secure Access API @1 E X 91 E /reports/v2/remote-access-eventsE A& 50 VPN &4 4
MA 238 ZAMEEdD AT g M, AFE XHE reports.granularevents:readE HIZ 8 ZE T4 HQ
E st =nlT 275t "403 Access Forbidden" SE 2 X|&MO 2 & LICH Ol A=
Oi7H H-E AL2SI0d APIE S EE MY 2h gLt

Authorization: Bearer <token>

Accept: application/json

Endpoint: https://api.sse.cisco.com/reports/v2/remote-access-events
Params: {"Timit": 500, "from": "-6000minutes", "to": "now"}

HTTP status: 403

Events retrieved: 0
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» Cisco Secure Access API

« API A E ZQIE: /reports/v2/remote-access-events

« TME H{7} 9= API 7|: admin.vpn:read, admin.users:read, admin.alertrules:read,
admin.alerts:read, admin.sentinel:read, reports.aggregations:read,



reports.granularevents:read, reports.malware:read, reports.incidents:read,

reports.reports.dip.events:read
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« EAM AEl: E4 Q&= reports.aggregations:read &/ LIC}.

« AX 78 QI8 API HO|EH0| ACL reports/v2/remote-access-eventsS
reports.utilities:read 0l O & &FL|C}

Token Scope: reports.aggregations:read
GET /reports/v2/remote-access-events
Response: 403

Token Scope: reports.utilities:read
GET /reports/v2/remote-access-events
Response: 200

Token Scope: reports.* (A1l Reports)
GET /reports/vZ/remote access-events
Response: 200
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curl -L --request GET \

--url "https://api.sse.cisco.com/reports/v2/remote-access-events?1imit=10&from=-60minutes&to=now' \
--header 'Authorization: Bearer <Bearer token>' \

--header 'Accept: application/json’
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https://www.cisco.com/c/ko_kr/support/index.html
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