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1. Secure Access CHA|E =0 219! Secure Access

2. Connect(®1Zd) > Network Connections(HE2|3 21Z) > Network Tunnel Groups(HIE 3 B
&)= 0|Ssta +Add(F7HE 8/t HERIT BHE 282 FE&Lb

‘dhes’ Secure Access : £ Jaikishan Yadav

[Network Connections | & Raute Summarization

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

Experience
nsighs o o 0
Disconnected § Warning £b Connected @
&
Connect

Network Tunnel Groups

= A natwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

HotHMA-HERHI EHE OE
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 Network Tunnel Groups
Add a Network Tunnel Group

H OF oH
. =/

2jof U ClutolA RE T4

o
215k |:|._

- Hd

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help

@ General Settings

2 Tunnel ID and Passphrase

3 Routing

4 Data for Tunnel Setup

MA-HE{I EHE 3

« Network Tunnel Groups

Add a Network Tunnel Group

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

| Fro-soP

Reglon

[ US (Pacific Northwest) " J
Device Type

[ FTD - ]

< Cancel m

Add a network tunnel group o Secure Access and enable secure network connections o

the internet and private resources. Select one of your
devices to establish this network tunnel group connection, Hel

@ General Settings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

ion's available

Tunnel ID and Passphrase
Configute the tunnel 1D and passphrase that devices will use to connect to this tunnel group.

Tunnel Il Format

@ Email IP Address

Tunnel 1D

[mngp\-pn ] @<org=<hubs.sse.cisco.com

Passphrase

[ besbeseeshsthbs L sRbsRESS Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[t o |

cae =] -]
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o C|HIO|A AS HHE
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« Save(ME)E FEIFLICH

@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing l O Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.
4 Data for Tunnel Setup Routing option
Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing
WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Advanced Settings

[) Multinop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[_) override BGP route sumr
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Gancel

Hot HMA - HERIS BHE 28 2T

6. HEQITa E{d 72 AHu|2do|M AMEH




+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunne! ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44228138150 ¢ 2603:5004:13: 20611017 ¢
: fidb
@ Data for Tunnel Setup Secondary Tunnel ID GRVPNE
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

< [ oone |
HotHMA -HERIZ EHE OE
PBRZ FTD(Secure Firewall Threat Defense)0ll X 8% ZZ 7|8t IPsec VPN 7+
1. FMC(Firewall Management Center)0{ 212!
2.7t B4 Qe o|l& vTI 24

« Devices(C|HFO|A) > Device Management(C|HFO|A #2))2 O|S&HL|Ch


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

Cisco D | Device Management

— Devices = X

Monitor

IDevice Management I + Upgrade

3 Insights & Reports >
Template Management Threat Defense Upgrade

2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig

1 Policies > Certificates

Objects

— Show less

mm Devices I

HL

of et gl - CHAIEE=

 C|HFO|A 49| 4E olO|E 2 2 =I5t Interface(RUE{ T 0|A) MMHO 2 O|S & LICtH
+ Add interfaces(2IE{H O|A FIHE Z =I5t Virtual Tunnel Interface(7+H4 E{'E QIE{H| O|A
)& MEAEFLICE

Secure Firewall mtarhcus

Manitor

- Device Inline Sets Routing DHCP VTEP
p. Insights & Reports »
2 Events &Logs » EEUEoy Virtusl Tunnats L Search by name [ Sync Interface ]l Add Interfaces + I

Sub Imerisce

Manage

Interface Logical Mame Type Security Zones MAC Address (Active/Stand... P Addross Path Monit... Virti Redundant Interface
Policios * Bridge Group Interface
@ Managementtio managemant Physical Disabled Global
*s  Objects Virtual Tunnel Interface
ti GigabitEthemet0/0 oulside Physical oulside 192168112/ 24 (Static), Disabled Global Loopback Interface
‘an Devices s
[@ cigabitEthematon inside Physical  inside 101010124 (Static); Disabled Globa| YN!Interface
&' Secure Connections
[ GigabitEthemaet0/2 Physical Disabiled
& Integrations
[@ cigabitEthemator3 Physical Disabled

ot dtsted gl - FTD VTl x| ag|o|M

VTl 74



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

] (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva

IP Address:*
@ Configure IP

() pve

O Borrow IP (IP unnumbered)

2ol

Fubsted ot2| - FTD VTI Z4IZ|1ai o4

[ 169.254.2.1/30

Select Interface

| ®

_I_

Cancel m

. HOtAHMHAE S8 EX IPsec VPNO| CHSHAE VTI-2& FA48hL|C}.

FTD

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets

Interfaces | Virtual Tunnels

Routing

DHCP VTEP

Cancel

Q1 Search by name

] [ Sync Interface ] [ Add Interfaces ~ ]

Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &
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ailue
cisc

W Firewall Man enter
o :

VPN & SD-WAN

Secure Connections =

) > Site-to-Site VPN & SD-WAN(ALO|E CH{ AFO|E VPN Z! SD-

P Q@D @  adwin

® J Refresh

Manitar
IS.Io-!O-SiIE VPN & SD-WAM s I
I Insights & Reports >
Remole Access VPN
& Events & Logs »
Dynamic Access Policy
Manage
1 Policies »
2" Objects
am Dovices »

& Secure Connections

&  Integrations »

HL

2 ob Wt 3| - FTD VPN 74

O utsted | - FTD VPN 74

« VPN EEZX| M4

Create VPN Topology

Topology Name *

HNo VPN topologies are configured. Create a VPN Topology.

[ SecureAccess-VPN-Primary

VPN Type
New

O SD-WAN Topology

Select VPN Topology

&

Prerequisites

@ Route-Based VPN

Select VPN Topology
O @ Hub and Spoke
@ @ Peer to Peer

N

(O Policy-Based VPN

Select VPN Topology

@
@
&)

A SASE Topelogy cannot
be selected because
Cisco Umbrella
Connection is not

Prerequisites

C' Refresh

Cancel Create

« Configure Network Tunnel Group on Secure Access(2 9t HMA M HERZ EHE a8 +4
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Endpoints(ZI=ZQIE) 22

Node A('E A) ot2Hof| A Device(C|HFO|A)E E=I5t1 FTD C|HIO|AE MEHELICH

Virtual Tunnel Interface(7t & E'd QIE{H|O|A)E =I5t O TEhA[o| A et & BHmf VTI
QIE{H|O|AE MEHFLICH

Send Local Identity to Peers(Z|0{0{l 2Z ID EL{7]) M E E2|5t 1 Email ID(O|HY ID)E
MEHSE 1 Configure Network Tunnel Group on Secure Access(E2 2t HMA MM HE R E
g 35 F4) of2il Q| "Save Network Tunnel Group Configuration(HIE 3 E{d O & 1|1
glo|M X{E "ol M 7|2 E{d IDE %IE'.E*I—IEF

Node B(‘= = B) 0}2{0{| A Device(C|HIO|A)E =I5t Extranet(AAE RS MEHFHLICH
Device Name(C|H}O|A O|§)2 226t OIF = XI™ELICH
=X QIE IPE=AE ZE °|.—| £2x=2 _—FJ._E_E_l _I?I_ol- OHA-”/\ 7|E = A [ 2= =AE C.>=IE.=|%F|__|
CH"Configure Network Tunnel Group Configuration(EQ|3 E{d 2 & Zx|ag ol XMEh)"
of2i 2| Configure Network Tunnel Group(E 0t HAMA0AM HERT B{d 28 7 4)

Add Backup VTI(8Hd VTI F7HE =g ct

Virtual Tunnel Interface(7t & E{'d QIE{H|O|A)E 225t O|T ThA0| M MHE F B VTI
QIE{H|O|AE MEHFLICH

Send Local Identity to Peers(Z|0{0ll 2Z ID ELH7]) EME 2=/t 17 Email ID(O|HIY ID)E
MEHS} T Configure Network Tunnel Group on Secure Access(‘=| ot AMANM HERXZ E
' 3 & F4d) of2 2] "Save Network Tunnel Group Configuration(WE 3 E{d 2 & Z11|1
oM MEHY"olM EX E{ IDE Y= Lict
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Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Device:*

[FTD v]

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID ¥ ]

| ftdbgpvpn(

HOtFTD - VPN QI=EZ QIE 41|28 0|M

Node B

Device:*

[ Extranet

Device Name*:

[ Secure Access

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56

Cancel m




Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

EHOIFTD-VPN QIEZQIE Hu|ado|M

« X|HE[= IPsec OH7HEH~0d| 2t IKEV2 M £
« Policies as Umbrella-AES-GCM-256("E* 2 Umbrella-AES-GCM-2562 £ A1EH)

. AHBR £5 7|2 915 8F M


https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

-
Policies:™ | ymbrella-AES-GCM-256 ¢

Authentication Type: [ Pre-shared Manual Key v ]

Key:* [ O Y ]

Confirm Key:* [

[:] Enforce hex-based pre-shared key only

EOotFTD - VPN IKE A%

 IPsec M8 T4
» IKEVv2 IPsec Proposals as Umbrella-AES-GCM-256(Umbrella-AES-GCM-256 2 =
IKEV2 IPsec A|QF A1EH)
« PFSE& Modulus Group(Z2E2{A I1§)2 2022 MENFL|CH



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary }

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

EOHFTD - VPN IPsec &7

Cancel



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [:] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: [ Enable v
Tunnel ( )
Threshold: | 10 I Seconds
Retry Interval: | 2 | Seconds
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

HOLFTD-VPN .2 AMH
FTD &% 7|4t gt &

7|& EtREoME HHZlo| CHY IP FAE 7|Ee 2 2t EELLICH SAX| 7|8 2t 2 AAE 0| M
£ EffZo| eteEE #HE 12 o{&&L|Ct PBR(Policy Based Routing)2 EtRE Z2E

[N )

S =
Z0|M MBste HFALIES & L 2E&stoi H Mo = 2t 2 Mo{&Lct.

PBRS AISSHEY IP M 9|8 MHE 4 aLich £8 S5 EaiTo| Ciet Z2(ol: THIS &
30| eMe9 EBT)E XHE 25 JSLICH PBRS ALSSHH 44 ZE CHY F4, CiY ZE,
zZ2EZ ofE2/F0IM EE of2{# ZAlo] ZEI 2 tha LIERIT olele] J|EE Jletoz
She B2 HolE 4 ALICH AR LIS S S 7|8t B2 8IS A AN

- Objects(7H*) > Access List(AM| A& =5) > Extended(H &) 2 0|S LI}

« Add Extended Access List(3 & HAMA S5 F7HE FEIgLICH


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

- ML ZE 0|F KIY
- 2 ™o
- 518. - HolEl Eel= 0| IPsec LR TS ELICH
- XtE - E2i= 0] IPsec E{L0M 23|E
« FAI2 ABAHESE J|ECZ UR|IFLICHOISHEE] I2).
- AddE Z=IFLct
- Save(MZF)E FEIELICH

Add Extended Access List Entry

Action:

[n Allow w ]
Logging:

[ Default v J
Log Level:

Log Interval:

Sec.

MNetwork Port @ Application D@ Users @ Security Group Tag

Available Networks Source Networks (1)

Destination Networks (0}

(@ 101010, ®) 0b}.101010.0

0bj10.10.10.0

Add to Destination

a | [any

can Del m



@

New Extended Access List Object
Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
B AMow  obj 1010100 4
Displaying 1-10f 1 rows Pagel 1 of 1
Cancel Save

1

[ Anow overrides

HoHFTD - 23 HMA 52
2. %% 7|dh 2t

gf Lk,

alli.  Firewall Management Center
ci1sco Secure Firowall Routing
FTD

Merater
Insights & Roporis

2  Events élogs

Manage
»

Policies

%5 Objects
’
Socure Connections ¥

E
%  integrations »

2, Troubleshooting

= Addeninlatratian

. Add(F7HE 2
. HAA =20

Devico Interfacos Inkine Sots DHCP VTEP
Virtual Router Properties

Manage Virtual Routers
Glabal

Wirtual Router Proporties

ECMP
BFD
OSPF
OSPFv3

EIGRP

Q. search

S
Devices(C|HFO|A) > Device Management(C|HFO|A ZH2]) > FTD > Routing(E2HRE)2 2 0|5

the basic dotd rtwal rowt

VRF Hame:
Description

Selected Interiaces

Select Interface

le Interfaces

RIF
Policy Based Routing

v BGP

I;)I
2I8tLct
Ho|E MEUof CHE Ingress Interface - Ingress QIE{H O|AE

e

gfLCH.



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface

Specify forward action for chosen match criteria. m

There are no forward-actions defined yet. Start by defining the first one.

Cancel

2ot FTD - A 7|8 Bhe e

. Ux| 7|& U o|adA QIE{HO|A Ho|

« AddE E=FLICH.

« Match ACL(ACL ¥ x|)S MEfgrL|C}.

« Send to as IP addressE AME4SL|C}H

« Nexthop IP &=L E FIteFLICH - VTI QIE{HIO|A IP
169.254.2.5/30. [F2FA VTI -1 & VTI-22| CIS & IP
7+ 169.254.2.6

. Save(ME)E Z=IgLICt

LICt 169.254.2.130 &

PRAE 2l
PFAE 169.254.2.2 & iu|ct. Zt

2
@



Add Forwarding Actions

Match ACL: *

Send To: *

IPv4 Addresses:

IPv6 Addresses:

Don't Fragment:

[PBR v J +
[IP Address v ]
[ 169.254.2.2169.254.2.6 J
[ For example, 2007:db8::, 2002:db8::12 ]
[None ~ J

D Default Interface

IPv4 settings
Recursive:

Default:

[ peer Addrass

HT

o FTD - &

12

FTD

4 7|8k 2t

IPv6 settings

[ For example, 192.168.0.1 ]

—

[ For example, 192.168.0.1, 10.10.10.1

E|
[=]

o

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Manage Virtual Routers

I Global w

Virtual Router Properties
ECMP

BFD

OSPF

O5PFv3

EIGRP

RIP

Policy Based Routing

~ BGP

Policy Based Routing

You have unsaved changes

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Ingress Interfaces Match criteria and forward action

inside

PBR

169.254.2.2
169.254.2.6

&

Configure Interface Priority m

o



« Devices(C|HFO|A) > Device Management(C|HIO|A £ 2]) > FTD > Routing(EH< &) >
General Settings( 2t A%) > BGPZ O|S & LICt

- BGPE &35l AS HE(FTD 2Z AS H3)E F7I&tLIch

- Save(M%E)E SEIFLICH

wili.  Firewall Management Center

Secure Firewall Routing

FTD vouhave unsaved change: () ()

Monitor
. . o Interf Ini
Insights & Reports
& Events &Logs i
Manage Virtual Routers
= Global ]
1l Policies Virtual Rauter Propartios Override BGP general settings router-id address:
EcuMp Router Id
Objects utomatic
y B Automat
‘am Devices OSPF P Address®
O5PFv3
A v
&  Securs Connections -
AiE General ? Neighbor Timers

%  integrations

E Ot FTD - BGP 2t E!

« BGP > IPv42 O|S&LICt.

2. BGP U[O|H{ F7} - 20t M| A BGP I|0{E= 169.254.0.5 O|AFILICH 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

HOtFTD - BGP 2t RE!




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global ~

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties

ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.264.0.5 64512 Enabled o
03PV 169.254.0.9 64512 Enabled o8
EIGRP

RIP

Policy Based Routing
W BGP

1Pva

HOlFTD - BGP 2t E

3. WEQIT £7}- ot HNAE /5 I a0k st W=

ZEELICH

. OK(Zel)

Add Networks

Network*
[ ob) 1010100

HQoHFTD - BGP 2t E

s
ox

MY MY H HiE

e

T

Ef'd AEf 2ol



H Ok A M| A 04| A

‘dith Secure Access ? @ 0 9O Jaikishanvadav

&« Notwork Tunnel Groups
FTD-BGP

# Edit Configuration
Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,

.
Home
Summary Ses Lags
@ & Comnected
Experience
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0)
Device Type FTD Device BOP AS &500
& Last Status Update  Jun O, 2026 253 AM Poer [Secure Access) DGP AS BasK2
Connect BGP Peer (Secure Access) 1P Addresses  160.2540.9, 166, 264.0.5, 28045 e 4bic 723 bET0000120
Multinop BOP Addresses
-
= Miuttihop TTL = View advanced settings
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub Seelogs
Secure © Hub Up © Hub Up
] 1 1
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Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng
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1P Address 44228138150 28035004113 30 110 1P Addross $2.35.201.58 2603:5004°13:20:::18011

EOtFTD - IPsec E{'d AFEH

FMCO4| A

bl Firewall Manager Center

cisco w5 | Site-to-Site VPN & SD-WAN

Last Updated: 11:56 PM m HAT Exemptions m
X Refresh
L

Monitor
! Insights & Reports »
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events &Logs 3 - —
v Seeurefcesss VPN Route Baged (VTI) Point-ta-Paint T Towe o
Manege Hode A Hode B
U Palicies »
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranat 44228138150 (44,228, FTD outside (192.168112) VTIF1 169.254.21)
um Devices Extranet 523520156 (52.35.20 FTD outside (192168112} VT2 1169.254.2.5)
l &' Securs Connections
A intogrations ¥ Vigwing 1-2 of 2

H ot FMC - IPsec E{'d AFEH
PBRZ ASA(Adaptive Security Appliance)lAd 1% B2 7|8t IPsec VPN 77
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1. Secure Access CHAIE E0{ 2192 Secure Access
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|Network Connections |

Mannge the connections that siow war tailic 1 reach privaln f30UrEEs on your natwork, For information abeut these cptens, pee Halp

Groups : ur P | Moraki Sites  FTDs

Network Tunnel Groups &z

Briconnected O Warning 4 Gonnected §

Netwark Tunnel Groups

A natwork tunnel group provides a framewori for extablishing tunnel redundancy and high
avdiibility. Gonnect tunnets 10 the huts within a netwerk funnel grous o securely control
usar SCoess b0 the Antermed and private resources, Help C

1 . v tatis + | 3 Tunnel Groups

O UN|A - EYT Bl 18

. Efd 38 0|8, ¥ U Clutola RE 7

(=R |
« Next(Ct=)& Z2/gfLIct.

« MNetwork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network

devices to establish this network tunnel group connection. Help &

o

Give your network tunnel group a geod meaningful name, choose a region through which it will connect to Secure Access,

Expe| ]
Insights
General Settings
@ General Settings 9

-

Connect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase

= Tunnel Group Name
Resources 3 Routing ASA-NAT

' Region

4 Datafor Tunnel Setup Pacifl
Secure | US (Pacific Northwest) v |
Device Type
q r
Maritar | ASA - |
Q
< Cancel
Investigate
=
Ot HNA - HIEQT EId 8 Y8t 4™
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4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help 7

@ Gentesl Seukigs Tunnel ID and Passphrase

@ Tunnel 1D and Passphrase | Tunnel ID Format

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

] @<org=<hubs sse.cisco.com

(®) Email IP Address
3 Routing

Tunnel ID
4 Data for Tunnel Setup [ asahomevpn

Passphrase

Show ]

The h musst be bet 16 and 64 ch

number, and cannot include any special characters.

Confirm Passphrase

s long, It must include at least one upper case letter, one lower case letter, one

T —

Show ]I

L4 Cancel

A& -HEK{ZEHE I

5. NAT(Network Address Translation) & 435}

HOtAMA - HEXI EL O

+ Metwork Tunnal Groups

Add a Network Tunnel Group

Add & network b and enable t ions 1o
the ternet and private fesources. Select ane of your srganization's avallable network
duvicis ik this natwerk o, Halp (2

Routing options and network overlaps.

@ Ganeral Sottings
Configure routing aptions far this wnnel group.

(%) Tunnei 10 and Passphrase | @ network acaress Transistion i)

Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.

@ Routing Sousrce Mappings

4 Data for Tunnel Setup Sita + Securs Accoss O Al source [P addresses ransiaste 1o

Secure Access - Site O

Source MAT range: Source MAT
Agd a dostination mapping to snabla this ruly
Translate 1o Seduih Acceis NAT
aubnel
Destination MAT Mappings
Haene Direction (0 Driginall CIDR Trarslated CER
Configure full bi-directional granular control P address
+ Add Mappings

Iinternet Protocel Version Setting for Routing

Enable IPw8 Reuting in additisn te IPvg

Camcel

Iju
Z
>
—
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oz

6. CHAF NAT OHE F7¢
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+ Metwork Tunnel Groups

Add a Network Tunnel Group

Aridl @ mwiwerk tunnal group i Secure Access and ensble secue natweork conmestions 1o
10 IFADITN DA BIVENG ESSUTERs. SHIET ana of yeur sganization's ivalabie natweek
devicas 10 astabiizh this metwori tunnel group connoction. Help o

'L’:' Genaral Satiings Reuting options and netwerk overlaps

Configure routing oplions for this wnnel group.

-~
() Tunnetio anaPassphease Netwrk Address Translstion (MAT)

Select to add NAT mapping configurations that resolve cvertapping subnet IP acdress ranges, including netwarks with conflicting I address spaces

© routing
Sowrce Mappings
4 Data for Tunnel Setup Site 3 Secure Access (0 ANl s P addresses s sate o Secure Access -+ Site
Saurce NAT ange: Source NAT

Adid a destination mapping o enable this e

Acters N&
Destination MAT Mappings
Hame Direction O Griginal CIDR Translated CIDR
b ASA-To-FTD » Site - Secure Access - W02 | 1o sat0102032 | X

+ M Mappings

Internet Protecol Version Setting for Routing

Enable IPvE Rowting in addition to iPvd

MHA-HES3 B 32 NAT AN

of: NAT7} B 4381 €l 49 BGPE =8 4 gi&LICh E3 22
& VPN TAdBrLcH

2hEl IPof| ping2 A3l oF & LICt.

Renws par page | 30 v | < [ﬂ >
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Metwork Tunnel Groups

Add a Network Tunnel Group

A & network tunnel group tn Securs Arcess and enable secure netwerk connections to
the internet and private resaurces. Seleet one of your organization’s avaisble network
devicos to establizh this netwark tunnal group connaction. Help =

G’\' Dansial Swiiigs Routing options and network overlaps
£

Configure routing options for this tunnel group.

=
() Tunnel 10 and Passphrase Network Address Transtation (MAT)

Select to add MAT mapping cenfigurations that resolve everlapping subnet IP address ranges, including networks with cenflicting IP address spaces.

() Routin ing

R Source Mappings
4 | Data for Tunnel Setup Site & Secure Access All sowrce P aodresses ranslate 1o Secure Access » Site All source IP addresses iranslate to
srce NAT g Source NAT ange

subnet

Dostination NAT Mappings

(D) TPt o Secure Access NAT

Mame Direction Oviginal CIDR Translated CIDR
ASA-ToFTD She = Secun Access 10.10.10.102/32 192.168.10.102/32 &
FTD-To-A5A Socure Access - Sie 10.10.10,101/32 172.16.10.101/32 s

+ Add Mappings

Internet Protocol Version Setting for Routing

Cancel

HOotHMA - HERT E{'d I& NAT A
22 XMy

SecureAccess' & L|C}.

'ALO|E B'O|M 'AIOIE A'Z 0|5 35tE EBHEIQ| A2 CNHE-12| POV &

'SecureAccess -> Site' & L|C}.

ASAS| VPN Z1xZ|1gi[0]44

1. ASA CLIO| 21015104 # A8l BEE AlSHsl T IE{Sio] ChE 7|& IP HZ2

ASA# sh ip

AlAE P A

QIE{H|O|A O|E IP FTA MEL OfA T e
GigabitEthernet0/0 2|5 192.168.1.40 255.255.255.0 AEH XM
GigabitEthernet0/1 inside 10.10.1 255.255.255.0 O+

A IP F=A

OlE-IJHIOIA O|E IP =A MEY ofA 3 gt
GigabitEthernet0/0 2|5 192.168.1.40 255.255.255.0 AE XM
GigabitEthernet0/1 inside 10.10.1 255.255.255.0 O+

El.'AlO|E A0 A 'AO|E B'Z 0|53t ECfE | AL CNHE-12| POV &

Rows per page

a0 []

—
Back m
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ASA# ping 8.8.8.8
ZCHst 0|AFO|Z A|RAZE 2245} |C},
5, 100H}O|E ICMP 0|2 £ 8.8.8.82 E L}

= 82 Algh =0t 2= lLcH
!
MBEL 100%(5/5), 2= #|A/TF/Z/CH = 20/28/30ms
ASA H13
2. IKEv2 HMEZ 7435l 2|F QIE{H 0|AMA IKEV2E &3t LCt

crypto ikev2 &= 10
.°:.*§_§P aes-gcm-256

A':':' Z 86400
crypto ikev2 enable outside(2|F & =3} ikev2 & A3}

3. IPSec Aot £

ol

3 3} ipsec ikev2 ipsec-proposal Ipsec-Proposal-Primary
ZZEZ esp &S5} aes-gcm-256

4. |Psec ZTE2El 7N

2t 2 3} ipsec X 2 & csa-profile-primary
ikev2 ipsec-proposal Ipsec-Proposal-primary A%
ikev2 local-identity email-id <primary tunnel-id> A%

R4 RH
[ R |

5.1

g
fjo

FA5tT EM olgfoll M IKEv2 ZEEZ 2 gM3518H|Ct.

group-policy csa-policy-primary LHE
group-policy csa-policy-primary %3
vpn-tunnel-protocol ikev2

tunnel-group 44.228.138.150 type ipsec-I2|

E{d O & 44.228.138.150 Lt 54

default-group-policy csa-policy-primary
E{d 1 & 44.228.138.150 ipsec &4



ikev2 #A Q1B A 3R/ 7I <M SR 7>
ikev2 local-authentication pre-shared-key <pre-shared-key>

7.VTI(7te BEi'E QIEmo|A) 74

« NameifE Hste B2

VTIO| & & E IP TAE= ASAQ| CIE QlE W 0|AQ SEE|o{M{= o ElL|Ct
E{ud AAHFSE O 9| QlE{m| o] A0qof &
E'd CHA 2 OO ME IP =4A0{0F & LIC}.

IE{m| O] A E{d 1
nameif VTI-1
ip =4 169.254.2.1 255.255.255.252
E{d AA QIE{HO|A Q&
E{' CH4) 44.228.138.150
E{'d 2 E ipsec ipv4
E{d 23 ipsec ZZE csa-profile-primary

8 = Hedlof cist ERZio| VTl QIE{H|0|A LHE M BIREIE|E 2 BIRElS
43t ||;+ CI2 &2 VTI EQ| LHollAM 1Pz Ze gt

route VTI-1 0.0.0.0 0.0.0 169.254.2.2 5. (21E{!! 7|8, RAVPN & EE= CGNAT E2l{{E ol Z2)

1

{m]
rr

C
4

route VTI-1172.16.10.101 255.255.255 169.254.2.2 5

-Ii_l 7|I:I|- E|. I

1. AL 25

access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any

2. M

1

route-map RM-CSA permit 10
ip &4 PBR & x|
ip next-hop 169.254.2.2 169.254.2.6 M



3. 2l 2l|lA 2IE{m| 0| A0f Route-map %1&

interface GigabitEthernet 0/1

nameif L&

Hot =Z& 100

ip address 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

Ct

mjo
fjo

e
O
o
T
]

Tradfic Initiated from Router2 fo Router 1

Traffic Initiated from Router 1o Rouber 2

il T —— -
: A Srvure Aorenn ) 2.
o S A ! N——
' . Sita -8
] NAT Enbaled Reglon A egion B ]
10.10.10.024
4@ e o @ """""""""""" % }{_;Lﬂi
| a Init 1 »
T : CNHE - A - cNHE-B
, : S S N uc PR
Router -1 : . : g
X . Routir -2
s 10,1010, 101
SesmmmmmmrmsEe e 10.10,10,102

AsalIP - 101010001
Mapped P 1721810101 Rirad 1P - 10.10.16162
Mgt 1P 192 168.18.102

SrciP - 10.10.10.101 - Sre P - 100.96.0.0118

- : SroiP - 100960006 : SroiP - 100.96.0.016
Destination 142 150:10:100 : Cestamion I TR eI it Destination IP. 192.168.10.102 - Destination P, 10.10.10,102
Sre P - 100,103.255.0/24 ) Src 1P - 10.00010.102 E

Src P - 10.9810.102 See P - 10.10.10.102
Dastination IP. 18.10.10.901 Dbttt MET SRR ROUEN T Destination P, 172.16,10.101 Destination IP. 172.16.10.101

2t E| QIE{H|0|A L GW 9473 ALEl

Routerl#show ip interface brief

Interface IP-Address Method Status Protocol
GigabitEthernetl 192.168.1.181 NURAM domn dowmn
GigabitEthernet?2 18.108.18. 181 YES NURAM up up
GigabitEthernet3 unassigned YES NURAM administratively down dowmn
GigabitEthernet9 unassigned YES unset administratively down down

Routerl#ping 160.18.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICHMP Echos to 18.18.18.1, timeout is 2 seconds:

rate is 188 percent (5/5), round-trip min/avgs/max = 1/1/2 ms

E|AE 1- Router2 —> Router1. - Ping E|AE



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

FTD(¥Z FW)2o| THZ! 24

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

HAE 2. -2t9EH 2 —> BtE 1ping HIAE

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

FTD THZ! %2 ZE FW)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request
: 16:11:45.823886 172.16.18.181 > 18. . : reply
: 16:11:45.825442 18.18.18.182 = 172. s H request
: 16:11:46.045697 172.16.18.181 > 18. . H reply
: 16:11:46.046582 18.18.18.182 = 172, . z request
: 16:11:46.252352 172.16.18.181 > 1. . : reply
: 16:11:46.253313 18.18.18.182 = 172. . H request
: 16:11:46.453849 172.16.18.181 = 18. . z reply
: 16:11:46.454596 18.18.18.182 = 172. . H request
: 16:11:46.664158 172.16.18.181 > 18. . : reply




ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply
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