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Data macOsS

085, hardware, CPU, RAM, system_profiler

storage SPSoftwareDataType
SPHardwareDataType
Kernel parameters sysctl -a

O|Z Cisco TAC X|& Ao =2

Edte

2

1z}
FO
ook

ElELICH o ZF 2| 712l Clo|H T A E|X]

Windows

systeminfo , 1_u_'l.|’f'-.|"II classes
(Win32_OperatingSystem,
Win32_ComputerSystem,
Win32_BIOS )

NfA


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

HESZ MY
Data

Network interfaces & IP
addresses

Routing table
DNS configuration

Network services

WiFi profiles

Cisco A& HE

macQSs

ifeonfig -a

netstat -In

gcutil --dns

networksetup -

listallnetworkservices

N/A

Windows

ipconfig fall

netstat -In
(included in ipconfig /fall)

netsh intexface show
interface

netsh wlan show profiles



Data macO03 Windows

Cisco preferences/config files fLibrary/Preferences/ Registry exports
com.cisco.* ( HKLM\SOFTWARE\Cisco ,
HKCU\SOFTWARE\Cisco , acsock
service)
Installation directories 1s -laR fopt/cisco ¥ProgramFiles¥\Cisco ,

%ProgramFiles(x84)%\Cisco,

¥%ProgramData%\Cisco

Running Cisco processes ps aux \| grep -i cisco tasklist | findstr fi
cisco, WMI Win32_Process

Installed Cisco products mdfind for Cisco apps WMI Win32_Product (vendor
Cisco)
Application logs Cisco Secure Client log %¥ProgramData%\Cisco\Cisco
directories Secure Client\Logs
Event logs N/A Windows Event Log [ Cisco

Secure Client - Zero Trust
Access , Application provider

*Cisco* )

Crash reports ~fLibrary/Logs/ M/A
DiagnosticReports/ciscox

(last 7 days)
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Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

g0y System scanning Detected Cisco Secure Access modules

Sel

ACcess

The fellowing scans are run on your system’s detected Secure
Access modules.

oducis 1o diag

@, Cisco anly scanning y tem for Secure

related modules, Mol pars

ynal data of any

@ Application logs

Collects diagnostic log file data generated by client software and
e (] zero Trust Access (ZTNA) - v5.1.14.3417

(] Remote Access VPN - v5.1.14.145

G) System data

Common System Information
The collection of system data is secure, encrypted, and only

related to Secure Access diagnostics.

QEZEO|M o] EF = AlAHI| Mx|El 2E Cisco Secure Access TEES AtSo=2 ZHMstL|Ct Ef

K& Zt ZEoi cHet Flgtn offE HX #H3 & #olg + AU&L

« M2 EZAE HMA((ZTNA)

+ SWG(Secure Web Gateway)

o
I

OH M| A VPN(RAVPN)

- 38 ALE HE(FH M TtS)
xHod
|
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Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

System scanning Detected Cisco Secure Access modules
The following scans are run on your system’s detectled Secure
Access modules.

Select products to diagnose. Cisco only scanning your system for Secura

Access related modules, Mot persenal data of any kind is captured,

Application logs
Collects diagnostic log file data generated by client software and

ittt Zero Trust Access (ZTNA) - v5.1.14.3417

Remote Access VPN - v5.1.14.145

System data
The collection of system data 1§ secure, encrypted, and only
related to Secure Access diagnostics.

Common System Information
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= URL(X: https://example.com:8443)0f X|&eh = QI&LICE URLE 30 AlZh =1t 2 ZHA}
= z|CH 20742 URL°'L—|EP URLY =& E|&= dIo|Eol= EP°0| ZEHELICEH URL, 44 AFEY

 HTTP SH ZE, SH Az (ms), 2= Zo|, HlE IP F4&, TLS B, EfHARZ. 4
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ChromeBt X|4BLICHEIEEIA HEIR K] A5 3 E S8 Chrome DevTools ZEEZ AIR).

Ol =+ &= AIAEI0|A Chrome EXIE AHS2 2 ZX[ELICE Firefox & Safari= $4& X| ¢4 &
X| St&LICH HAR £842 HAR 1.2 AHY S M2 M| WE Q3 F%(JS-triggered

XHR/fetch & Z &S Z&srLict

DART Bundle Collection — Cisco Secure Client0l A DART ZIE HEE £ ZIgrL|C}. 04710
= ZTA(Zero Trust Access) E1E H|IRE 2E Z& 27t ZEELICHO:
C:\ProgramData\Cisco\Cisco Secure Client\ZTA\logs\2| Windows0i| A flowlog.db).
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https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#packet-capture-details
https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#packet-capture-details
https://example.com:8443

ClHHa

M|k

>
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DebugView Z{&(Windows) — Windows & ¢t
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@ @ Cisco Endpoint Diagnostics Tool (CEDT)

n Ready to start diagnostics

Cizeo Clent Endpoint Diagnostic Tool

Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnostic data from your system.

Metwork Diagnostic

Select which tests to run to collect system connectivity data,

Packet Capture

Policy Test Output

DS Lookup

Ping Hosts

Metwork Speed Test

Proxy [ PAC Configuration

URL Reachability
Page Load Time

Connection Type Detection

Debug Page Load

Cancel

SEELIC o] 24

E-IIQ-"A-' of A'.

A=

CEOIE 2XE FEHsy| s A= EolE
2 3tLt 0|4 9| Cisco Secure Access M Z 0|
IEZQIE FHUE{0|M ClHHa 2L S &Ad5)
s A& Ol

o =2 T AAE |EI-

Data Collection

Select modules to collect performance and connectivity issues
n HTTP Archive Capture

n Secure Client DART bundle collection

Reserved IP Addresses

Certificate Store Inventory

Browser Detection

Step 2: Add diagnostic details
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- Resolver IPs (optional)(2f 21Xt IP(MEH AFE)) — AP XE K| DNS EQIXt IP(EHER £ 8)E
Q293 LICt. 0f: 208.67.222.222, 208.67.220.220. AIAE 7| DNS =QIXHE AL 5H2{H H
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' DNS =l Autg NS e

T EDNS =3 Auote= U £ 2 SEELUCH ZF SAE/ECQIXF ZEof cHal + &3+
TextFSM MM 2 7|Z 7} & dns/dns_lookups.txt & L|C}.

Cisco Chent Endpoint Diagnosiic T

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COom

Resolver IPs (optional)

208.67.222.232



1L PARAPS =S,

» Interfaces — X & UESIT QE{H|0|AE MENELICHEE AIZ RXI).
- BE(RE 2E)2 4YE F:

« macOS/Linux: O] EF+& tcpdump -DE A&5t0od AIS 7ts8t 2E QIEH0|AE
PHet Chg s & M- S0 QlE{m| oA CHal ZHE{AELIchedZAol #Zo{Zl
CIE{H O|A AM[Q|). &M QIE{HO|AE &2 + gl 89 &= any 2IEHH|0|AE

e
SOLZILICH ZRE ZE Y| QIE{HO| A0l BB MBELICH
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HOlE £ Ab83to 2 E NICOIM A ELICHTHS MlMo| E #

Zx). QIE{Ho|AE MESHK] 2t 2 A dumpcapE MEE F M S 377 K] .E:.*XIE._'
QIE{H 0] A7} SAlol| Z{AELICEH
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b AMEHSH ZHR M

9,|_' Mfm

+ Packet count — QIE{H|O| AT ZHA{E THZ! +~ILICtH 7|22k 100. ZICH: 10,000 .

« Duration (sec)(Z1ZHZ)) - ZICH 4% Z7|ZHZE) 7182k macOS/LinuxtlME 20%, WindowsO|

Me 5%. Z|CH: 300&F W =~ £ 7|z ME & HM 2& XWol =2 stH Hx{7t SXIELCH
SHEE W2 AHx 2

; (Windows)' o %% NSz ME 7HSE 282 AR MASE MEYFFLICH

[ = |
pktmonOI 7182 M- ( indows 10 v2004+01 LH&)E[0{ dumpcapL 2 E0t7t CHS
(Wireshark7t A X|El Z<) netsh &M 0+X|8F +E S 2 AFSFELICEH

Platform Primary Tool Fallback 1 Fallback 2

macOS/Linux tcpdump N/A MA

Windows pktmon (Packet dumpcap (Wireshark) netsh trace —
Monitor) — captures — captures to PCAP captures to ETL

to ETL, converts to
PCAPNG



Packet Capture Settings

Interfaces [

| end (I5F) X  lob (Loopback] = utunS (VPN) =

Packet count (max 10,000) Duration [max 300 sec)

L8]

300

£

| 10000

M
i
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2! 2R

Zt QlE{Ho|A 0| x{= BH A2 AE6tod ol W= XMHEFEL|CH
tcpdump/{interface_name}_capture.pcap(%l: en0_capture.pcap, ethO_capture.pcap) E&F AtHE E
ZHE, B2 &, 7|2 QE{n|olA x| U X W A=E 7= 5t HEHH|O[E] HLIHAE Tty

= A/J, A T,
(tcpdump/packet_capture_manifest.txt)O| 4843 E L|C}.

Ping A%

* Host/s to ping — ping& SAE(REZ FE)E =L |ct. of:www.cisco.com

Ping Settings

Hostls to ping (comma-separated)

WAL LIS 0O, SO

URL ®4Z Ao
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o

o =¥ URL —HAEE® URLZ Y LICHEER #&). 0d: https://github.com

g R ——

« HTTP GET & E AI&35t04 914 7tsd2 BHIAEFLIC
« 7|2 ZE:80(HTTP)/443(HTTPS) HIEZE ZEQO|URLM| ZEE Z&H&HLICHO:
ashttps://example.com:8443).

- X3 Y Z[CH 20742 URL.
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« AlZFZ1}H: URLE 30

F

« URLY #ZE Clo|E: URL, 9172 &El, HTTP &El| 2=, S AlZHms), 2= ZO|
EOIEl |P FA, TLS ™, E}QIAEHT

« A1} reachability/reachability_results.json 2! reachability/reachability_summary.txtoi|

URL Reachability Settings

URLs to check (comma-separated)

WWWLCIS00, Com
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ElAE MY
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Paliey Test Settings

Host URLs

[ WL CIEC0. LM ]

HAR

FH

AP RSES

« CHY URL —HAR ZIX(EEE #&8)8 {TF URLZ =R LICE. 0dl: https: //www.cisco.com/

Je

El: HAR Zi%{= %X} Google Chrome 2t X| & LIC}. O] E0{MHE ChromedpE S3H
Chrome DevTools Protocol2 At& 304 S|EE|A Chrome MME IS8t HERHI E
EHE2 x{ErLICt A|AEI0] Google ChromeO| Mx||0o4 Ql=X| & QIgL|Ct Firefox &
Safarie #X K| E|X| et &LCt


http://www.cisco.com
https://www.cisco.com/

HAR Capture Settings

Target URLs

[ WWW.Cisco.com| ]

Comma-separated URLS, &.q., Bips:) wwa. cisco.comn

KDF A%

ZIct Ao Sof AR E|= 7| ot &4+ Eci2E F T LICH KDF £2i2= Cisco Secure

= T1'—

o (A
Clientoll M & 43t 2l CIHT HFE Mot

« KDF HEX — MEiSE AP MHof 2t 16%l 20| RS2 2 M EILICEH "AFE X X[H"E M
16 |

Preset Hex Value Description

Module Default {none) Mo KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used. This preserves the
customer's current debug
settings.

DNS/OpenDNS Ax208B1FF Enables DNS resolution and
OpenDNS proxy debug flags
via acsocktool -sdf.

SWG Proxy+DNS AxTRACO1FF Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWGConfigOverride.json with
"loglLevel®: "1" for
enhanced SWG logging.



ZTA (ZTNA) Bx4800880152 Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig. json with
"global": "DBG_TRACE" for
maximum verbosity logging.
May trigger a VPN agent
restart on Windows,

Custom User-provided Allows entering a custom hex

value for advanced

troubleshooting.
KDF Settings
KDF preset
[ Module Default (no override) b ]
KDF HEX Extra args

aplional, &.g., -u -1

KDF Settings

KDF preset

l kodule Default (ne override) # I

Kodule Default (no override) o

DNSOpenDNS
SWG Proxy+DNS
ZTA

Custom

oflorEl 1P A

« NSLookup URLs — AF2 X} X|™ nslookup EAE(RIEZ T E)(MEH AFE Z|CH 107H2] URL
TEE 2 E 2|EHo chell 2 HEYE = AE7 FE[E LU



« Trace URLs(F™ URL) — MEHXN S EE traceroute/tracert EAE(RIEE 7 &) Z|CH 10712
URL O] E0ME AFHS 22 macOS/Linux2| traceroute@t Windows 2| tracertE At & LICEH

+ Resolver IPs — nslookup #HZ|E& I8t MEHEA AFS AL X & QIALIP(RIEE 78, odl:
208.67.222).

. 222,208.67.220.220). =|CH 5742| IP X|’d5t 37H2| LHE 2|EH(AIAE 7|2 DNS,
127.0.0.1, 208.67.222.222) 2} &7H ARt K| BIEH7F AL ELICh.

Reserved IP Settings

MiLookup URLs

[proocy diekiiieie 10550, CIEC0, COm

Traceroute URLS

proxy MEepee tin s50,cisco,com

Réesalver IPE [aptianal)

[ 20867 222 22 J

ofetEl IP AR AE

Reserved IP ZIEt2 7|2XMo 2 O| O|O|IEHE +=&IFLICt.

7|& Traceroute/Tracert CH&H (0|28t 2 E CHAOf CHal AE S22 AIRE):

CHa =

208.67.222.222 OpenDNS & HIYMHZ 2t E

OpenDNS EZX HYMHZ 2t

E|
o

208.67.220.220

146.112.255.50 Cisco SWG 2=z} IPE 2t E




swg-url-proxy-https-sse.sigproxy.qq.opendns.com2 & Z st &A||SWG ZEA| SAE 0|0 2t

(e

—r

« macOS/Linux: traceroute & Al

o & tracert W AR

7|2 NSLookup #2Z|(0] Z& /o CHal| AFS =2 M- E):

E nslookup CH&fO| & IRt S 50| 2t & QIxtol| CHsll Z2|ELICE 7[EXMo 2 &OIXt SH/os
37H9_I 7|8 XS & lxt7r eIt

Resolver Description

Systemn default DNS The OS-configured DNS resolver (no explicit
server argument)
Localhost / local DNS proxy (e.g., Cisco Secure

127.0.8.1
Client's local resolver)

208.67.222.222 OpenDNS public resolver

AMEXE X ERIXL IP(04: 208.67.222.222)7} T’ El B & QX SF0f FIHE|1 2 E nslookup
CHabo| &relE ot
NSLookup CH4!:

Purpose

Target Query Type

OpenDMS debug record —
returns device identity,

organization ID, policy flags,

debug . opendns . com TXT ( -type=txt )

and server info

SWG proxy hostname
resolution — verifies DNS is

correctly resolving the SWG
proxy endpaoint

swg-url-proxy-https- A (default)

sse.5igproxy.qq.opendns. com



0 & £01, 7|2 3712| =QIXIE ALE5tH 67H2| nslookup FHEI(27H2| CHAF x 37HS| = QIX} 71 A4
ElILICH AFSAE X[ & QIXLIPE StLt =715 871 FHE|(CHA 270 x CHAF 471 & 9IXH 2 = 0{ L
Ct.

MEXF X|'H AL A XS NSLookup URL2 S e A &Ixt SE(72 M3 + ALK X[ 20l
Rhyoll cHal -z 22| gL ct.

=

2E Aoy B o2 SEEILICEH reserved_ip/reserved_ip_diagnostics.txt, Al M(traceroute,
nslookup)HE I &3t ZF &5 0| CHal U =HQIXIE LIEHLHE AFRHO| 912 += /U= Sl 7t /}E

SWG Z £ A|2t DIA(Direct Internet Access)& &3l HIO|X| 2EE AlzZtE H|WEFLICH F 7tX| 2E7¢

1A TIE 2E: ZF URLE M ZRAIE Sl &Y d
Mgt 2ME 23 HAR TS MAME 5 Ql&LIC

Performance Diagnostics

Diagnostic Mode

Orverall Nagnostic

Default URLs (always tested)

hitps:imazon. com
it ebay. com

hittps bing com
hittpssVen. wikipediaorg
Wlps A Tacebook com

Additional URLs (optional, comma-saparated)



[:] Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E |

Results are averaged across runs, HAR mode uses a
single run.

LAIC BC: 3 ZEAIE S 22|17 &Y F URLS
2 d0tE LEts| Hlm ot xtME 2442 28 HAR o

Diagnostic Mode

[ One LIRL Diagnostic

URL to test

|

I:I Generate HAR files (captures Tull network waterfall vig headless Browser)

Humber of test runs per URL

E

Results are averaged across runs. HAR mode uses a
QIB M KE A QIHIE 2| A

TIE UBM MY LM ABEME EHE LI

. Ao
. 239!
. EE
. 7}

. R BR EE AR 4 g

rr

QIZME Al&st7| Al

Certificate Store Inventory Settings

Collecis certificates from system certificate stores to identify missing, expired, or untrusted certificates.

Certificate stores to scan (comma-separated, leave blank for all)

CIH mo|X| 2= HH:
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- S &l
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- ElO|Y HE
- SSL MH|E}H|OE

Debug Page Load Settings

Loads debug/diagnostic web pages and captures rendered content and timing data

Debug page URLs (comma-separated)

https=ifeane, CISCO, Cam

2
2

2. Tt AlxrE 28{etod T
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« QRE UMAIF|E BAE BtEELICH

TUES HEMR. 0l TTE IS £E6D, Yt MHS S5, FIT o702 8 Bt
21 YA BT SO0l 88 TS DX| 0HAIAIL. 21 Continue(H%)E 22Ustn A

do| 2=z W7 x| &d Seiz RXIELICH

EOIolM =7 & A 2 < Zol chat &At cHal YAl SX| HIAIX|Z7F EAIFELICH

1. 500l ZAIE LAl EX| HAIXKIE &Lt

3. E{0|2 2 Z0}7} Enter 7|18 =24 H&gLCt

4. ddo| 2= 2 Wik x| 7|ch&Lct

r



@ ® @ CiscoEndpoint Dlagnestics Tool (CEDT)

Diagnostics Paused

“ The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup Z THA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver. Please reproduce the issue now, then click
Continue to stop all debugging and collect diagnostics,

Continue

EEX HEt ZEZE

Start Diagnostics(ZIE AlZHE 28t &, 15 HAMA HEHo| L3t 7|5(0dl: Packet Capture(IH
Z! Z4%]) EE£ Debug Flags(CIH2 Zei1))2 &Astst B, E0lM ZEIX HEE EE HAIXIE
EAE = QJQL—lEF.

Zest gt Metolete M=ol chat & Rk7h LEELICH
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Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrator privileges to run a full diagnostics of
your system,

n Select Limited Mode to run diagnostics without administrator
privileges.

Limited mode Yoz

B configure your disgnostic settings below, then click Start Diagnastics.

Cisco Client Endpoint Diagnostic Toal ey
Step 2: Add diagnostic details u
Add details for the listed diagnostic SeMmgs 1o Tine tung

asaseript

oascript wanls 10 make changes.

Entor your passward to allow this.
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ﬂ Diagnostics in progress...
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Ciseo Client Endpaint Diagnastic Too
Step 2: Add diagnostic details

Add details for the listed diagnostic settings to fine tune your tests

Reserved IP Settings

MSLookup URLs
—

aptional custom nslookup hosts (Comma separated)

Traceroute URLs
|

gptignal custom traceroule hosts (Comma=separated)

Resolver IPs (optional)

Cancel
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Diagnostics complete. Upload file to a TAC
case.

Archive: clsco_diagnostics.tar.gz
File size: 32.54 MB

SHAZES: deietereti et e R i S e Bty
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Case 1D
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Issue Resclution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator

privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must
be detected and selected.

DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

“Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.

FAQ
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A: Ol T7E AAHRI HE(OS, StEH0|, HIERT 74), ofZ2|70|M 21, Cisco ME 744 &
Mx|=l 2= O|0|E, Cisco Secure Access ModuleZ} Z21= U E Q|3 FIE of|o|E{ ot =~ EIghL|Ct.
REAM[EF 2A2 ofo| MMM =&t A|AE! O|O|EE HASIAMAIL. 702! Clo|EH= HAMEIX| &
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https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected
https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected
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