Pxgrid 22t EE S8t 2o I8 ElOE QIEt
ISE2}2| Cisco Secure Access S&

=R

a7

o

O] 2 M0l ME Cisco Secure Access®t Cisco Identity Services Engine 72| ZHEIAE ZRE &
stot= Ao cHal MHEEFLICE

27 A

0%

CHS Aol cisl 2 {ef ST LICH

« Cisco Secure Access—AM| 2 EB{AE (zero-trust) HIER T HMAE XSS
SSE(Security Service Edge) £ Mo 2 AIX7I 2 E EII:IP0|/\01|A‘| IEL & Z2to[5! of
Z2A0|Mof &lH HdZEE £ ?)QLIEF

« Cisco ISE(ldentity Service Engine) HH™ 3.4 TH%| 5.

« Cisco Security Cloud Control—E2 ¢t 22l = ME L IDE et S& el £FHULct 2
oF 2R E Mof= Eot HM Aol ZEELICH

Hi S

o248t &&= S35l Catalyst SD-WAN EZHX|0{ M Cisco Secure AccessZ AIZE[E £ U= E'ES
AHSo = MAM5t0{ VPN-ID/OIE L SGT ZHHAEE HESH nEe = ‘BA'QL—IEP.

Cisco ISE(Identlty Services Englne)._ SGT ZAIz[azo|Md & #2|E 28t 5Y 7[#H2E RRIEL
Ch ISEOIM =&EZ|lE= 2 E YOIO|E = Cisco Secure Access@t AHS 22 S7|3HEILICEH SGT7F 4
MNE|™ o|E "*ZF_ﬁPE 7|—’.f— TEE2 _EH“' OHEO| & THE HASKE =T & dElZ2 |fX[ELUCH

471 SGT OHZoi CHal A8t 2l 7k MH e MBstn U&LICH ol 2o 7= LHol SGT CHAF 7HA|
E &l 2 K| #EetLct =8t Meraki 2! Cisco Secure Firewall2] SGTE ™MZsl= SASE
Eld +50f CHE X E 2 MBE o -H|ct

ARS ARE:



SGT O|& Szt 7|gF HAH:

Hok 2ta|X}Ql 7| E = SSE Private 2 QIE{Y! HH2E EZ|ZI8 Onprem ISES| SGTE A 5t04 ¢
% 0tO[3 2 MHE|o|ME MEstE{n B LICH HAME ME5t7| f5H SGTE 7IMHE 7Is.

Security

Cloud

Secure Access

« ISE(ldentity Service Engine) {1 3.4 TiX| 5
« 2ot AN

« Cisco 29t 2t E

Ol EMe| HE= 54 & g &2l CIHIO|AE EOIZ A EE[RI&LICH O EA{ol AHSE 2 E Clut
OlAE Z7|EHE(7|2) dulaclo|Mez AFER&ELICH X HELZI 5SS FQ 49 2E
BEo| HAHQ FFE 0|2| SXIStA|IZ| HHEfLICH

EAE I/ AI|azfold 7=

« ISEZ Cisco Security Cloudoi| 244

« Cisco Secure AccessZ ISE0]| 91



74

Mg el

O] dEXM

rr

FR{Q| T A

fjo

OhEa 242 £ HAEZ Lz LUch

1. Cisco ISEZ Cisco Security Cloudoi| 2123
2. Cisco Secure AccessE Cisco ISEO 242
3. Cisco Secure Access2| 29t 12 Ef1

AZEfst7| o

- Cisco ISE #£0i M Advantage 2tO| A E Mx|5tD s Ri=X| & QlgrL|Ct

« DNA Z2+2E o 0|E &= Cisco DNA Cloud0i| CH$t o} RHF2E HTTPS 442 MM grLCt.
(2t HEHIZ M ZEAIE AFE35H0d QIEHof @1A5t= B Cisco ISE ZEA| HHE
T 4350k ErL|C}. Cisco ISEOIM ZEA| M E F45H24TH Administration > System > Settings > Proxy

« Cisco ISE0| M Cisco pxGrid Cloud ZE2 2| O} RHI2E Q42 s ZE 4430| Wi Y&
K| EolgfLct &ate t= ZEA| 0| +HE < CHF URLO| AR E|X| et t=X| & 2l
gt

https://dna.cisco.com

https://security.cisco.com/

1EHA|: ISEOIM Pxgrid 22t E & M35}
1 ISE GUIZ o|s &Lt

2 Administration(Z 2l) - Deployment(7:%)& £2/&L|C}.

] Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

8% Dashboard

! Context Visibility

Deployment Nodes

%, Operations
Deployment

I Policy PAN Failover

& Administration

Work Centers

Hostname Personas Role(s) Services Node Status
Interactive Halp

Administration, Monitoring, Policy Service, STANDALONE SESSION,PROFILER


https://dna.cisco.com/
http://%20https://security.cisco.com/

C]

EBookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

LICE.

Deployment Licensing

Certificates

Logging Maintenance Upgrade & Rollback Health Checks Backup &R

[CJ) Enable Passive Identity Service (0

& . Grid

Enable pxGrid Cloud (0

pxGrid Cloud can be enabled only after registering your Cisco ISE to your
Cisco DNA Portal account.

ISE deployment name

ise-test

Description (optional)

4

Select a region where you want to register your device. Application should also be
available in the same region.

Region

us-west-2 ~

Check the checkboxes below to register this ISE if you concur with the statements.
I have read and acknowledge the Cisco Privacy Statement.

| agree that offers are governed by Cisco EULA and | am an authorized agent of my
company. Cisco's End User License Agreement.

Register



K ] @ Cisco

Z & dchcocom sctivate Tuser_code -

s
EM

aijuat]ns
CiSco

Activate your device

Folices tha Ingtructions on your oedcs 10 ot an
BEUVETRON COdl

Activation Code
————

Contact ppont Prvacy Tersa & Conditions Cookiss Trademarica

5ISE= Pxgrid 22t E0| (ZE ZXE Eo{ELCt

Identity Services Engine

Administration / System

nl

Bookmarks Deployment Licensing

Dashboard

Context Visibility

Oparations

Policy

Administration

‘Work Centers

Interactive Help

Certificates Logging Maintenance

Enabla Profiling Service

Upgrade & Rollback Health Checks

: Enable Threat Cantric NAC Service

2 Enable SXP Service

Enable Device Admin Service

| Enable Passive ldentity Service

-:| o p;Grid

B Enabie puGrid Cloud

To enable pxGrid Cloud application, please go to the Integration Catalog.

Cisco DNA Portal account

ISE deployment name
Ise-test

Description

Status
[ Connected

Registered region
us-west-2

Mode
Active
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App configuration

Application status
& Inactive

Instance 0]

() Existing instances (8 New instance
Data scope

Select at least 1 data scope for this application to consume.

Adaptive Network Control (ANC) Configuration
Provides ANC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

RADIUS Authentication Failures
Provides RADIUS protocol failure details such as failure reason, username, NAS NAD
details, authentication details, framed IP address attributes, MAC address, and
calling station ID.

Session Directory
Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint
profile device, Security Group Tag (SGT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, SGT. and SGT bindina information.
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One-time Password
Generated

Log into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account 7

One-time password

L [O L
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Cisco integrations
T, Unleck the full potential of your cybersecurity ecosystem with easy-to-use integ
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Platform services ISE integration streamlines SGT deployment, enabling
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Identity Intelligence >

Platform Management >

Security Cloud Cont

Integrations

My Integrations

Integration Hulb

Cisco integrations

Unlock the full potential of your cybersecurity ecosystem with easy-ta-u
streamline operations, and strengthen your overall security posture,

@ Identity Services Engine (ISE)

Metwork security

SE imtegration streamlines SGT deployment, enabling
dynamic nelwork segmenta tion and more :_|'am.|ar

aecess contial

7 Platform Management >

Integrations » ISE integration

Identity Service Engine (ISE)

Overview
A dentity Service Engine enables endpoint access control and network device administration for enterprises.
How to setup integration Integration advantages Compatible products

Identity Service Engine
(ISE)

as a common policy engine,

Configure the ISE device

Activate pxGrid Cloud

This step requires credentials for identity Service Engine (ISE) and the DNA Portal.

Log in to Identity Service Engine (ISE) > Administration > peGrd Services = Client Management = prGrid Cloud
Connection, and click “Connect”. To complete the connection an OTP is required. You need to register |SE as a new
product in the DNA Portal to obtain an OTP.

1.1 Obtain the OTP:
a. Register ISE as a new product by logging into DNA Portal > Left-top menu > Products and Applications > and
click the "Preduct” buttan at the top of the page. In the Product registration drawer add a unique name for your
ISE device, select "ISE™ under type and click the "Reqgister” button.
b. An OTP token will be generated. Copy it and go back to the ISE dashboard, then paste the OTP to establish the
CoORNECtion

1.2 Enable pxGrid Cloud services to allow proper data flow:

@ Navigate 1o Client Management = paGrid Policy, and select the following pxGrid Services: Echo Service,
TrustSec SKP, MOM, TrustSec Configuration, TrustSee, Profile Configuration, ANC Configuration, Radius
Failure, User Defined netwerk, and Session Directory.

b. Go to Administration > Settings > Deployment and click on the configured ISE device. Ensure that pxGrid toggle
and the "Enable pxGrid Cloud™ checkbox are enabled.

Configure the ISE - Security Cloud Control Connector

a Activate Security Cloud in the DNA Portal

a. Log in 1o the DNA Partal and under "My applications® select "Cisco Security Cloud®, Click the "Add” button, then
click the link "Create a new ong” 10 generate an OTP,
b. Save the OTP to use it in the Step 3.
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l Bookmarks clscn sﬂcurity clﬂud Metwork Security patirid Clowd k- wast-2 wu-cantral-1 ap-southeast-1
B® Dashboard Configuration About this integration

Il Context Visibility

Registration

"\ Operations The integration of puGrid Cloud will take place through your Cisco DNA Portal account
wherne this ISE is registered. Manage your ISE registration

Palie

¢ 4 Cisco DNA Portal account Status
I @ Registered

4 Administration v
Device name Registered region

'ﬂ Work Centers Ise-test us-wesl-2
Description

? Interactive Help
App configuration
Application stalus
@ Inactive
Instance @

(®) Existing instances () Mew instance

Select instance

150 - TSI

csa-ise

alion o consume.

[ Adaptive Network Control {ANC) Configuration
Provides ANC configuration details such as policy name, action type, status, and
MAC address.
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App configuration

Application status
& Connected

Instance (@
cea-ige

Data scope

Select at least 1 data scope for this application to consume,

Adaptive Network Control (ANC) Conflguration
Provides ANC configuration detalls such az palicy name, action type, status, and
MAC address,

Echo Service
Frovides a way for the app o check the health of the integration.

Mobile Device Management (MDM)

Provides endpoint details including model, manufacturer, type, compliance, and MAC

address.

Profiler Configuration
Provides |SE profiling policy device details such as 1D and name,

RADIUS Authentication Faillures

Provides RADIUS protocol fallure details such as failure reason, username, NAS NAD

detalls, authentication detalls, framed IP address attributes, MAC address, and
calling station 10.

Session Directory

Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint

profila device, Security Group Tag [SGT), and usernama.

TrusiSec
Cowers TrustSec, TrustSec Configuration, and TrusiSec SXP tepics which include
SGACL, SGT, and SGT binding information.

User Defined Networks (UDN)
Allows a user to define their network.

Al
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Dashboard
Activated integrations
Contaxt Visibility
Status ~  Loge

. @

Integration
Operations

Cisco Security Cloud
Palicy
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Work Centers Available integrations

Interactive Help @
Firewall Management Center
CIID) CZED D

integrate with Firewall Management Center
[FMC] to setup Identity Based Access Contral in
Cisco Secure Firgwall

More detalls
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us et -2

Hatwork Security  prlrid Cloud
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=

OfficeSpace Software Employee Presence

Connects your OfficeSpace Saltware domain 1o
paGrid Cloud, aliowing it to leverage employees

authorizing to your notwerk as indicators of,.,
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Security Group Tags [SGT) specify the privileges of a traffic source within a trusted network. When you
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