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“ Private Resources

Add a Private Resource

Private Resources are applications, networks, or subnets that your erganization controls access to. You must configure private resources in order to choose them as destinations when creating access rules.

Help

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server
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=N
-1 |
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3. K25t 749l K el FQDNS U4RfLIc Zatoly!
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4. THRIE &g LHF DNS MHHE ME4ELICH

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges

[ ad.csalocal J [ TCP - RDP w Any

Remove

Intarnally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocal Port / Ranges
( Tcp - Rop v | [ any

[ 1010.10.20 ]

Remove + P Address/FQDN

+ Protocol & Port

+ Protecol & Port

10
o

B use internal DNS server to resclve the domain

Internal DNS Server

l PrivateDNS (10.1010.20) w .]

PrivateDNS (10.10.10.20)

.
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Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

Alow users and devices on the netwark, such as printers or ihasks, to conmect to this resource if aliowed by

B Zero-trust connections

Allow endpoints 1o connect 1o 1his resource Trom outside Kour netwark
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[Enforcemant points
Cleud-enty
Cloud ¢ Local [Univarsal Zars Trast Enfarcement point for Remate and Local Users
Accass)
Remate uses
Local-cnly

a2

Secure Access Private Resource
Cloud
ia Intarnat
User ina
trusted network
ol

e (o) 2

Hot oM A - Z2lo|E! g|lAA Hu|ag|o|M

DEHA| - 7§ AMIA T A

Universal ZTA S& & APQXUP HMAE 4= QI 2 Secure Access@| H|Z 7 HMAE FMEHLICH
CREMIE 82 7 HMA 7

J>"
mlo
1
2
9'|_|
>
>
Po

1. Secure(E2 2t > Access Policy(Y M A &) Z 0|SELICH

2® o

[ Rule Defaults and Global Settings

& Orgonization
Cisco-jaiyadav 5

Platform menu

Data Loss Prevention Policy

Secure Access o ~ - Add Rule
Profiles
~ Endpoint Posture Profies
ome
st ==
& Experience Insights >
Security Profiles i P N "
Access Action Sources Destinations Security Hits Status
% Connact 2 App Risk Profiles.
™= Resources 3 Tow Privats @ Allow Any AD Usars AD-Server & 82 ]
Settings
[0 secws | Thveat Coapois _ _
Paivte & Allgw Any AD Usars Bzl -]
a Monitor H Notification Pages
o Admin : Do Not Decrypt Lists &-Allow Private @ Allow Any AD Users InfernallHg @ ]
Cedtilicates

O UM A - HNA B 24T 0]


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

2. 7 £7t8 22U 013 TRl AMAES
2lo| AT T4 24

Ol | |.
—1— = AN EH L C .
Access Policy [ Rule Defaults and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help
2. Search by rule name J [ = Intent ~ ] [ = Objects ] [ = Seitings ~ ] Add Rule
Private Access
2 Rules Control and secure access to resources and
applications that cannot be accessed by the
general public.
D L]0 Rule name Access Action Sources Destinations Securif
Internet Access
: O 1 BlockPage-TEST Wbt @ Biock Ay CEnATESS ® Centrol and secure access to public
) destinations from within your network and
() 2 RAVPN-Allow ot ©@ Allow Any AD Users Any @ | from managed devices
Rows per page | 100 ~ ] 1-2of 2 E]
H OF oH A OH A R4 RH N 1
o OF QH M| A - QHA|A ZAH 1|7 8|0|M
=l | =2 =x |.
3. 7% Ol F7
Add AD-RDP-Allow
Create a rulé to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 7
‘3 Rule is enabled Logging is enabled Edit
Summary ~
Sources @ Destinations
Any Allow Any private destination
Rule name Rule order
(‘50-v0m-Atow G ]

o Specify Access

Specify which users and endpoints can access which rescurces, Help 5

Action

@ Allow
Allow specified traffic if security requirements
ALs et

@ Block

Block spacified traffic.




Rule name Rule order

[ A0-ROP-Atow | [

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.

Are el

From To

Spicify ong of Mork Sources. Specify ong of more destinations,

AD Users sAny AD Users % @ Private Resources s AD-Server X

HOF SHM|A - HM|A XA 1|78 0|M

5.CXZQIE Q@F AFE 74

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the spm:ifiea requirerments, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None

Private Resources: AD-Server

For Branch connections:

Endpoint device posture is not evaluated for endpoints connecting to thesa rasources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help 7

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel

EHOF SHAJ|A - CHA|

>

S A go|M
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(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Conflgure security requirements that must be met before traffic Is allowed. Help [

Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Dofaults
The following security settings will apply to traffic that matches this rule, Help 3

Secufity Profile: System Provided - Private Access | Flle Inspection: Enabled

Cancel
HOF M| A - A A HA T8 o]M

Access Policy

1ML BECHEE Pulas SDRYY 10 LA 10 pLbEE INNBIAGE 3t 1OM BEvcas INBL BN o YOUT DLW 57 ERAL your
iganization mansgus. Private sccess nules apnly 1o usens and davices secessing spplications and othar rescurces on
o Intamal network. Secure Access appias tha first rula in the Est that matchas traffic. Help [

File Type Blocking: Disabled

(I visabled

Fuabe Defsults and Global Settings

O #0  Rulename Access Action Sources Destinations Security Hits Status
] 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver -] ‘
] 2 BlockPage-TEST Intemer @ Bieck Any Genrative A -]
| 3 RAWPN-Allow Intsemet @ mow Ay AD Users Ay 492 -]
Rowsporpage (100~ | 13003 € [3 ]
Default Access Rules @
Rude name Action Sources Destinatiens Security Pasture
For all private access @ ok Amy Ay private destination
For all inlerne? access & niow Ay Ay Internet destination
H O OH -|| OH -|| R4 RH —| .” |
H OF QH | A - SHA|A ZdAH A1 7 2|0

EtAH -3 ZTA T2 Zlof Zzlo|t! 2lAA F7}

MEX X|H ZTA T2 ZIE A

il
=

ZZloj| 7HE 74l BIAAE F 7}l oF

1. Connect(?21Z8) > End User Connectivity(%|S A& A} 21Z) > Zero Trust Access(MZE EZ{AE
HM|A)E O|S35t1 +ZTA Profile(ZTA Z2 1) 2/ LCH.
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‘e
Experience
Insights

2. Z2tol BlAaa F7

Expirisnce
Insights

L}

End User Connectivity

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

Zera Trust Access Virtual Private Network Internet Security

Enroliment methods

Belore ugers can ecess resources using cliant-based Zore Trust Access, their endpoint devices must be enrclied.
Manage enrcliment methods for your crganization hare. Help 7

Windows and macOS devi ol uting: | 850

A uaing 550 ieation oly,

Zero Trust Access Profiles

Manage Zero Trust Access [ZTA) prafiles, which allow you to add usérs and groups 1o unique traffic stesring configuiations for client-based ZTA
#  Name Secure Private Access Securaintemet Access

l.&.clmwunlﬂul] [Hmmm v

—
+ ZTA Proff
[ —

. Help 2

Users & Groups Last Used

MA-zZTA Z2Z

—_

© End User Connesctivity

Create profile

For Zero Trust add ta which a se1 of users and groups can be steered, Help £
ZTA profile name Priority Traffic Steering Limits ©
[ ZTARrofile ] [ 1. Cusrrent peofile |

o Secure Private Access
0 Destinaticns

| Secure Private Access

2 Secure Internel Access Traffic Steering  Options
3  Users and Groups

T Sean estination

Destinations & Private Resources

05 Sk Android 10k macOS/Windows 100k

Add the private destinations and private resources to which a set of users and groups can be steored, Help £

(Fomtion =)

Private Rescurce
Destinations  Modified

© “rpoasseciscotest

Audd private hat are i
1 Feb 22,2023 for chient-based Zero Trust Access.

Add Destination

il that are not condigs
a5 private resources that user traffic can
access during Zero Trust Access,




Add private resources

Salact private rSouRes that afe configuned for chant-based Zaro TRt AScess. You can S0 Up 16 100 private (eScurces St & time,
Private Resource
%

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)
O Router-1 (104090401, routert.tackab.local)

[0 Rowter2 (101010402, router2 csaocal)

= “ End User Cannsctivity
Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e l ETAprafie ] [ 1. Gurment profie I05 Sk Android 10k macOSWindows 100k
Expatience
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accuss
= @ Users ©  Groups O
Resou et —

©) users and Groups |

0 e ] T

Hame Email Type Users




Traffic Steering Limits ©

ZTA profile name [Priority
ZTAPrafile 1. Current prafile . . "
| : |l i0S Sk Android 10k macOS/Windows 100k
Users and Groups
@ Secure Private Access ¥
2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
@ Secure Internet Access
Users 1 Groups @
o Users and Groups
+ Users and Groups
MHame Email Type Users
lay@gmall.com £ User

|ay (jay@csa.local)

il-_l_l: SE% [
CH 15-2020| AL E = U&LICH

Et7| - 4 Private Resourced| CHEH HA|A &0l

1. ZEO|El 2lAA HMA

A
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%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

i e €9 Cisco Secure Client — hd

w Windows Security

Enter your credentials

These credentials will be used to connect to ad.csa.local. Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

Ij Remember me
i Umbrella:

Umbrella is inactive,

Service Unavailable.

More choices

OK Cancel
o @ e

HOot HMA -PRE|AE

P &AE ALE35tod PRO| AM(A



¥} Remote Desktop Connection =

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio...

== Windows Security

Enter your credentials

Connect

Help

These credentials will be used to connect to 10.10.10.20.

jay
Password

Password

csakjay

|::] Remember me

Mare choices

OK Cancel
HotHMHA -PRE|AE
= == Al s S
2. 285 AMO|HIER &elgtLct
Activity Search
Q, Search by domain, identity, or URL Advanced =
IP ADDRESS 10.10.10.20 X RESPONSE Allowed X
Q. Search filters #Total
Response Salect Al Request Source
© Allowed £ Advanced L jay Gay@esalocal)
© Blocked
L jay Gay@ssatoca
Identity Type Select All L jay lay@ecsalocal)
H O OH sSt= 74 AH

5 8 Cisco Secure Client

CLEAR

C Viewing activity from Jan 11, 2026 4:4% AM to Jan 12, 2026 4:49 AM

Rule Identity @

Saved Searches ~

Destination

Ready to connect.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Service Unavailable,

Schadule

& Customize Columns

atlnsaln
cisco

= B LasT 24 HOURS
Export C5V

ZTA Client-based -

Restore to default layout «

Page: 1 ~

Dastination IP

L jay (jay@csa local) ad.csa local 10,10.10.20:3389 3380
L jay (jay@csa.local) ad.csa.local 10.000.20:3388 3388
A jay lay@csalocall  adecsalocal  101010,20:3389 3389

Results per page: 50 ~

Destination Port

1-30f3

Actien ResourcefApplica %
® Allowed  AD-Server
@ Aliowed  AD-Server
@ Alowed  AD-Server



Activity Search @ © M LasT 24 HoURS 7

Schedule  Export CSW

Q. Search by domain, identity, or URL Advanced CLEAR Saved Searches » @@ Customize Columns ZTA Client-based ~
P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
- 3Total () WViewing activity from Jan 11, 2026 4:53 AM 1o Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Solect All
A jay (jay@csalocal)
O Allowed £ Advanced Requaost Source Action Dastination Dastination IP Dastination >
[] @ Blocked Wint
4 joy (ay@csalocal) @ Alowed  ad.csadocal  101010.20:3389 3389 s+ Rule Name
AD-RDP-Allow
Identity Type Select All ITA CLIENT-BASED L jay Gay@csalocal) @ Allowed adesalocal  101010.20:3389 3389
RessurcafApplieation
[ & AD Users L jay (ay@csalocal) @ Alowed ad.csalocal  101010.20:3389 3389 AD-Server
] as AD Groups
5 R0 0men ol
[ '@ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
Secure Actess Cloud Secure Access Cloud
O FD
Destination
] Umbrella Cloud ad.csa.local
Dastination IP
1010.10.20

Page: 1 ~  Results per page: 50 « 1-30f3

Hot HAA - HE ZM

.
Activity Search OO E—

Schedule  Export C5V

@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
PADDRESS  10.10.10.20 X Restore to default layout =
@ Search fitters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~ FResutsperpage: 50 ~ 1-9o0f9
Response Sadect All Rogquest Source Astion Drestination Destination Destination Port  Resour f Zoro Trust oF ¥
) @ Allowed
et © Advanced EEENITETE L jayay@csalocal) @ Alowed 10101020 10101020:3288 3388 AD-Sarver Default ZTA Profile AD-ROP-Mllow L+ win
CEIEEED L jayleyBesalocal)  © Alowed 10101020 10010203388 3389 AD-Sarver Default 2TA Profile AD-ROP-Allew L win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
A AD Users EXTEET L jaylay@csadocal) @ Allowed 10000020 100010.20:3380 3380 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win

0w AP Frrusne

50k HA|A -

fhiok

F= 74 AH
S ==



Activity Search

Q, Search by domain, dentl

Advanced ~

CLEAR

Saved Searches ~

BB Customize Columns

Ay

B LasT 24 HOURS ™

Schedule  Export G5V

ZTA Client-based -

1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 8 Taotal &) Viewing activity from Jan 11, 2026 5:51 AM to Jan 12, 2026 551 AM  Page: 1~ Resultsperpage: S50 ~ 1 -9cof8 Event Details *
Response Y 1 Soun Act Destination Destinaticn IP - Action
Select Al v 4 4 o & dBcwed
© Allowed & asv
- 4 jay (ay@esalocall @ Alowed 10107020  0I000.20:3389 3289 AD-Sarver Block Reason
@ Buocked _
L joy (ey@esalocal) @ Allowed 10107020  I0I000.20:3389 3388 AD-Sarver
Connection Mathod
Identity Type Select Al AL joy (isy@esslocal) @ Allowed  sd.csaloesl  101010.20:3339 3380 AD-Sarver ZTA Client-based
4 AD Users L joy ljay@esalocall @ Alowed 10401020  10101020:3339 3388 AD-Sarver Time
@ AD Groups Jan 12, 2026 5:51 AM
1 AD Devices L jay llay@esalocall @ Mowed  adcsalocsl  100U0.20:3389 3380 AD-Sarver
D saML Users L joy ay@csalocal) @ Allowed  ad.csalocal  101010.20:3389 3388 AD-Server Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dentity
Enforced By Select Al ) L jay (jay@csalocal)
A oy ay@esalocal) @ Allowed  ad.csalocal  101040.20:3389 3388 AD-Sarvar
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name
Umbreta Cloud §
AD-RDP-Allow
Resource/ Application
AD-Server
Zero Trust Accass Profile
Default ZTA Profile
Trusted Network
No Match
Enforcement Paint
Secure Access Cloud
Destination
10.1010.20
Destination IP
H Of OHA—”A _St= 74 AH
—._ T —_— =0 |37
3. FMC ¢4 o|HI E 0|
. —_= _— 71 -
Events  Troubleshooting
C,  » Destination Port [ ICMP Gode 3380 +
wr % L 7 events
Sourco Port]  Destinatisn .
Ti A [ il hon 1P A Il
me Event Type etion Reason Source Destination 1EMD Type Port [ IEMP... Web Application ccess Control Rule +N
> M026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.000.20 17674 | tep 3380/ tep *
3 2026-01-12 QG520 4 Connaction Fastpath 10012.20.48 10.3010.20 anon i wep 3380 tep :
3 2026-01-12 00:51:18 % Connection Fastpath 100112.20.48 10.10.10.20 &IN2 tep 3380/ tcp *
> 2026-01-12 00:d8:24 5 Connastion Fastpath 100122048 10.10.10,20 50758 [ top 3369 ) top ¢
3 2026-01-1200:42:34 % Connection Fastpath 100127218 10.10:90.20 60548 | tcp 3388 | 1cp #
¥ 0Z6-01-12 0001521 4 Connaction Fastpath 10027206 10.0000.20 40660 | icp 3389/ tcp #
> 2026-01-12 0045 4 Connection Fastpath 1001127216 10.}090.20 44262 | 1cp 3380/ tep ¢
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Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside

10.10.10.1

Remote User App p
jay@csa.local ata

router1.csa.local
10.10.10.101

HE ZTA - E|AE A2l EZEZX|

1EH7A| - Secure AccessOi A ZE2H0|H! E|AA HO|

o6 @@ o 2 Jsaikishan Yadav -

= Resources

&> Orgssization ks, or subnets that your organization controls acoess to. You must configure a private resource if you plan 1o allow end users 10 connect to the resource using 2ero-trust

. Sources and destinations
Cisco-jaiyaday
Internal Matworks.
rce Groups
+ Platfarm menu Network Devicas

Secure Access Registered Hetworks

Roaming Devices
. Last 24 Hours

=
Homa Service Account Exceptian

4  Expedenceinsights 3 Secuity Group Tags ~ | M v | 5 Private Rescarces + Add

e t SDWAN Service VPN IDs
- onnec

Network and Sarvice Objects Private Resource Group Connection Methad  Connector Groups  Accessed by Rules Total Requests
==
) Securs > Destinations . Cleni-based ZTA - o # 0

internet and Saas Resources
4 Monitor 3 )
Private Resource o R CHeni-based ZTA 1 o 2 o
o Admin »
Settings
N - o z o
AR Servers Chant-Based ZTA

DHE Servers

U

10k QHA|A - 1

|
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2. 749 Rt IHol= Rol0jEt AT QIBLICH MHo| HL,
Atol ol 22 HEE M3t ol E&LIC
Private Resources
Add a Private Resource
Private Resowces are applications, networks, of subnets that your organization controls access to. You must configure private resowces in order to 5@ them as ce:
General
Private Resource Hame
Routerl
Description (optional
Router] PR for UZTNA testing
O| FQDN2 &g ct. =ztols! 2
-~ HZFAAR

3. HM|asted= 0] Rp

Ch REMIEH LI82 Zetol8l ZElAA FIHE

. .||02§F o|s&t H DNS .i _|§ EHSt | |.
4._LD I_IE_I IEL—T AHE -l—||=||-—|:
Private resource address
Define how the private resource will connact to appications through Secure Aceess
Internally reachable address (FODHN, Wildeard FQDH, IPvd, IPvE, CIDR] Protocol Part | Ranges
routerLesalocal Any TEP 22 + Protocol & Port
Remove
Internaily reachable address. (FQDN, Wildcand FODN, IPvd, IPvE, CIDR] Protocol Part f Ranges
10100101 any TCP 22 + Pratecol & Part
Remove + P Address{FQDN
B use intermal DNS server to resolve the domain
Infernal BNS Server
PrivateDNS (100000.20)
5. = xZ O|E 0479 d"iH{ A{EH
PR S _—— —-_=2 0o -dH - "1

6. FTDE 24 & x|™

glAaA0

naticns when creating

g Bcces:

N

K2
S L

[P =4

5 rules. Help 7

ok

PrivateDNS (10103020


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Spacify the ways user endpoints can reach this resource. Later, scoess rules will determing which users and devices can access the resource.

Branch Connections

@D client-based connection
Ak connaetions Trom endpoints that have he Soeure CHOnt irstoled, Enaiilo (his option Tor maximum Contrel swer ongpsnt SocUrily roguiromants (posture

Enforcement points

Clemud-anly

i Enforcemant point for Remote User
Cloud or Local (Universal Zero Trust Remote user Loal Firawall Private Rescurce
Accass)

P

Local-only vininoaenet
L o -

Local enforcement points

Local Firgwall Private Resource

)
5}) )

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

Cancel Save snd Test m

I MEste S |yl mhat o] WA AHEE PRE FTDO| RIS 22 oiZdstn &2 7

7 . Save(MZE)E F=IFLICH
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav >

Platform menu

Data Loss Prevention Palicy

[ Rule Defaults and Glabal Settings

Add Rule

Secure Access ul ki | ing: il
Prafiles I
Ty ey Endpaint Pastine Profdes
'\ ExperienceInsights > o
Security Prafiles Access Action Sources Destinations Security Hits. Status
& Connact * App Rigk Profiles
™ Resources 3 Tow Private & Allow Ay AD Users AD-Server B2 ]
Santings
private @ Allow Any AD Usars s L]
% Monitor 3 Notification Pages
lo Admin » Do Mot Decrypt Lists 5-Allow Private @ Alow Any AD Users IntemnalONs (]
Cedlilicates
(o) i H 1 .|
Hot HMA - Z2to|H! 2|AA 74|18 o]M
.I_.|L7'<| = I.E 3 E2l5 |.2 HO OH -”/\EA EHSH | |.
2- - |7EE_II—I-EE7I_I_|A—E I_-l_lﬁL‘E-
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Access Policy [ Rule Defaults and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help
r .
] = Inte 8 Add Ruls
Private Access
3 Rules Control and secure access to resources and
applications that cannot be accessed by the
; general public.
_] [ 1] Rule name Acecess Action Sources Destinations Security
— Internet Access
-RDP- 5] - &
J 1 AD-RDP-Allow Private (=) Allow Any AD Usors AD=Server 1) Control and secure access 1o public
P _ destinations from within your network and
L ] 2 BlockPage-TEST Intarmnat @ Block Any Generative A... = from managed devices
[0 3 RAVPN-Allow Intermat @ alow Any AD Usars Any 4.2k (-]
Rows per page | 100 ~ 1-3of3 @
H O o A QH A R4{RH in 1
HOoF H|A - HA|A AdRH 41| 72| O|AM



Add Router1-SSH

Create a rule 1o control and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled Logging is enabled Edit

Summary -~

Sources @ Destinations
AD Users « Amy AD Users Allow SeCUrily ~-on Any private destination

Rube name (T Rule order

((Rowor-ss IE )

o Specify Access

Specity which users and endpoints can access which resources. Help O
Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

o OHAA - N A B 4TI 0]

A EH

— 1

to Ex oy S MEfELCH

ol

A RN

N

Rule name {0 Rule order

[noumn-ssn-c (R - J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,

From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &
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Endpeint Requirements
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

Ok QM| A - <t Al

>

Siabn iz [[OFS

6. 2ot 7Y

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

(I Dpisabled

Save



—_—
Access Poiicy | Rule Defaults and Global Settings |

Internet access rulés apply

your Intemnal natwo:

() oo Rule nama Accoss Action Sources Dostinations Security Hits Status
[ 1 Boiter]-SSH Private @ Allgw Any AD Users Rouber t - -] |
2 AD-RDP-Allow Privaty @ Anow Any AD Usors Al-Serwer [-]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
[ a4 RAVPH-Allaw [ & Angw Any AD Users Ay il s a
Raws per page | 100 1-dcfd < E] »

HOF MM A - HA| A HE ZHm[1 8] o]
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natwork, For & COmparisan of natwark connactivity options, ses Help Fi IDetails

Connector Groups Network Tunnel Groups FTDs Duvice FODN P p—— ]
- ko deployment e
15ynced U UZTA Configuration status ~
0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC
FTDs configured for Universal Zero Trust Access
An FTD acts as an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs as Secure Accoss proxes to enable Universal Zere Trust Access 1o Improve end-us Assigned Trusted Network ey
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf
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Resources associated with FMC_FTD
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LAN
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Resource name Status
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Envd user connectivity lte you defing how your ofganization's trarfc i steened from
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Homa Zero Trust Access Wirtual Private Network Internet Security
p Enroliment methods
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- Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I
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@ ZTAFaofla | [ [1curent peotie ki 08 Sk Android 10k macOS{Windows 100k
Experience N il }
inaighis
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L4 Secure Private Access
© ' Secure Private Access
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3 Users and Groups
1 X | Destinations -
Sesure
Private Resource
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(=1
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do
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Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)
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o Create profile
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ZTA prafile name Priarity Traffic Steering Limits.
r
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ZTAPrafile 1. Current prafile i0S 5k
e Users and Groups
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() Secure Internet Access
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1. ¥4 Ar& X7t FTD FQDN
PS C:\Users\jay> ping ftd.csa.local
Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

. Received = 3, Lost = 0 (8% loss),
= Bms

Ping statistics for 192.168.1.12:

Packets: Sent = 3

Approximate round trip times in milli-seconds:
Bms, Maximum = 1lms, Average

Minimum
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
192.168.1.28

Address:
ftd.csa.local
192.168.1.12

Name :
Addresses:
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Data
Praxy Save
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Telnet ] Profile is missing.
Rlogin
SUPDUP Close windaow on exit:
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AnyConnect VPN:
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Zero Trust Access:
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Umbrella:
Usmbredla is inactive.
Profie is missing.
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Behaviour Load, save or delete a stored session L
Tiarskalion ) Zero Trust Access is active.
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SUPDUP C_Iose window on exit:
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Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.
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> Orgasization ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust

Cisco-jalyaday

Sources and destinations

Internal Natworks

rce Groups
Platfarm menu Network Devices
Secure Access Registered Networks
Roaming Devices
- Last 24 Hours
Homa Service Account Exception
o Exparience Insights 3 Secuwily Group Tags - " wate R
SDWAN Service VPN IDs
& Connect >
" . 3
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Private RIscurces 3ne anpscations, NatWOrKS, of sLBETS IRt Vour BIGaNLaton contimis 32cess 15, You must conligans private resowses in rder 1o choos them W ating walp
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Private resource address

Define how the private resosrce will connect 1o sppications Bvough Secune AGcess

Iniemally reachable sddress. (FODH, Wikdcard FODN, IPVA, IPVE, CIDR) Protocel Port [ Ranges

router csalocal By TER v | [ 22 » Pretoeed & Pen
Remove
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Endpoint Connection Methods

Specify 1he ways User endpoints can reach this resource. Later, sccess rules will determing which users and devices can access he nesource
Branch Connections
Zuro-trunt conneetions
ain Gulslde your network without requiring & VEN connaction. Helg o

@) Client-based connec

Enforcement points

Clemd-anly :

Enforcement point for Remote User
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FMCF... .
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Platform menu

Secure Access

& Home

@ Experience Insighis
& Connect
= Resources

a Moniter

o Admin

Secure *®

Polic;
v

Data Loss Prevention Policy

Rule Defaults and Global Settings

{] w it Add Rule
(o)

Profiles

Endpoint Pasture Profiles

IPS Profiles
Security Profile:
SCREY FYoRs Access Action Saurces Destinations Security  Hits Status
App Risk Profiss
low Private =) Aslow Aty AD Users AD-Server a2 [-]

Settings
Threat Categories

S s Privat & Anow Aty AD Users ESXI -]
Notification Pages
Do Mot Decrypt Lists 5-Allow Private @ anow Aty AD Users IntemaloNS & - ]

Cartificates

HOF AL - AN A FA AT T3 0|4
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Access Policy

£ 20| JA&LIcH

[ Rule Defauits and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

Se a v |[= Add Rul
Private Access
4 Rules Control and secure access o resources and
applications that cannot be accassed by tha
general public.
[_] [ X0] Rule name Access Action Sources Destinations Security |
- | Internet Access
O 1 Router-SSH Private @ Allow Any AD Usars e ' Control and secure aceess to public
_ destinations from within your network and
r_] 2 AD-RDP-Allow Private @ allow Any AD Users Ab-Server & from managed devices
L_] 3 BlockPage-TEST Intermet @ Block Ay Generative A, & 698 -]
[_] 4 RAVPN-Allow Intermet & Allow Any AD Users Any @5 4,2k (]
Rows per page | 100 ~ [ 1-40f4
H Of OH | | R4 &H 1 | | |

3. 75| 0|8 %7



Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled

-~ Summary

Sources @

AD Users = Any AD Users Allow
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 . ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L

o OHAA - N A B 24T 0]

4. 7R ZXIE MEsD X U ChAre Mo
Rule name (D Rule order
[RoutelZ-SSH-Nlow J [ 1 - ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz =

o OHAA - N A B 24T 0]

5.EX0IE Q7 AME 7+ A

Destinations

Private Resources
» Rbiitard

Logging is enabled Edit



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

[) Zero-Trust Cliem-based Posture Profile  pue Defauits
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

G—} Zero Trust Access: User lication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

Configure Security
Coaligune securly fequiements that must be met bilse yatle it slowed. Holp

o A - A

>

Siabn iz [[OFS

6. 2ot 7Y

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

(I Dpisabled

Save




Access PO“GY [ Rule Defaults and Global Settings l

Internet aceess rules apply to traffic to public internet sites from devic
organization man: . Private access rules appl

AE O YoUr network or that yaur
sing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

search by rule name ] | ntent v | | Objects ~ | l Settings ~ | Add Rule ~

o users and devices

-_, #E Rule name Access Action Sources Destinations Security Hits. Status
I '— 1 Router2-55H-Allow Private @ Allew Ary AD Usars Router2 @ - [] I
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1. connect(21Z2) > Network Connections(LIEQ|3 ¢1Z) > FTDs(FTD)Z O|S & L|Ct

aikishan Yadav «

Connect

&> Organization e . affic to reach private resources on your network. For information about these options, see Help o
ssentials

Cisco-jaiyaday 3
B ploem

e Users, Groups, and Endpaink
Secure Access Devices

End User Connectivity

o 1
DNS Forwarders
% Home b Warning d Connecied §
o Experience Insights
= Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help o

a 3 |
A Monitor fat w | 2 Tunnel Groups m

HOoF HA|A - PR &0

2. FTD(FTD) > View resources associated to this FTD(O| FTD2t @1Z & 2|4 A B 7))
C}.

i
m
Jqu
o
r



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

FTDs

Connector Groups  Network Tunnel Groups

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced
Device FQDM: £t

Trusted network: LA

S0 A - PR 2O

r
J

Resources associated with FMC_FTD

FMC_FTD P

Firewall Details ~
Device FQDN frd.csa.local o]
Aute deployment Sos

UZTA Configuration status -~

© Synced  Last synced a1 12 Jan 2026, ai 6:20 AM UTC

Assigned Trusted Network ~
Trusted network Hetworks
LAN 1 DNS Servers

(Default trusted network]
Edit assignment | -+ Trusted netwerk 7

Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status
@ Synced 2

I View resources associated to this FTD I

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

Q. Search by resource name | | Configuration status

Resource name Status

~ | 2 Resources

Associate Resources

Router1

Router2

@ Synced
& Synced
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3. Close(E7))& &It

>
a

4. &Ef, 2 2lAA

Network Connections

I 7 dol 712 SEIQIX| & lF Lt

Manage the connections that allow user traffic to reach private resources on your

metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced

FTDs configured for Universal Zero Trust Access

An FTD acls 5 an on-premise proxy to Secure Access cloud for private access wraffic. Configure FTDs as Secure Access proxies to enable Universal

to improve end-user experience and ensure consistent security controls for users independent of where they are connecting from Help cf

1 Search by FTD name

- ] 1FTDs

FTD Name: Version FMC UZTA Configuration status
FMC_FTD wi0.0.0 FMC | @ Synced |
Device FQDN: £ ~al

Trusted metwork:

5. 70| FTDE FA|E[U}=X]

FTD cliol 21216t1 LINA 2EZ O|S &L C}.

# show running-config object application

FMC_FTD

Firewall Details

Device FODN frd.csa.l
Aute doplaymant e

UZTA Configuration status

° Synced  Last synced L 12 Jan 2026, at 6:29 AM UTC

Assigned Trusted Netwerk

Trusted network Hetworks
1DNS Servers

LAN
[Detauli trusted network)

Edit assignment | <+ Trusted network (I

Associated Resources 2z o~

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

Wiew resources associated to this FTD

Associate Resources
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Connect(®1Z2) > End User Connectivity(%| & AI& X} 9_47 ) > Zero Trust AcceSS(XﬂE EB{AE N
M) > ZTA Settings(ZTA &2 0|55t

Edit Trusted Networks

Trunsed Heowork Kama

S5EHA ZTA Z2 2o Z2to|8! 2|lAAa F7}

1. Connect(21Z) > End User Connectivity(£|E A& Xt @4Z4) > Zero Trust Access(Zero Trust Al
A)2 0|53t 3702 ME 225t0 ZTA =2 utdg HWEFLICH



I

End User Connectivity

End user you yous iEation's Waffie i stesned fom
& ondpoints 1o Secure Acciss of to the intamat. Help I
Hoemar

Zero Trust Access  Virtual Private Network Internet Security

Enroliment methods
Expariancs
g Béfore ubérs can SECESs reSourtes using eiént-based Zero Trust Access, their endpoint devices must bé enalied.
Manage Enfalifent Mmithods faf your aiganization hee. Halp
" ‘Windows and macCS devices enroll using: | S50 Authentication  Certificates
Connect
i and K05 dervices enroll using S50 Awhentication sy,
=
Ressurces
2o Trust coessProfles [ v
0
. Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hons for b ZTA ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
wa
Use ZTA for ail destinations
Montor 2 Destinaticns ) 1 Usars.
i ZTAProfile S E thons Jan 25, 2028
Trusied Networks Disabled e s 0 Groups e
Q [ & Edit
Traitigats
O Delete
H Of oH -| 1L il
HOt HMA -ZTA Z 2 E
=] A =
—  End User Connectivity
Create profile
® For Zero Trust add to which a set of users and groups can be stearsd, Help 5
Hame
ZTA profile name Priority Traffic Steering Limits ©
‘e [ zmaprotie J [ curent pame )| 08 Sk Androld 10k macOSWindows 100k
Experience
Insights
£
- Sect vate Access
o Securo Private Access re Pri
0 Destinations Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Securs Imernel Access Traffic Steering  Options
Resources
3 Users snd Groups
0
Sesure
Privats Resourcs
= Destinations & Private Resources Destinations  Modified
wa, Add private that are
© “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zeno Tvuzmccm.‘
Mesnitor
Add Destination
= i that are not G
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admisy

HOotHMA -ZTA ZZE



Add prlvate resources
Select private resources that are configured for client-based Zeo Trust Access. You can add up 1o 100 private resources at a time,

Private Résource
' AD-Server X Router-1 % Resuter2 @ A

O Lae (1040100724, taclab.com)
(0 LAB Management (192.1681.0/24)

O DNS-Mgmt (1921681.20)

O IntemalDNS (10.10.10,20, 192.166.1,20)

B AD-Server (1010.10.20, ad.csa local)

@ Router-1 (101010101, reutarl.taciab bacal)

@ RouterZ (1000002, router? caakocal)

= 4 End User Conneciivity
o Create profile
&= For Zero Trust Access add the #o which a st of users and groups can be sisered, Help &
Home
ZTA profile name Priority Traffic Steering Limits ©
'o [ zmrome | [ comempromo I0S Sk Android 10k macOS/Windows 100K
Experienca
Inaights
n‘
@ Users and Groups
2 Dasiinafions Add 3 sot of users and groups that wil be steored to varkus destinations added to this ZTA profile
- Secure lnternet Accass
= @ Users ©  Groups O
Resouces —

e Users and Groups: |

Name Email Type Users




Priority Traffic Steering Limits ©

ZTA profile name
1:Clmont proflis - i0S Sk Android 10k macOS/Windows 100k

ZTAPrafile

Users and Groups

@' Secure Private Access
2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access
Users 1 Groups @

o Users and Groups |

[ Q Search |
MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com B User - =]

Rows per page

Hot A - ZTAZZ L
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@ Cisco Secure Client

NIIr .
asco  Oecure Client

General Zero Trust Access
Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 48
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched
| Collect diagnostic information for all
installed components.
Diagnostics

Hot A -PRE|IAE

2. ¥ AEX7FFTD FQDNE g = l=X] &2l



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. FQDNZ AI235t04 FTD7| M & 2lAA0f HAZ8E £ UeX| ElEL|CH

4. Zzfold! 2|A A0 CHEt SSH A EH|AE

FQDNE AL&3t01 PR M| A



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
- SSH Umbrella:
Senal Delete Umbrella is inactive.
Telnet L | Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
— alualn
Aheu tt Heln [ Onen | Cancel a @ —

€ Cisco Secure Client * - X

6y &

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

IP =48 AHE35H04 PRO| A&



@ ® Cisco Secure Client b - X

Category
=] Session Basic options for your PuTTY session AnyConnect VPN:
. Loglging Specify the destination you want to connect to On 2 trusted network.
— emnal
Host Name (or IP address) Port
Keyboard | | Connect
10.10.10.102 22
Bell
Features Connection type:
=M "
S O5SSH  (OSeial (OOther Teknet
Appearance Zero Trust Access:
Behaviour Load, save or delete a stored session ) .
; Zero Trust Access is active.
Translation Saved Sessions
+- Selection
Colours
Connection Default Settings Load
Data
Proxy Save
+)- SSH Umbrella:
Serial Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit
() Always () Never © Only on clean exit
& O o
Alna & aln Aean e mal L
@ @® Cisco Secure Client - X

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.
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Secure Access

IPsec

Oyt =
- -~ % ?680!;&0‘&/’”3@
% 1.7, Side
s

Private/Cloud Apps

-
-
-

. %0y,

ZTA Client Tee

"‘.

Inside
-

S
Remote or Local User Ap - 10.10.10.1
jay@csa.local P Datq X

-

router3.csa.local
10.10.10.103

HE 7TA-EHAE AR EZZX|

1EH7A| - Secure AccessOil A Z20|H! E|AA HO|

el Security Cloud Control ] 1 P & D 2 Jaikishan Yaday -

= Resources

Organization ks, of subnets thal yous organization conlrols access to. You must configure a privale resource if you plan Lo allow end users 1o connect to this fesource using zero-trust
* % Sources and destinalions
Cisco-jalyaday ¥
Intarnal Matwarks
rca Groups
“ Platform menu Neiwark Devices
Secure Access Registered Hetwaorks

Roaming Devices
7 Last 24 Hours

-
Homa Service Account Exception

& Expovioncelnsights > Security Group Tags | | ~ || M v | s Private Rescurces + Add

e t SDWAN Sarvice VPN IDs
& onnec

_ Network and Service Objects *  Private Resource Group Connection Method ~ Connector Groups  Accessed by Rules Total Requests.
_:.: Resources
[ |  Fe— 5 Destinations - Clent-based ZTA B o 2 o

Imernet and Saas Resources

o Monitor » "
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 3
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers

Hol HM|A - Z2}o|H! B|AA AT o|M
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€ Private Resources

Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3 J

Description (optional)

Router 3 for uZTMA Testing

H ok HAlA - ZElol8! B|lAA 7| Teo|M
3. AMASHE = 7HQ! A2 0| FODNE YHF LI ZEFOIS! 2laA0IP FAE HOJF = /UG

= |
Ct. REMIEH LIRS Z 2ol ElAA FIIE HEX5HAAIL

4, N2 = lE DNS MHE MEHEFLICE

Private resource address

Define how the private resource will connect to applications through Secure ACCess.

Internally reachable address (FQODN, Wildcard FQDN, I1Pvd, IPVE, CIDR) @ Pratocol Port [ Ranges
[ router3.csa.local ( Any TCP v [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IFvE, CIDR) @ Protocol Port [ Ranges
p . .
1821661103 Any TCP . 23 ] + Protocol & Port
J L )L
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
[ 101010.103 Ay TCP v | [ 22 + Protocol & Port

Remove  + IP Address/FQDN

LabDNS (Y92.168.1.20, 10.10.10.20 i



https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect Lo this resource if allowed by access rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resowcs from oulside your network withoul requiring a VPN connection, Help

@D client-based cannection

Enforcement paints

Claud-only
Enforcement point for Remote User
Cloud or Local (Univarsal Zero Trust Remote user Secure Access Cloud
Access)
wia Internet
Local enforeement points 21
ﬂ FMC.F.. X  Search by FTD na... » ]]
| FMC_FTD (ftd.csalocal) o I }
W T ETITOTC T ST (e ST TET T TEWans. Enfarcemﬂnt plolnt hr L“al LT

User in a trusted Local Firewall
network
Local-only @
=

via local network

Cancel

Hot HAA - Z2to|8! ElAaA ZHI|2d|o|M

RCE Sall 7H2l 2laAof AMAE = = 74—?— RC% t'
Sk

£ (Network Tunnel Group)2 S3l 712!

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @

Faor more information, see Help (7

Resource Connector Groups (optional) @

| RC-ESXI X e.g. My Servar Graup w

Cheose a connestor group in the same data conter, branch
office, or securily zane s the resource, ©

7. Save(MZ%)E = LICt

DEHA| - 74Ol HNIA THE] A

Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Private Resource

Frivate Resource
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1. Secure(2

O > Access Policy(HMA ZH2)Z 0|SELICH

Secure Access2| H|Z 7 UM A

g FygLitt

Jaikishan Yadav -

Secure %

N Polic
v

Cuitan Loss Prewention Policy

Rule Defaults and Global Settings

Add Rule ~

Profiles
ndpoint Pesture Profil
2o o Endpoint Posture Frofiles
et (@ commee o
‘w [Experience Insights > Q ook
it rofiles
L Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Rescurces 3 low Private Any AD Users AD:Server i 92 -]
—
Threat Categor
Privats & Anow Asry AD Useis. ESHI ca - [-]
o Moniter H ation Pages
o Admin - Do Not Decrypt Lists &-Allow Private @ anow Any AD Users InbermalNS 2 [-]

Cartificates

HOF GHA|A - HA|A XA Hm| T8 0|M

2 FA| £74E SR O+ MO AN A
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4
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do
2
rr
44 re
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o

Access Policy

aceess rules apply to
Manages.

i ar.uu e intemat s

are on yous n
g appiications a
. Secire ACCess appl o5 the fiest rule in the st that matches traffc Help £

rasources on

arg

YOUF internal netwo

7 Rules

=
= = .
| TEE 78 QA E Bt 0| U&LICH

[ Rule Defaults and Global Settings ]

=

Control and secure access to rescunces and
applications that cannol be accessed by the
genaral public,

Lo Rusle narm: Access Action Sources Destinations Security

- Internet Access
1 AD-RDP-Allow Private =) Allow Ay AD Users AD-Server Control snd $ecue ocess Lo publi:

N destinations from within your netwaork and
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https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access to specified private applications and other
destinations on your network. For an end 4 guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled
# Summary

Sources

Any

Ruie name (D

[ Routors-ssi-asom

° Specify Access
Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specifiod balic if sacurity requinements soe mael. Blatk spacified tralfic.

O oM A - MM A FR ZAL| T 0|

Rule name (T

Rule order

[ Router3-ssH-Atow

J (e

@ specify Access
Spacify which users and endpoints can scoeis which resources. Help O
Mction

@ Allow @ Block

Alow specified traffic il security requinernis are met, Baock specified tradfic,

From
Specify one of moes 1utes

AD Users vAny AD Users

HOF M| A - MM A HA AT 8] 0]M

To
Speecify aha of mae dentinationd

@ [Private Resounces «Routerd X

AND

Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(D) Zara Trust Aconss: User Authentication Interval  Rule Defaults I bisabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

>
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2
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6. ot 7

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security
Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel
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1. connect(21Z2) > Network Connections(LIEQ|3 ¢1Z) > FTDs(FTD)Z O|S & L|Ct

ishan Yadav «

Connect

affic to reach private resources on your network, For information about these options, see Help

16l Groups

o> Organization

Essentia
Cisco-jaiyadav » waeriish

R

Usars, Groups, and Endpaint
Secure Access Devices

Platform menu

End User Connectivity

-~ DMS Forwarders

Home Warning fi Conmecied &

o Experience Insights

Rescurces » aework for establishing tunnel redendancy and high
3 within a metwork tunnel group to securely control
Il secure » resources. Help o
', Monitor » ™

w 2 Tunnel Groups
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2. FTD(FTD) > View resources associated to this FTD(O| FTDQt 4ZE 2laA E 7))

Ct.

g 223



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status

Router-1 @® Synced

Router2 @® Synced

Router3 @® Synced

O HNA - PR 2O
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FMC_FTD

Network Connections

Firewall Datails

00 Help ¢

Connector Groups MNetwork Tunnel Groups FTDs Davice FODN

Auto deployment

1 synced L] UZTA Configuration status

© Synewd

FTDs configured for Universal Zero Trust Access

el far C enable Unive

Assigned Trusted Network

Tt Trusted network Notwarks
LAN 1DNSDomaing 1 DNS Servers
FTD Name Varslon FMc UZTA Configuration status. Assoclat D
FMC_FTD vi0.00 FMC | @ symoed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied naiwark

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources
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FTD cliol 2292151 LINA 2EEZ 0|S &Lt

# show running-config object application




ATHA " ME[E = QE HERMT EE ZTA Y el 748 = &l
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1. Connect(2128) > End User Connectivity(%|S A& At 24Z) > Zero Trust Access(Zero Trust Al
5t

A2 0|55t 37He] Mg Z2lsto ZTA T2 utelg TERsL|C)

End User Connectivity [ o cnm] [ Manag ”
reened from
—~
o Zero Trust Acesss  Virtual Private Network  Internet Security
Enroliment methods
4 Zevo Trust Acc t devices must &
here. Help
* g S50 Authentication  Ceriificates
Connac
-
Zero Trust Access Profiles & Manage Trusted Networks ] + ZTA Profile
|
Manage Zera Trust Access (ZTA) profiles, which allow you 1o add users and groups 1o unique traffic stesting configurations for client- based 2TA connections. Help 2
# Name Securs Private Access Socurs Internet Access Users & Groups Last Used
N 2 Deglinations 1 Usarg S
! L Trusted Natwaorks Disabled £iNZ8i2083

0 Groups

0 Delete



2. ZZlolH! BlAA F}

 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|-ID-M)= DNS-Mgmt *  Router2 =

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternailHS (10101020, 182168120}

B AD-Server (10.10,10.20, ad.csa.lacal)

) LAB Management [1921661.0/24)

B ONS-Mgmt (1921881.20/32)

B Router2 (101010302, router?.csa.local)

B Rowter-1 (101010101, routerl.csa.lacal)

B Rowter3 (1010.10.103, 1921681103, router3.c5alocal)
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Traffie Steering Limits ©
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Create profile
. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
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2TA profile name Eriarity
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Exporienca
Insights
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@ Secure Internet Access
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@ Cisco Secure Client

NIinir
CIsCO

Secure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for al
installed components.

Diagnostics

Hot AMA -PREIAE

174

A&X7F FTD FQDNS

N
o

Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows:
Allowed TCP Flows:
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0

Authenticated TCP Flows: 0
Proxy Configurations:

Secure Private Access
Secure Internet Access

Network Fingerpnints:
LAN

397

Active
Active

Matched




C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1
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@ PuTTY Configuration

Category:

Session

Logging
= Terminal

Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation

+- Selection
Colours

—- Connection

Data
Proxy

+- SSH
Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

IP FAE AL2350{ PRO|| A A

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.




#R PuTTY Configuration

Category:
Session
Logging
=1 Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
- Selection
Colours
Connection
Data
Prouxy
+- SSH
Senal
Telnet
Rlogin
SUPDUP

Alb-.a Ll

1(-’5 .-ltl %

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.103 2
Connection type:

©O5SH (O Serial (O Other Telnet

Load, save or delete a stored session b

Saved Sessions

Default Settings Load
Save

Delete

Close window on exit:

() Always ) Never © Only on clean exit

[ . Fmmm

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

T O

@ Cisco Secure Client [},

AnyConnect VPN:

On a trusted network.

i O
cisco

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.
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(3 Cisco Secure Client - X

' I ' ] ' .
diea’ Secure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 40
Allowed UDP Flows: 2
Zero Trust Access Allowed TCP Flows: 40
Blocked UDP Flows: 12
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active
Network F-ingerprints: ~
LAN Unmatched
Collect diagnostic information for all
installed components.
Diagnostics
HotHMHA -PRE|AE
2. YA AEX7F FTD FQDNE &0olE = Q=X &2l



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12:
Reply from 192.168.1.12:
Reply from 192.168.1.12:

bytes=32 time=1lms TTL=255
bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=255

Reply from 192.168.1.12:

Ping statistics for 192.168.1.12:

Packets:

Sent = 4, Received = U, Lost

bytes=32 time<lms

TTL=255

@ (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum = 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12
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@ PuTTY Configuration

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel
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®

Category:

=] Session
Logaing

=] Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=] Connection
Data
Proocy

+- 55H

Serial
Telnet
Rlogin
SUPDUP

Basic options for your PuTTY session

Specify the destination you want to connect to

Haost Name (or IP address) Paort
152.168.1.103 22
Connection type:

O55H  (OSedal (O)Other Telnet

Load, save or delete a stored session

Sawved Sessions

Default Settings Load

Save

Delete

Close window on exit:

() Mways () Never

© Only on clean exit

® Cisco Secure Client — b4

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

9 Cisco Secure Client — X

2 O

AnyConnect VPN:
On a trusted network.

| | Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

atlnaifne
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Activity Search

RESPOMLE

Activity Search

Il

T CLINT-BASED

|

“TTA CLIENT -BASED

|

“TTA CLINT -BASED

|

N
11

JHHMII

§

il
il

1
il

1000,

1010:10102

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

Evant Datails

Access detais

TTAPTotie




> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interface ip brief

> universal-zero-trust zproxy 7 C|H{1

l expert 2EZ &S0

# tail -f /ngfw/var/log/messages

# show conn all

# nat M AFE A

# asp E|O|2 &F EA|



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



